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Logistics

Avenade talk tonight after class in ECCR 155
» Free food from what | understand

Guest talks from other sysadmins
» Chris Triolo — Cybertrust

» Security and vulnerability scanning

» Matthew Woitaszek — Computational Science
Center

* Supercomputing and other bits
Quiz 02 is long, don't start on it late!

Moving back to security after emaill

» Because it's interestinag and cool
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Cryptographic Hash Properties

Cryptographic hashes have three general
properties
Preimage resistance

» Given a hash value h, it is difficult to find the original
message

Second preimage resistance

» Given a hash value h and it's message mf1,itis
difficult to find another input m2 such thath —h(m1)
=h “h(m2)

Collision resistance

» |t should be difficult to find two messages m1 and
m2 such thath —h(m1) =h ~h(m2)
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Email Review

Five types of mail agents

» User, access, transfer, submission, delivery

hree parts of an email
» Envelope, headers, body
Envelope ONLY used by MTAs

» Determines where mail is actually sent
» Body contains all attachments

MX records determine hosts that handle mail

» Recelved-From lines show mail route



Mail Agents

» User and Access agents

» User renders emails (Pine, Thunderbird, etc)
» Access reads email from mailbox files (IMAP)

+ Transfer and Submission agents

» Transfer is mail server that routes email
» Submission agent receives email for delivery

» Delivery agent
» Actually sends mail to the user's mailbox
» 'Procmaill' is a common delivery agent



Email Addresses

+ Complexity of mail systems stems from different
addressing schemes

» UUCP addressing: ajax!boulder!mroel!target

» Used to have to know the hops between you and
destination

» Modern addressing — lots of variation here

» Chris Schenk <schenkc@colorado.edu>
» “Joe Blow” <jp@blowme.net>

» Hans.and.Franz@pumpUup.net

* username@machine.com

» Mixed Addressing - ucsub!schenkc@colorado.edu
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Allases

Provide for the re-routing of emaiil
» From one to one or many different destinations

he addresses in To, Cc and From fields may
be modified

Aliases are recursive

» With limitations to avoid mail loops (usually large
though)

Two general locations for aliases

» [etc/aliases
» [etc/mail/aliases



Classic Sendmail Alias Files
» [etc/aliases is a flat file database

» Converted to a hash database for efficient lookups

» The 'newaliases' (historical) command creates the
hash files

» Other types of files use hashes as well

» Basic format: key: val ue[, val ue2[,value3[,...etc]]]

» Comments (lines starting with #) and blank lines are
ignored

» Simple alias is a redirect to another user: root:
schenkc

» Redirect to another host: root: schenkc@ol or ado. edu
» Alias a list of users: csci 4113: chris, phi |, bob, | ane
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Aliases File (cont)

Advanced format
Include files: graders: :include:/etc/postfix/graders

Append to a file: webmaster: “/devinul 1~

» The quotes preserve the slashes and path is always
absolute

May also invoke a command:

@ schenkc: “|/usr/bin/auto-responder”

» This pipes the mail to stdin of the listed command
Mailing lists use piping to manage list email

@ csci4113: “|/usr/local/ mjordono/bin/wapper -L -I
csci 4113
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Postfix Alias Files

Have a different syntax than traditional files
> key val ue[, val ue2] (notice the space)
Keys and values are many times fully qualified

@ schenkc@elijah.cs.col orado. edu schenkc@ol orado. edu

Aliases are looked up In files by order of
appearance

al 1 as_maps: hash:/etc/aliases, hash:/etc/extra_ali ases

When mixing alias files, Postfix files take
precedence

* Sometimes, in terms of matching lookups — it's odd
behavior



L

L

[ %]

L

forward Files

Users can forward mail to another location
» forward behaves similarly to alias files
File exists in user's home directory

» Permissions must be only readable and writable by
owner!

Can cause mail loops if not carefully managed

» Internal alias loops are handled by servers, not
fowarding loops

Syntax: \ schenkc, | /usr/bin/vacation -f vacation. nsg”

» The preceding \ says force delivery of mail without
forwarding



Postfix

» A much easier alternative to sendmaiil
> http://www.postfix.org
» Or so | tell myself, I've only used Postfix

> One main config file /etc/postfix/main.cft

+ Important config lines:

» mydestination — for whom | handle mail

» alias__maps, alias database — alias files

» smtpd_client_restrictions — who can send mall

» smtpd_recipient_restrictions — 'rcpt to' restrictions


http://www.postfix.org/

Dovecot IMAP server

> One of a couple of servers to use

» Cyrus and Courier IMAP servers are alternatives
» Allows access to mailboxes

» Either securely or insecurely, imap vs imaps (SSL!)
> This is only for reading email

» Sending requires configuration on the MTA

» Want to allow authenticated users from anywhere
(SMTP AUTH) or users on 'mynetworks'



Security!

.Pon't worp , a'am

> 0000N...

He looks...
mildly crazy.

I'm from the Internet




The Big Bad Internets

» We have machines and services externally
accessible

» What do we have to worry about?

» Depends on the specific situation
» What do we want to protect against?

» Loss of sensitive information, CC numbers, financial
records

» Who has access to a machine
» Downtime of any service offered
» \What else”?



Computer and Network Security

» What do we need to think about regarding a
machine?

> What sorts of possible vulnerable points are
there?

» Any open port anywhere (SSH, web, etc)
» Users on the machine

> Why?
» Physical access to the machine

» Pulling the plug

> Access to the bios

» rebooting to privileged modes



The CSEL Setup

» The CSEL has a hard outside and a soft-n-
chewy inside

» Two (possibly three?) servers are externally visible
» csel.cs and duos.cs (Il think lesc.cs may be)

» All 30-some-odd workstations are on an internal
network

» 10.138.202.x, routed through duos.cs

> No workstation machines are visible to the outside
world at all

» Must first SSH to csel.cs before you can get to them

» Duos.cs is locked down from most access

» Require SSH keys only to remotely connect from
specific hosts



Soft'n'Chewy Insides

» What's the problem with the model of a hard
candy shell surrounding squishy insides?

» Any single crack in the shell can lead to gobbled
Insides

» What does a soft'n'chewy inside imply?
> No infrastructure to detect intrusion

» Once a user is inside, that user has free reign within
their respective permissions

» This focuses on keeping the bad guys out at the
border

» Who is the bad guy??



The CSEL Hack

» How did we find out that our machines were
hacked?

» Only after half a day of wondering we found out

» csel.cs was completely locked up around 10:45am
» Rebooted back into a normal state

* |lesc.cs was still running, initial check looked ok
» Turns out it was easily broken into
» Root login was used from romania

» How can we detect potential problems on the
fly?

» And prevent this sort of post-incident discovery?



Logs are your Best Friend
+ Without logging, how could you track anything?

» Windows has it, anyone know where?
» Understanding your logging is your first step

* N JIng contains most everything needed for forensics

» NEVER ditch your logs when trying to track down a
problem!

» Where is the first place you look for bad things
that may happen on your system?

» auth and authpriv logging facilities
» Check syslog.conf to see where these are logged
» /var/log/auth.log for Ubuntu
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Logwatch — A Log Summary

Simply a system log analyzer and reporter

Available on most every linux machine |'ve seen
» Installed by default on Fedora

» Not installed by default on Ubuntu, Debian, gentoo
Default install works right out of the box usually

» Emaills root once a day (around 4am) with a log
summary

Shows information from many different
locations

» httpd, PAM utilities, disk usage, SSHD errors



Proactive Log Scanning

+ Logwatch can be configured to scan more
frequently

» But constant emails that large can be annoying
» Tends to make people ignore the constant emails

+ How can we proactively scan our log files?

» What are we looking for?

» Successful logins
> Multiple attemps with incorrect logins

» Which log files are important?



