Unix System Administration

Chris Schenk
Lecture 02 — Tuesday Jan 23

CSCI 4113, Spring 2007



Logistics

+ Sending me email

» Put'csci4113', exact case in the subject line

> Not a big deal, but makes my life easier
+ CSEL account setup

» A few stragglers, make sure you get squared away

» Check the CSE
» http://csel.cs.co

» Leave your mac

_ website for instructions
orado.edu

nines '‘powered on’

» For the full duration of the semester


http://csel.cs.colorado.edu/

Unix Install Fest

+ Wednesday February 7, 10:00am-5:00pm
» In the CSEL
« Sponsored by the ACM student chapter

> First meeting Wed Jan 31° in CSEL (free pizza!)
» Contact Alan Versteeg - versteeg@colorado.edu

» Bring your own burned CD of the install

» | have no idea if they have copies of Linux

» If you don't know what you want, | recommend
Ubuntu 6.10 desktop (desktop version of what we're
using for class)


mailto:versteeg@colorado.edu
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File Conventions

/etc — config files

» /etc/init.d — startup scripts for everything
[tmp — temp files
/var — variable files

» Logs, packages, email inboxes, process lds
/usr — Things for the users

/sbin, /usr/sbin — Super-user binaries
/bin, /usr/bin — Regular user binaries
/boot — kernel and boot loader



[ 7]

(W

Startup Scripts

/etc/init.d
Controls the startup and shutdown of services

» Controlled by runlevels
» Default runlevel configured in /etc/inittab

Runlevel scripts symlinked to actual scripts
o VSN c /e 0 el / e/ ra@k. d

Scripts take different commands
» Mainly 'start' and 'stop’, but others as well (restart)
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Editing Important Files

Let's get used to 'vi'

RN W SEETC) G S T DRV | 618

Safely edits the key files on the computer
» [etc/passwd, /etc/group, /etc/sudoers
Protects against two things

» Bad syntax — if it's not readable, bad things happen!
» Race conditions — atomic swap of the files

Doesn't actually invoke 'vi'
» |nvokes /usr/bin/editor or what's in SPAGER



Shells and Environments

» Look at available shells — /etc/shells

+ Simply programs executed by the OS
» Starts with mingetty, spawned by init
» Executes /bin/login

» /bin/login checks password and executes shell
listed In /etc/passwd

» Executed as a login shell

» Privileges changed to your user
» Variables are created

» printenv and Secho $VARNAME fo see them
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Shells and Environments (cont)

SPAGER IS like SEDITOR

» man Invokes SPAGER
» update—-alternatives changes both

Forgot to type sudo before your command?

O

SN CIRNC) G

Want to execute the last 'vim' command?
SN | S

Screen makes your life easier

* % screen

» <ctrl>-a, d and screen -r
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Filesystems

Devices
» all behave like files, permissions like any other file
Partitions and Types

» physical separation of hard drive space
» fdisk - ext2, ext3, vfat, swap, reiserfs

Mounts

» Access to partitions on the system
» [etc/fstab

Features
» File types, modes, ownership



Features

» \What most users see

» | own my files (check with stat or 1s -1)

» Type: - (file), b (block dev), ¢ (char dev), d (dir), p
(pipe), | (symlink), s (socket)

» Read/Write/eXecute (rwx), user, group other
» Size, Timestamps
> Name!

» What users don't usually see

» Reference count, INODE number
» Access and Change time



Devices

+ /dev directory describes all available devices
» /dev/cdrom, /dev/sda*
+ Different device types

» block 'b', character stream 'c', pipe 'p'
» TTYs, sound card, hard drives, cd drives

» Filesystems use block devices
» /dev/hda, /dev/sda, /dev/scd0



Hard Drive Devices

» Labeling differs for IDE and SCSI devices

> IDE uses /dev/hd”*
» Primary IDE channel 1 - /dev/hda

» Primary IDE channel 2 - /dev/hdc

» SCSI uses /dev/sd*

» Based on SCSI channel ID
» SCSI channel 1 - /dev/sda
» SCSI channel 2 - /dev/sdb



Partitions

» A device is divided into physical extents

» Physical extents are raw
» Filesystems built on top of partitions!

 Numbers are placed after device IDs

» First partition on IDE device /dev/hda is /dev/hda

» Second partition on SCSI device /dev/sdb is
/dev/sda2



fdisk — Partition Table Manipulator

» usage: fdi sk <devi ce>
» fdi sk /dev/sda
> 'm' — print help
» 'n' — print partition table
» 'n' — add new partition
» ' — change partition's system ID
» 'w' — write changes to disk
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Partition Table

Same sector as the Master Boot Record (MBR)
64-byte data structure, each entry 16 bytes long
Maximum of 4 partitions!

10 fields in each entry in the table

» Bootable flag
» starting/ending head/sector/cylinder
» System ID



System ID

» Describes the filesystem on each partition

» independent to the OS, standard format

» one bytes long, 256 total entries available

» 0x06 (FAT16), 0xO07 (NTFS), 0x05 (Extended), 0x82
(linux)

+ Read by the OS at boot time
» need to know which modules to load



Filesystems

+ Partitions must be formatted to a specific
filesystem

» nkf s utility
» different versions, mkfs.ext3, mkfs.reiser, etc

» Each filesystem requires a module in the kernel

» | snod (list modules) utility
» 'used by' number of devices



Mounts

» Filesystem starts at / (root)

» not to be confused with root user
» tree structure starting a /, branching with directories

+ A partition may be mounted to any point on the
tree

» partitions always mounted to directories:

» /dev/sdal -/
» /dev/sda2 - /usr
» /dev/sdab - /var



Mounts (cont)

» How do you see your current mounts?
> nobunt command
» df command (with -h parameter)

> mount shows options on the filesystem

» [nolexec, [no]atime, defaults, nosuid, ro/rw

» Partitions mounted at boot time read from a
config file

» /etc/fstab
» Manually mounted partitions looked up in fstab

» manual override of options



[etc/fstab

» Six fields for each line

» device or label, mount point, filesystem type,
options, dump enable, fsck priority

» Some devices are marked 'none’

» filesystems used by the kernel for special tasks
» process information, device addresses

+ CDRoms list 'auto’ for filesystem type

» three types of cdrom filesystems: |IS9660, Joilet,
HFS

» Data is the same, but the filesystem metadata is
different



More on mount

» Manual mounting
« mount [-o0 <options>] <device> <npunt point>

» For entries in /etc/fstab only the device or
mount point is needed

» nount /wW ndows

+ Shows more information than simple devices?

> NFS mounts



Mount Options

» def aul t s contains a number of options
* rw, suid, dev, exec, auto, nouser, async

> rw r o — Mount read/write, readonly

- [ no] exec — Allow/disallow execution of
binaries

- [ no] sui d — Allow/disallow setuid/setgid bits to
work

> [ no] user — Allow/disallow a user to mount the
filesystem



umount

» Used to unmount a filesystem

» Almost identical in usage
» umount <device | nount polnt>

* Problems may arise
» unmount: /hone: device IS busy

» no file handles can be open if the device is to be
unmounted

» sitting in a directory on a device means files are
open!
» Your shell has handles open



Isof — List Open Files

» Great utility for debugging many types of
problems

» Everything under linux is a file

» S0 we can see almost anything with Isof!
» Usage

» Open files: | sof <file>

» Open ports: | sof -1 tcp:<port>

» Processes: | sof -p <pid>



Processes

+ Different ways to see processes
> ps, top, jobs (shell based)

» pS auwxx | grep schenkc

» Easy way to see all processes you own

» can also grep by anything in the output to see what
you want

> t op is useful for seeing the load on a system

» Use to find who's taking up all the CPU or RAM on
the system



Daemons

» 'daemon’' is common name for a background
process

» Usually in its own 'session ID’

» Can run unattached to any controlling terminal in a
different process group

» Examples of daemons
» httpd, sshd, syslogd



