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ABSTRACT

Pervasive computing offers the vison of seamless
interaction by users with pervasive smart spaces filled with
many wireless and wired devices, including monitors,
speakers, printers, kiosks, soda machines, appliances, toys,
sensors, and networked software services. To achieve
seamless interaction, we must first address what we term as
the active device resolution problem: when a user enters a
smart room filled with N devices, which of the N devicesis
the “active device” that the user intends to interact with
immediately?  This paper focuses on the particular
interaction mode introduced by remote control PDA’s and
cell phones. Manual selection of the intended device, either
by pointing-and-clicking, gesturing or selecting a device
from a software menu, is either imprecise or decidedly
intrusive. Automated selection of the active device, using
context clues and user history, is a step towards the vision
of more seamless interaction. In this paper, we study the
historical behavior of a small sample of users and apply
various prediction algorithms to user history to
automatically select the next active device that a user
intends to interact with. We show that the accuracy of
prediction can vary depending upon the algorithm, e.g. up
to 90% using 3" order Markov prediction, and upon the
length of training.
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1 INTRODUCTION

Ubiquitous computing offers the vision of a physica
environment that is fundamentally more responsive to
people. Users will be able to benefit from the “smartness’
of rooms and public spaces to seamlesdy interact with a
wide variety of internetworked wireless and wired devices,
e.g. printers, monitors, speakers, wearable computers,
appliances, kiosks, toys, sensors, other wireless persona
digital assistants and other video-enabled mobile phones
[Weiser]. Emerging technologies such as wireless pico-cell
Bluetooth networks, wireless Ethernet, third generation
high speed celular systems, low power high speed

microprocessors, and matchbox-sized gigabyte disks are
dready hastening the arrival of a world in which smart
spaces are truly pervasive.

One of the first tasks faced by a user who enters a smart
room populated with many devices, e.g. asmart living room
filled with multiple components of a home entertainment
system, is to determine which of these devices is the active
device that the user wants to interact with first. We call this
the active device resolution problem, as shown in Figure 1.
This paper focuses on the variant of active device resolution
in which the user knows the active device but the smart
room does not and therefore must determine the active
device. Typical modes of interaction for a user to manually
indicate the active device include pointing and clicking a
device-specific remote control, speaking the name of the
intended device to a voice recognition system, walking up
to the device and pushing the appropriate buttons, or even
gesturing towards the active device. This paper concerns
itself with the common mode of interaction introduced by
remote control wireless PDA’s and cellular phones, which
are already nearly ubiquitous and which we anticipate will
soon acquire more general-purpose functions capable of
interacting with and remotely controlling other devices in
the environment [Bluetooth].

Conventional approaches for manually specifying the active
device in a multi-device environment using a handheld
wireless PDA or other remote control-like device are
cumbersome and far from seamless. The brute force
approach of one remote control per device is certainly
cumbersome, and often leaves the living room’'s coffee
table strewn with many remotes. So-called “universal”
remote controls ideally coalesce multiple remote controls
into a single device, but in practice are often impossibly
challenging to the typical user to program. X.10 remote
controls are a step towards general-purpose wireless PDA’s
capable of controlling any device, from home entertainment
components to light switches to home security systems
[X10]. Again, X.10 remote controls suffer in terms of their
difficulty to program and inflexible user interface.

While the convenience of coaescing multiple controlling
devices into a single handheld wireless PDA or cellphone
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with a flexible Ul is compelling, a single controlling device
introduces new challenges in terms of active device
resolution. In ubiquitous computing scenarios, this single
controlling device is often relied upon to speak one or more
service discovery protocols, , eg. Sun's Jini [Jini],
Microsoft’'s Universal Plug-and-Play [UPNP], Bluetooth’s
service discovery [Bluetooth], the Service Location
Protocol (SLP) [Guttman], and Salutation [Pascoe]. The
controlling device discovers the list of devices and services
in a smart room, and presents this list or menu to the user
for manual selection of the active device. Menu-based
manual selection is certainly intrusive, slow and far from
seamless. Moreover, if the devices or services are not
clearly named, or if there is ambiguity when two similar
devices are in the same room, e.g. two lights, printers, or
displays, then menu-based selection becomes even more
cumbersome.

Directional pointing and clicking of a single controller
towards the active device may unintentionally contact
severa other devices, particularly if the devices share the
same manufacturer or same proximity. Orientation support
can help reduce N, the number of devices in a remote
control’s field of vision [Priyantha2001], but does not
eliminate the problem of multiple services and devices
within the range of the remote control. This device
ambiguity problem is exacerbated if the wireless medium is
omnidirectional RF instead of directional IR, as would be
the case for Bluetooth-based communication, allowing even
more devices to be contacted.  Further, the control
command sent by the user may be generic, with no evident
destination. If the user with a wireless PDA is presented
with a generic Ul with generic Volume, Play, and Power
buttons, then simply pressing the play button does not
identify whether the user wishes to play the DVD or the
recorded clip in the Tivo player, while pressing to increase
the volume fails to discriminate between the television's
volume or the CD player’s volume. Pressing “Power on”
may affect the room’s lighting and climate in addition to the
components of the home entertainment system.

Automated selection of the active device in a multi-device
environment addresses each of these issues and creates a
more seamless interaction with a smart room. By relying on
the history of user commands and interaction patterns, a
smart infrastructure can better determine the active device
that the user intends to communicate with. Generic
commands can be routed to the likeliest destination, while
device ambiguity can be minimized and the illusion of
point-and-click can be maintained. Anticipating the active
device can aso help determine which user interface (Ul) to
automatically select and prefetch before the user
manipulates their PDA. From the user’s perspective, it is
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Figure 1. The active device resolution problem: Given N
devices capable of being controlled, which is the “active’
device that the user intends to interact with? A smart room
may use the user’s historical behavior to infer the active
device.

far more convenient to expect a smart room to
automatically discern the user’s intent and thereby resolve
the active device to be controlled, than to manually select
the active device from a menu.

In the remainder of the paper, we explain the various
prediction agorithms that we considered in Section 2,
describe our experimental setup in Section 3, and discuss
the accuracy statistics obtained by applying the prediction
agorithmsin Section 4.

2 PREDICTION ALGORITHMS

Our approach isto consider the user’s past history of device
accesses in order to determine the active device that a user
next wishes to communicate with. Among the context clues
that we consider relevant are the identity of the user, the
time of a device interaction, the action being initiated (e.g.
Play, Power, Volume), and the past history of device
accesses. For example, for a user who has just entered a
smart room, such parameters as the time of day and location
are available to help narrow the list of devices to one
likeliest candidate device — the predicted active device -
available for instant interaction.

In the following, we outline our Markovian approach,
though we also considered Bayesian and other standard
algorithms to predict the active device based on past user
behavior.
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Markov analysis observes a sequence of events, and
develops a probabilistic model to show the dependency of
certain events following other events. Our hypothesis was
that human behavior is marked by highly correlated
behavior, where one event is often followed by a sequence
of dependent events, e.g. nearly every time after a user turns
on the TV the same user then turns on the DVD. As a
result, we felt that a Markov process would be a useful tool
for modeling each user’s behavior.

For this analysis we made the assumption, which is
necessary for Markov models, that the current state
depends only on a finite history of previous states. We
found that it was not necessary to apply the more complex
Hidden Markov Model since none of the state in our
problem domain is hidden. All user choices are entirely
visible, in contrast to a domain where some user choices
can only be inferred from other evidence, as in the scenario
where the observer is hidden in another room and can only
infer the user’'s selections of TV, stereo or DVD by
listening to the sound through the wall and trying to guess
what device is making those sounds. The Hidden Markov
Model would be required to make predictions if the users
choices are not visible to the observer and could only be
inferred from other evidence.

A Markov process is characterized as follows. The state ¢,
at time k is one of a finite number in the range {1,..,M}.
Under the assumption that the process runs only from time
0 to time n and that the initial and final states are known,
the state sequence is then represented by a finite vector
C=(cq,...,Cy). Let P(ck| Co,Cy ,---,C1) denote the probability
(chance of occurrence) of the state ¢, at time k conditioned
on all states up to time k-1. The process is a first-order
Markov if the probability of being in state ¢, at time Kk,
given al states up to time k-1, depends only on the
previous state, i.e. ¢; at time k-1, i.e. P(c | C,Cy ,...,Cic1) =
P(ck | ck.1). For an nth-order Markov process, P(c | Co,C1
voeiCi1) = P(Ci| G yeesCh)-

Figure 3 illustrates how we applied first-order Markov
modeling to the access patterns of N=4 devices. Each state
in the model corresponds to a device access, e.g. TV, DVD,
stereo, and aarm.  The transition probabilities are
constructed from the sample statistical traces we collected
of user behavior, i.e. for each given state, we calculated the
percentage of accesses found in the trace to the other states.
For example, Prp is the sample statistic equal to the number
of times the DVD was accessed after the TV. Given a
current state, then a Markovian prediction algorithm would
choose as the next state the one that maximizes the state
transition probability from the current state.

While our first order Markov model simply used the
previous device accessed to predict the next active device
to be accessed, we aso studied second and third order
Markov models, e.g. what is the likelihood that the next
access will be the TV given that the past two access were
alarm and DVD? Since these models were constructed on a
per-user basis, then what we term as our first order Markov
is technically a second-order Markov conditioned both on
the user identity and the previous user action.

3 IMPLEMENTATION

In order to collect samples of user behavior and thereby
establish a user history upon which prediction of the next
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Figure 2. Per-user first order Markov with four states,
corresponding to four remotely controlled devices. The
arrows represent state transition probabilities.

active device could be performed, we designed and
implemented a software control system consisting of a
wireless PDA and wired Web infrastructure. The Ul to
control a device such as a VCR is shown in Figure 3 and
was downloaded as a Web interface onto the wireless
handheld PDA. When the user pressed a button such as
Play, this command would be relayed over the wireless link
to an awaiting Web server, capable of trandating the
command into an X10 command for communication with
the VCR. At the same time, the Web server would also log
the user action.

3.1 Interface Design

The layout of the interface is critical in the effectiveness of
the console. The layout is divided into three main regions,
the shortcut bar, the prediction bar and the actual device
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console. Figure 3 shows the consistent feel of al the
buttons in the interface.
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Figure 3. Example VCR interface

The shortcut bar acts as way for users to manually select the
interface in the device console window. The icons in the
bar are currently letters that signify the device that can be
controlled. The system logs all such device selections, to
alow for training of the system. The GET button provides
a mechanism to maintain the illusion of point-and-click,
downloading the Ul of the predicted active device after the
GET hbutton is clicked. During this type of automated
selection, the shortcuts bar provides a fallback option and a
valuable feedback mechanism in case the predicted device
is not the actual device desired by the user. During our
initial collection of data, we did not enable the GET feature.

3.2 System Architecture

Figure 4 illustrates the following components of the system
architecture:  Client — Ipaq 3650 with Wi-F PCMCIA
Card; Web Server — Hosts the consoles and the basic Al
algorithms; X10 trandator module — Trandates commands
received via TCP socket to X10 and transmits them over
the power line; X10 enabled devices — devices capable of
responding to X10 signals.

The client uses the built-in Web browser to access the main
console of the whole system. All basic command functions
that the remote client is directed at the Web server, through
the use of PERL web pages viewed on the client as plain
HTML forms. No processing is done on the client, except
for HTML parsing. The Web server provides the Web

interface and the intelligence for console determination
algorithms. The Web server also acts as an intermediary
for the client in directing and executing remote commands
on the applications. The server uses PERL scriptsto open a
TCP connection with the remote application and issues the
command via TCP sockets. Once the transator module
receives the command via the TCP socket the commands
are trandated into the corresponding X10 command and
transmitted over the power line to the appropriate
device[X10]

v Port: 6007

commands

commands DVD Port: 6005

redirection to correct URL

WEB

CLIENT SERVER

commands

time, user, prevl, prev2, prev3

VCR Port: 6001

commands

LIGHTS Port: 6003

Figure4. The system architecture of the prototype. This
diagram depicts the connections made between the various
modules of the system.

The machine learning aspect of the console is coded as a
black box that can be interchanged easily. The current
algorithms implemented are Naive Bayes and Markov.
These algorithms were the easiest to implement and provide
real-time computation of the next possible console. Both
are written in PERL, with Markov having also a C++
counterpart. These modules can be replaced simply by
changing the function call.

4  EXPERIMENTAL RESULTS

Traces were collected over the course of five weeks in two
homes. We deployed the system of Figure 4 into the homes
of both User A and User B and automatically logged their
device selections. User events recorded the following
information on the log: day of the week, time of day,
device being controlled, and the action (on/off). The logs
also showed the identity of each user.
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In our prediction tests, we chose the first N samples of each
five week trace as a training set, and then measured the
accuracy of the algorithm on the first N samples to the
actual device access record. Our initia findings suggest
that prediction is feasible, and can achieve an accuracy of
up to 85% depending on the length of the training set and
the algorithm used. However, before we begin with the
analysis of any of the algorithms presented in this paper, we
need a baseline for comparison. Figure 5 depicts the
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Figure 6. Predicting the next active device from User A
(Markov and Bayes).

distribution of device accesses for User B. The most
common device chosen in al the training sets was the TV.
Hence, a useful basdine algorithm to compare against
would be a most-common device (MCD) agorithm that
chose the device with the largest percentage of the
distribution. In our study, an MCD algorithm that picked
the TV for every test sample would be right 75 percent of
the time for User B. Hence, any of our other prediction
algorithms considered here should at least perform better
than 75 percent correct for User B.

Figure 6 illustrates the prediction accuracies of both the
Markov and Bayes algorithms applied to User A’s trace.
Both result in roughly the same prediction accuracies for
User A, roughly between 70-80% for User A. However, the
Markov 3" order prediction algorithm, that is looking back
three events in time, performed the best, achieving
prediction accuracies of 85%. The intuition is that, as the
algorithm is given more information, the algorithm is able
to form a better prediction of the next active device. Thisis
not strictly monotonic but more statistical in nature, since
the accuracy can dightly decrease.  Our Markovian
implementation has the added advantage of real-time
operation. For User B’s trace in Figure 7, we see that
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Figure5. Distribution of User B’s device accesses.

Markovian prediction is able to achieve close to 90%
accuracy, besting the baseline MCD agorithm by over 15
%. As aresult, a sophisticated machine learning algorithm
applied to predict the next active device does indeed bring a
benefit in outperforming simpler heuristic approaches.

The shapes of the graphs also revea that, as more training
is performed, the accuracy of both Markovian and Bayesian
techniques increases. Moreover, the techniques appear to
plateau, after which time further training is not helpful.

5 RELATED WORK

Prior work on remote control of applications viaa PDA has
focused on controlling a video conferencing application
[Hodes99a] as well as providing an XML framework for
controlling lights and stereo components [Hodes99b]. In
CMU'’s Pebbles project, a PDA is used to control a single
PC's screen and various PC applications, including
PowerPoint as well as a Web browser [Myersos,
Myers2000]. Cellular phones have been used as remote
controls to purchase sodas from vending machines in
Nordic countries using the Jalda payment standard
developed [Jalda]. The challenges introduced by more
general ubiquitous computing environments populated with
N devices are only beginning to be addressed [Hodes99b,
Han2000]. Stanford’'s  multibrowsing  project
[Johnson2001] investigates user interaction with multiple
output displays. Similarly, multi-device user interfaces
have been proposed in which a user can “pick” an object
from a PDA and “drop” it on a PC screen or digital
whiteboard using middleware [Rekimoto98]. Other work
has focused on partitioning of a dual-device user interface
between a wireless PDA remote control and a single other
device, namely an interactive TV [Robertson96]. Early
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work on intelligent environments includes a study of
predicting a user's movement within a smart home using
neural networks [Mozer98]. This study focused on
triggering lighting based on the user's location and past
pattern of behavior in turning on and off lights. Our study
extends this work to focus on predicting more general kinds
of user activity. Georgia Tech has built an “Aware Home”
to assist those who may be impaired with Alzheimer's
[Fox2001]. Microsoft’s EasyLiving project has created an
intelligent living room implements a follow-me application
that tracks user motion using stereo cameras in order to
keep a user interface in front of a user for easy access

[EasyLiving].

6 SUMMARY

In this paper, we addressed the active device resolution
problem encountered in multi-device ubiquitous computing
environments. We collected real world traces of user
behavior and applied several predictive algorithms,
including Markov. Our initia findings suggest that
prediction of the next active is feasible, and can achieve an
accuracy of 70-90% depending on the length of the training
set and the algorithm used.
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