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6 Basic File Management

Storage devices provide persistent storage for a computer. Information can be written to a storage device,
and then the computer can be power cycled without destroying the information on the storage device. They
are fundamental to most information technology tasks.

However, storage devices are not particularly programmer friendly. Data is written to, and read from,
the device in fixed-length blocks of bytes. When, say, a 32-hit integer is to be written to a storage device,
the programmer would have to create a buffer in the executable memory that is the same size as the storage
device block, write the 4 bytes that represent the integer into the buffer, and then write the buffer contents
to the storage device. Programmers need another layer of abstraction on top of storage devices that will
simplify the task of writing/reading data to/from the storage device. This storage abstraction will handle
the details of creating temporary in-memory buffers, filling them up, and then “automatically” writing the
buffer contents to disk when the buffer is full. Similarly, for input operations, this abstraction enables a
program to read a only few bytes from a block storage device. That is, the abstraction software reads a full
block from the device into the executable memory, and then retrieves the few bytes that the program
requiresfor its current operations.

As you know from your previous programming experience, files are such an abstraction. Operating
systems began supporting files before the 1960s — about a half a century ago. Beyond device abstraction,
files were the first really significant abstraction of another abstraction in operating systems — an approach
that is common in modern operating systems. The file manager is the part of the OS that creates the file
abstraction on top of the executable memory and device abstractions.

6.1 Files

A fileis anamed sequence of bytes (see Figure 6-1). Each bytein thefileis uniquely
referenced by itslocation in the sequence. File implementations are optimized for
sequential access. after reading byte i, the file abstraction is designed to minimize the
effort required to read or write bytei+1. Thefile pointer isavariable associated with a
file that references asingle byte position in thefile. File operations are applied to file
at the location specified by the current setting of the file pointer.

fid = Open(“MyFile”, .);
Read(fid, buf, buflen);

G ose(fid); Conceptual Model of aFile
MyFile
lbolbllbz‘ ‘bi‘ ‘
File Pointer
Figure 6-1; Conceptual Modd of a File
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Programs represent data using various data types — including characters, integers, floating point numbers,
and programmer-defined data types such as C structs or C++/Java objects. Thus some of the instances of
data types are use only a single byte (for a character), while an instance of programmer-defined data types
can require an unbounded number of bytes for storage. For example, consider the C code fragment shown
in Figure 6-2. Let's suppose that in the machine that is executing this code fragment, a character is stored
in a byte, an integer uses 4 bytes, and a floating point number requires 8 bytes. If the data structuresin the
code fragment were written to the screen, then the user would see the character stored in c[0], then the
integer stored in j[0], and so on. Let’s suppose that instead, the program writes the stream of data structure
values directly to a storage device that has a block size of 512 bytes. When the program writes c[Q], if we
were to write that byte to the disk storage device, then a 512 byte block would have the character stored in
c[0] written into the first byte of the block, and the remaining 511 bytes would have undefined values
written to them (for example, a byte containing zero).

char c[N;
int i, j[N, fid;
float x[N;
struct foobar (
char f1;
int f2;
float f3;
} s[N;

for(i=0; i<N;, i++) {
fid = open(“file_nane”, O RDWR);
Wite(fid, &c[i], sizeof(char));
Wite(fid, &[i], sizeof(int));
Wite(fid, &[i], sizeof(float));
Wite(fid, &s[i].fl), sizeof(char));
Wite(fid, &(s[i].f2, sizeof(int));
Wite(fid, &(s[i].f3), sizeof(float));

Figure 6-2: Sample Codeto Writea Data Structureto a Storage Device

In the example code fragment, the first time through the loop, the program will write 1 byte for c[ 0],
4 bytesfor j [ 0] , 8 bytes for x[ 0] , and 13 bytes for s[ 0] , or 26 bytes. This will not fill up a block, so
these 26 bytes would have to be placed in a 512-byte buffer that would be filled before the buffer would be
copied into a block on the disk. After the second iteration, the buffer would have 2* 26 = 52 bytes, and so
on until the loop has been executed 19 times the buffer will have 19*26 = 494 bytes filled. On the 20"
iteration, c[19)] fills the 495" byte, j[19] fills byte numbers 496-499, x[19] fills byte numbers 500-507,
919].f1 fills byte 508, §/19].f2 fills bytes 509-512, at which point the buffer is full so it can be written to an
available disk block. After the buffer has been copied, §19].f3 is copied into the first 8 bytes, c[20] is
copied into the 9" byte, and so on. Hopefully it is apparent that it is laborious to keep track of the buffer as
it is being filled, copying the buffer to a disk block, and so on. This example hints at why files are a useful
abstraction. Figure 6-3 illustrates the contents of the first couple of blocks that would be written to the
storage device by this code fragment.
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buffer[0]| c[O0] buf f er [ 0]
buf fer[1] buf fer[1]
buf fer[ 2] . buf fer[ 2]
buffer[3]| 119 buf fer[ 3] [FL19 13
buf f er [ 4] buf f er [ 4]
buf f er[ 5] buf fer[ 5]
buf f er [ 6] buf f er[ 6]
buf fer[7] buffer[7]
buf fer[ 8] 0 buffer[8]| c[20]
buf fer[9] x[0] buf fer[9]
buf f er [ 10] buf f er [ 10] i [20]
buf fer [ 11] buffer[11] | !
buf fer[12] buf fer[12]
buf fer[13] c[ 0] buffer[13]
buf f er[ 14]
buf f er[ 15] :
buffer[16]| 1LV
buffer[17]
buf fer[18]
buf fer [ 507] buf fer [ 507]
buf f er [ 508] buf f er [ 508]
buf f er [ 509] buf f er [ 509]
buf fer[510] S22 pusfer[s10) [SIO1- T2
buf fer[511] buf fer[511]
Contents of 1% Block  Contents of 2" Block

Figure 6-3: Storing the Output Byte Stream into Dev ice Blocks

Thefile manager isthe component of the OS that implements the file abstraction.
It exports asimple system call interface — the same one used for all abstract
devices, shown in Section 4.3.1. It usesthe device abstraction that isimplemented
by the device manager.

All operating systems have a file manager, but an ST file manager is not intended to handle thousands
of files. Thisis because the capacity of the ST SCC storage devices is usualy limited, so the computer’s
secondary storage device capacity — its storage system — is typically quite small compared to file systems
on conventional desktop and server machines. The SCC storage system sometimes a“RAMdisk,” meaning
a block of executable memory that is reserved to save file images — of course the contents of a RAMdisk
are not preserved through machine power cycles, so you should think of a RAMdisk as a temporary file
cache (or place to temporarily store copies of files) that persists as long as the computer remains in
operation. There are also various kinds of small capacity, small form factor persistent storage device such
as a Compact Flash (CF) or Secure Digital (SD) memory cards. There are other removable media that can
keep a copy of afile through power cycling, however their memory capacities are much smaller than hard
disks (usually less than 1% the size of hard disks).
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File managers (large and small) include a mechanism to organize a collection of files on associated
storage device(s). Operating systems use directories as the abstraction for organizing files. A directory is
alogical collection of files. Since a ST file manager is only intended to handle small numbers of files, it
does not necessarily provide a comprehensive and scalable directory mechanism (for example it may not
provide the conventional hierarchical directories that you are used to seeing on your favorite notebook or
desktop compuiter).

Briefly afile manager isresponsible for the following tasks:

e Implementing the file abstraction

0 Reading and writing blocks of data from/to storage devices
o Buffering blocksin executable memory
0 Marshaling and unmarshalling byte streams
0 Implementing device independence
0 Adding/deleting blocks to/from afile
e Providing directories for organizing collections of files
¢ Managing filesin the host distributed system

6.2 File Implementation

In the general view, afileis an abstraction of the abstract storage devices, so we can think of it as a second-
level abstraction built on other OS abstractions rather than on a physical resource. Since the file manager
uses the services of the device manager, logically it needs to be able to use the system call interface that the
device manager exports. As a practical matter, the device manager would normally be designed to export
an internal API that is used by other OS software, such as the file manager, when it wants to read/write
devices.

The original Unix design® created the idea of using the same API for files and devices. Thisidea has
persevered in Unix systems since the early 1970s, and is used in many other systems (such as Windows).
In our hypothetical ST system call interface, we will follow this idea, meaning the file manager exports the
same system calls as the device manager, where the abstract device name can also be afile name.

MFile
[bg[by[b,[ - ‘%‘ ‘E@ File Manager

File Pointer fid = Open(“StorageDev”, .);
Read(fid, buf, buflen);

'C':I'ose(fid); E@
ooromams]

Storage Blocks

on
St or ageDev

I

Figure 6-4: The File Manager’s Job

! See Section 3 of the classic Unix paper [Ritchie and Thompson, 1974].
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The file manager implements the named byte stream abstraction by providing functionsto open, close,
read, write, poll, and seek on the byte stream. It also providesan | oct | () function to perform file-
specific operations. As suggested by Figure 6-4, these functions reference the underlying storage by
relying on the appropriate storage device manager to handle the details of device I/O, thereby enabling the
file manager design to be relatively independent of the nature of the underlying storage device. (For
example, the storage device could be any kind of hard disk, afloppy disk, a CD-ROM, or atape drive.)
The file manager functions have alot of work to do: the collective functions have to define and manage
data structures to describe all of the characteristics of afile, including its name, length, access permissions,
owner, current status, and so on. Then, for example, thefile Read() function can use thisinformation to
determine exactly which storage device, and block number on the device, that it should be reading in order
to return byte values to the calling application program.

6.2.1 File Systems and External File Descriptors

A file system isaunified collection of files on a storage device. When a storage device is formatted, areas
of the device are reserved for particular purposes — generally for on-device descriptions of each fileis
stored in the file system (which we will refer to as external file descriptor s hereafter), and for the files
themselves. The external file descriptor definition will influence (and be influenced by) the design of the
file system. Mainstream operating systems often allow multiple file systems to exist on asingle storage
device (such asahard disk device). Thedisk is partitioned into multiple logical disks, and then each
logical disk can have its own file system. Removable media (such as floppy disks, CD-ROMs, and flash
drives) are generally formatted with their own file system. Each file system can be independently mounted
or dismounted (logically attached so that the OS can manage the file system or disconnected from it). As
suggested by Figure 6-5, there is afixed area on the storage device where external file descriptors are
stored. Whenever afileisadded to the file system, an external file descriptor is created to describe the
properties of the new file, for example, its name, owner, length, and so on. The external file descriptor also
specifies the blocks on the storage device that are used to save the byte stream on the storage device. (In
the simplified picture, it appears as though files are stored in contiguous blocks, although that is not
normally the case as you will seein Section 0.)

File,
External | [File,
_ File .
Descriptors Flec
Unused
Descriptors
File,
File,
File
Storage
Space
Filey.,
Unallocated
Space

Figure 6-5; File System on a Storage Device
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To give you the flavor of an externa file descriptor, Figure 6-6 shows the fields in the, now ancient,
Version 6 Unix externa file descriptor — called an inode (this version of Unix was the first publicly
available description of the Unix code?). Thei _uid andi _gi d fields identify the owner user ID and
owner group 1D, respectively. Thei_sizeO and i_sizel fields specify thefilelength. Thei _ati me[ 2] is
the time that the file was last accessed (in Unix standard time format, which is two integers representing the
time since January 1, 1970 — the first integer is the number of seconds since “the beginning of time,” and
the second integer is the number of microseconds since the last second changed. Similarly, i _nti me[ 2]
is the time that the file was last modified. Notice that these fields all describe the static properties of the
file when it is stored on the device. Today, the Linux Version 2.6.23 external file descriptor has more than
35 fields, many of which are themselves structs. The exact number of fields in the descriptor depends on
several compile time variables, but the fields in the old Version 6 Unix generally still exist, albeit in
different formats.®

/*
* I node structure as it appears on
* the disk...
*/
struct i node
{
char i _uid;
char i_gid;
char i _sizeO;
char *i_sizel;
i nt i _addr[8];
i nt i _atime[2];
i nt i_mime[2];
3

Figure 6-6: Example Fieldsin the Linux External File Descriptor

Observe that each the type of afile system isreflected by the details of how external file descriptors are
defined, how they are saved on the storage device, how blocks are associated with afile, and amyriad of
other details. In general, we would not expect any particular OS to be able to read and write files, say on
removable storage like a floppy diskette, that had been created by adifferent OS. We will return to discuss
this aspect of file manager design in Section 6.4. For now, let's assume that the file manager defines afile
system layout and an external file descriptor that can be used with the given file system.

2 Thisisfrom John Lion’s description of Version 6 Unix [Lions, 1977].
% Seethefilenamedi ncl ude/ | i nux/ fs. hinthe Linux source code, e.g., at http:/Ixr.linux.no/.
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6.2.2 Internal File Descriptors

A file session refers to the collective interactions between an AUC and afile; the session begins when the
AUCH makes an Open() system call and terminates with the Cl ose() system call. On initiation, the
file manager will need the information that is in the external file descriptor along with additional
information that describes the file session activity. For example, an open file has states that are different
from closed files, each session that references a file has a file pointer that references the “current” byte in
the byte stream, the OS should know the user who is responsible for the AUC that is accessing the file, and
so on. Therefore, when afileis opened the file manager creates an internal file descriptor to keep track of
the file session. The file manager first reads the externa file descriptor from the file systems and then it
makes a copy of the information from the external file descriptor in the internal file descriptor (see Figure
6-7). It adso adds session-specific dynamic information to other fields in the interna file descriptor, for
exampl e the file pointer, the user that is currently accessing the file, the mode of access (such as read-only,
write-only, or read and write), and so on.

e Internal File Descriptor

(3)App reference
to the data

structure @ Copy the

externd file
descriptor

External File
File Descriptor

Session Info

full

External File D@cribtor

Figure 6-7: Building the Internal File Descriptor

During the time that the file is open, the static characteristics of the file could change, for example its
length would change if it data were to be added to the file with aW i t e() function. Since device reads
and writes are so expensive (compared to executable memory operations), the external file descriptor is not
updated during the file session. Instead, the copy of the external file descriptor information that is stored in
the internal file descriptor is updated, but the original version of the external file descriptor (residing on the
storage device) will become outdated during the file session. When the file manager closes the file (ends
the file session), the external file descriptor on the storage device is updated from the copy in the internal
file descriptor (then the internal file descriptor is destroyed).
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When the file is opened, the internal file descriptor is built using the information in the externa file
description along with information that is specific to the particular file 1/O session. For example, in a Unix
style system, the open() system call sets up entries in three different OS tables (see Figure 6-8). Unix
keeps a File Descriptor Table for each AUC (a process in Unix). The open() cal alocates an entry in
this table, returning the index of the entry as a result of the call. Recall that in Unix each process is
initialized with the first three such indices for the File Descriptor Table set to reference the standard input
pseudo file (stream STDI N = 0), the standard output (STDOUT = 1), and the standard error stream
(STDERR = 2). When the k" file is opened, the file manager also creates an entry in the File Structure
Table in which it will store dynamic information about the file session; the File Descriptor Table entry
references this new File Structure Table entry. The open() call fetches a copy of the external file descriptor
from the storage device, alocates a new entry in the inode Table, and then copies the externa file
descriptor into the new entry. The File Structure Table entry is then modified to reference this copy of the
inode. Once the file has been opened, the other file functions use the internal file descriptor to adjust the
file pointer, to find information in thefile, to allocate/deallocate blocks to/from the file, and so on.

Copies of External

FilelD File Descriptors
0| File File inode
; Descriptor Structure Table
Table Table

struct inode{

)

struct file{

b

—
Internal File Descriptor

Figure 6-8: Unix StyleInternal File Descriptors

6.2.3 The Read() and Wite() Operations

File Read() and Wit e() enable an application program to read or write a collection of k bytes from/to
the designated file at its current file position. The first argument of these two system callsisthefile handle
(for Unix, thisisjust the index into the calling process' File Descriptor Table; in Windows it is an abstract
address that refersto Windows' equivalent of the File Descriptor Table). Both Read() and Wi te() use
the file handle to find the internal file descriptor that provides the details of the file contents. For example,
these access functions use the file pointer that is stored in the internal file descriptor to determine which
byte(s) to read or write, and the externa file descriptor copy in the internal file descriptor to determine
which disk address it should use to read or write the next device block that contains the target byte(s).
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Marshalling and Unmarshalling

Let's first focus on the way Read() behaves: First, recal that the file is logically organized as a byte
stream, bg, b1, by,... where bytes by to by_1 are stored in logical block B, bytes by to boy_q are stored in
block B1, and so on. After the file has been opened, the file pointer is set to zero, meaning that the next
(first) read operation will begin reading the byte stream at byte,. Thus there are two stages to a read
operation:

1. Thefile manager must determine which device block contains the targeted bytes, and then make a
copy of the block in the memory (that is, it must read the target block from the storage device)

2. Thefile manager must extract the targeted bytes from the in-memory copy of the device block and
pass this information back to the calling AUC (thisis called unmar shalling the data).

For example, if the first read call is Read( devl D, dat aBuff, 5), thefile manager must first read a
copy of By into the memory (Step 1), and then copy bytes b to by into the dat aBuf f  array (Step 2).

The application programmer need never know which block is being read, or even the number of bytes
in a block. When the application program attempts to read byte by, the file will determine that the next
targeted byte isin block B;. Therefore it uses the information in the external file descriptor to determine
the block address of the B3, and then issues aread command to the storage device for that block (see Figure
6-9).

File
Session

External File Block-oriented
Descriptor Storage Device

|
1

Marshaling Bytes

’bOIbll"A'I?Jb“]J”'lb”'l‘ Logical Block B,
Byte Stream File

Figure 6-9: Marshalling Blocks and Bytes

Thewr i t e() operation works in the opposite order. That is, the application fills a buffer in the file
manager in anticipation of writing the block to the storage device after it isfull. The action of converting a
byte stream into a block sequence is known as mar shalling the byte stream. When the file is opened for
writing, the first block of the fileis copied into memory so that the string will be overwritten on the existing
data. When the write operations cause the file position to move from the first block into the second, the first
block can be written back to the storage device and the second block is copied into memory to be altered by
output operations.
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File seek operations potentially cause a series of storage device block read operations. If the
application calls for a seek to file position i, then the file manager must determine which logical block, j,
contains position i. Assume all blocks contain the same number, k, of bytes (except the last block in the
file). The simplest implementation is to determine j by computing Li/kJ. The file manager then can read the
j™ block in preparation for subsequent 1/0 commands. Notice that “reading the j™ block” only requires one
device read operation if the block manager uses index tables, but can still require several reads if the block
management strategy uses a linked list; we will consider thisin some detail in the next section.

Buffering

Notice that in reading bytes from afile (Figure 6-9) the file manager could choose to load two blocks at a
time, three blocks, or even the entire file into the executable memory. A similar decision to write more
than one block at a time could be made during Wi t e() operations. Reading or writing multiple blocks,
known as file buffering, can be useful in situations in which it is possible to overlap the device 1/0 with the
processor operation. The benefit arises in that read operations can perform block input before the
application software on the processor issue a Read() call. If the file manager is successful at doing this,
then the application program never has to wait for a device input operation, since it was done earlier in
anticipation of the Read() call.

A similar situation can occur on output. However, instead of reading ahead to load blocks of data into
the memory before the actual Read() calls for the data, the file manager writes behind the actual Write()
cals. That is, if the file manager fills up a logical block in the memory (as the result of Write() calls),
rather than blocking the application to wait for the write to complete, the file manager returns control to the
application program immediately, and then overlaps the block write operation with subsequent application
activity.

File buffering is not an intellectually difficult concept, but it is one of the most effective techniques for
overlapping processor and device operation. This means that the file manager is likely to make heavy use
of the storage device's nonblocking Read() and Wite() functions. Notice that application level
polling will play an important role in effective buffering in an ST systems, since the devices do not issue
interrupts when they complete an operation.

6.3 Block Management

Block-oriented devices are typically designed to enable software to access the blocks in any order they
wish. This is contrasted with sequentially-accessed devices such as various forms of tape devices (and
even CD-ROMS). In sequentially-accessed devices the physical records are conceptually arranged as an
array of records. Record number i can only be accessed after first accessing record number i-1.
Historically, sequentially-accessed devices were a mainstream storage device, but in contemporary
systems, particularly SCCs, there is no sequential constraint on access — such devices are sometimes called
direct or random access devices. Disk drives are the most well-known of this class of devices.

File systems build a file by writing information to multiple blocks on a device. In sequentially-
accessed devices, the logically adjacent blocks are also physically adjacent: for example, logical record 3
might be stored in physical block 107, logical record 4 in physical block 108, and so on. In a device that
supports random access, logical record 3 might be stored in physical block 107, but logical record 4 could
be stored in any arbitrary physical block such as number 882.

Block management is the logical part of the file manager that keeps track of the set of blocks that are
used (from a random block access device) with a file, including the order in which they are used.
Conceptually, the block management map is a table of the form shown in Figure 6-10. That is, the map
indicates the physical block address for each logical record/block used for file storage. Notice that when a
block gets added to a file, then a new row is added to the table; and when a block is removed, a row is
removed from the table. While it would be possible to implement the map as a table as shown in the figure,
operating systems tend to use alternative data structures that are more flexible with respect to the amount of
space that must be reserved for the map. The general approaches are to store the information in the table in
alist or some form of index.

Operating Systems for Small Computers G. Nutt
Creative Commons Attribution-Share Alike 3.0 U.S. License



Basic File Management Page 6-11

Logical Block Number | Physical Device Block
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Figure 6-10: Mapping Logical to Physical Blocks

File managers generally make an assumption that the data in the file's byte stream is packed as tightly
as possible in the storage blocks. For example, if blocks contain 512 bytes, then the first 512 bytes are
assured of being stored in the first block; the second 512 bytes are in the second block, and so on. This
means that the file manager can easily determine a logical block number, j, by taking the integer resulting
from dividing the byte number by the block size, that is,

block number = byte address/block size/

Since there may be a remainder from this division, the file manager will generally use|file length/block
size| blocks on the device to store thefile.

The file descriptor storage details will be designed to implement different data structures for each of the
block allocation strategies.

6.3.1 List-oriented Block Management

Linked lists of blocks use explicit pointers among an arbitrary set of physical blocks making up the file.
Logica block i + 1 need not be physically located near logical block i, since i will contain a header with a
link that addresses the physical block that contains logical block i + 1. The internal file descriptor for afile
will include a pointer to the first device block used in the file and a copy of the file position pointer (see
Figure 6-11). The entry may also contain other data used to manage the open file.

Internal
File
Descriptor
List Head +— —H —F
s Byte O Byte 500 Byte 8500
File Pos: 543 Byte 8764
e Byte 499 Byte 999 (unused)
Length: 8765
Block O Block 1 Block 17

Figure 6-11: File Status Entry for Linked Lists

Each block in the file contains overhead information used by the file manager. In the example, 12
bytes are reserved for this information, thereby allowing the block to be written to a storage device that
supports 512-byte physical blocks. The unused bytesin the Block 17 are said to have been lost to inter nal
fragmentation, meaning that when the file is stored in multiple blocks, the last block will usually have
some unused bytes (unless the fileis amultiple of the effective block length).
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Linked list implementations are especially good in cases where the size of files is not known ahead of
time, and where some files may be large and some small. If a table were used, then each external file
descriptor would need to reserve enough space to hold the logical-physical block map for the largest file,
meaning that small files would waste a lot of space. With alinked list implementation, the space to store
the map exactly fits the number of blocks used in thefile.

On the negative side of things, if application software tends to randomly access the bytes in the stream
(by using the Seek() system call), access will be slow, particularly as the file size grows. Each file Seek()
will be costly in this block allocation scheme, since it requires list traversal. This in turn requires each
block in the list to be read from the device so that the link field can be obtained and the next block can be
referenced. Doubly linked lists can be used to enhance performance during Seek() operations. When a
Seek() isissued, the file manager calculates whether to move forward on the list, move backward on the
list, or go to the front or back of the list to begin searching for the target block. Even with doubly linked
lists, Seek() can beslow.

6.3.2 Index-oriented Block Management

Because the linked-list strategy can cause seek operations to be read-intensive, the block management data
structure can be changed to be more efficient for random access, that is to avoid list traversal. Suppose that
the link field (and other related information) is removed from data blocks, and placed into an index table
(see Figure 6-12). Next, the overall table can be split up and stored in disk blocks: small files will use only
asingle disk block to store the index, but large files can use as many disk blocks as they need to store the
entire index.

Internal
File
Descriptor File
Index Byte 0
g Block
ListH
= Byte 499 S
oth yie
File Pos: 543 Block 0
ECEN B
Length: 8765 yte 999
Block 1
(other) Byte 8500
(unused) Byte 8764
(unused)
Block 17

Figure 6-12: File Status Entry for Indexed Allocation

As is the case with linked lists, there is storage loss due to fragmentation. In addition to the internal
fragmentation in the last block, there is loss in the last (or only) block that stores the File index. In the
usual case, the index table will not completely fill the file index block, thereby introducing storage loss due
to table fragmentation. You initial reaction is probably something like “that can’t be very much space...”
but in cases where the block size islarge, the table fragmentation can be significant (but not more than one
block in theinformal design described here).
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6.3.3 Keeping Track of Unallocated Blocks

When the file system is created by formatting, none of the blocks belong to any file, that is they are
all unallocated. The block manager part of the file manager must find some way to keep track of
these unallocated blocks. If the allocated blocks are managed using a list data structure, it is natural
to consider managing the unallocated blocks as a list data structure, called a free list. Note that an
empty disk has a very large list that will take a long time to traverse should that be necessary.
Remember that to traverse from one block to the next it will be necessary to issue a device block read
to chase each link in the list. For a 500 GB disk, this can take many minutes, if not hours.

Normally, any block (on arandomly accessed device) can be allocated to afile, since thereis no
dependence on sequential blocks. Therefore, the block manager could, say, allocate blocks from the
front of the list and place deallocated blocks at the tail of the list. Initially, blocks with consecutive
addresses will be allocated consecutively. If afile manager requests multiple disks at a time, it will
receive contiguously addressed blocks ... until the list has been cycled once and the block manager
begins to allocate blocks that had previously been allocated then returned to the free list. Contiguous
block allocations will likely not have related block addresses.

Disk /O times are dominated by disk seek time, meaning the time to align the disk’s read-write
head over the target track on the disk surface. If a block manager could easily allocate blocks to the
same file so that adjacent logical blocks were on tracks that were relatively close to one another, then
accessing the file would take far less time than if the blocks were on distant tracks. However, the
block manager will be unable to perform this optimization without traversing the entire free list — a
very expensive operation. (Of course the free list could be kept as a sorted list, but then block
deallocation would be very expensive.)

It is common for block managers to keep a bitmap to represent the availability of disk blocks.
The general idea is that an array of bytes is allocated as part of the block manager’s information.
The block is periodically written to the storage device in order to ensure persistence. Each bit in a
byte represents the state of a corresponding device block. Suppose the least significant bit in the
byte[0] of the bitmap array represents the state of the physical device block with address 0O, the
second least significant bit in byte[0] represents the state of block;, and so on. Whenever the file
system is created, the entire bitmap is set to zero, that is every bit in every byte is zero. Now
whenever a block is allocated to any file, the corresponding bit in the bitmap is set to one. The block
manager can now consult the bitmap to see which blocks close to some target block are available.

6.4 Virtual File System Architectures

It is apparent that different file systems have different external file descriptors, and hence different code to
manipulate the file descriptors, and likely have different block management strategies. However, itis
entirely conceivable that all of the file system could export the same OS system call interface for different
file systems using arefinement of the device management strategy for exporting the same interface to a
spectrum of different devices (see Section 5.3). The virtua file system architecture is used to accomplish
thisfor disparate file systems.

The technique for the virtual file system switch came from work done many years ago on remote file
systems (more on the reasons for thisin the next section).* The core ideais to split the file manager into
two parts (see Figure 6-13): a part that encapsulates the details of a particular file system (the file system
dependent part), and a part that implements the aspects of the file manager that are common to al file
systems (the file system independent part). The file system independent part focuses on implementing the
OS system call interface, and on implementing avirtual (or abstract) file manager that relies on its own
virtual external file descriptor, popularly called vnodes in the Unix world.® Thisvirtual file manager does
not manipulate real devices, but instead manipulates virtual devices with specific file formats that are
implemented by the collective file system dependent parts.

*| first heard about this design in atechnical product announcement for Systems V Unix in about 1983.
See [RIifkin, 1986] for a description of the System V design.

® The vhode work appeared in an early version of Sun Solaris at about the same time as the System V
technique was being developed, see [Kleiman, 1986].
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The design specifies a standard interface between the file system independent part and any file system
specific module. Generally, the file system independent part determines the type of the file system for a
particular device, then calls the associated file system specific part to manage the actual on-device
information such as the external file descriptor and the file contents. That is, the highest level abstraction is
the file system independent file manager; it uses afile system specific adaptor that encapsul ates the details
for aparticular file system format; the file system specific adaptor uses the device driver abstraction to read
and write information from the physical device. Whew, that’salot of abstraction!

There are three primary times when the two parts of the file manager interact:

e Mount time. Thefile system can be mounted at the time the system is booted (the usual case for
permanently attached devices), or when adeviceis dynamically attached to the system (usualy as
some form of removable media). The file system independent part collects file system specific
general parameters (stored in the file system’s super block); these parameters include items such
as the number of bytes per block on the storage device. The file system specific module can either
directly provide superblock parameters, or if they are stored on the device as part of the formatting
operation, the module reads the information from the device’ s equivalent of a superblock. Thefile
system independent module then saves thisinformation in its virtual form.

e Opentime. When afileisopened, the file system independent module builds its virtual internal
file descriptor (analogous to a Unix vnode) by asking the file system specific module to provide
the external file descriptor information. 1n most cases, the module just reads this data from the
device' s external file descriptor.

e Read/writetime. Thefile system independent module exports the normal file system read and
write system calls to the application program. These implementations use the virtual internal file
descriptor to read and write in-memory buffers. When it is necessary to read/write device blocks,
file system specific read/write functions are called to handle the device operation.

Thefile system switch architecture iswidely used in small, medium, and large operating systems. Ina
distributed environment, thisis very important, since there can be many different kinds of file systems on
the entire distributed system.

6.5 Files in a Distributed System

Small, communicating computers are intended to execute in a distributed computing environment. ST
machines are the smallest (at least the least functional) of the SCCs, so they are not likely to have very
much memory in their storage devices. Instead, they rely on caching (making atemporary copy of)
information from larger machines in the distributed system on an as-needed basis. Once the SCC has
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completed its processing of afile, it will generally write the file back to the larger machine for longer term
storage or archiving. Noticethat if the SCC file manager uses the virtual file system switch architecture
described in the previous section, then it can read and write a variety of file system formats that may be
stored on different remote machinesin the distributed system.

Thisimpliesthat the ST SCC will be much more useful if it has some form of file manager that enables
it to cachefiles onto its own storage devices. Once the files have been loaded onto the SCC, the ST file
manager (described in the previous sections) will enable the application to read and write thosefiles. File
caching can be manual or automatic. Manual caching just means that the SCC issues a message to the large
machine that requests it to sent a copy of a particular file in response to the message. Thisisthe technique
used in the HTTP (web browsing) and FTP protocols.

Automatic caching isimplemented by creating software on both the client SCC and the large machine
file server that is designed to enable the SCC application to use files on the large machine as if they were
stored on the SCC' s storage devices. Based on what you have learned about file management earlier in this
chapter, you could infer that the SCC must be able to mount afile system that is physically stored on the
file server machine: thisis known as aremote mount operation. Notice that the virtual file switch
architecture has been designed to incorporate mounting: it can be enhanced so that thereis afile system
dependent part for remote file systems (thisis the reason that the early Unix developers designed the virtual
file switch — it was to handle all three facets (mount, open, and read/write) on files that were stored on afile
server, but which could be accessed from a remote client machine.

The remote mount operation enables the file manager to obtain the information it needs in order to
retrieve the general information it needs about a file system when the file system is located on aremote
machine. After afile system has been remote mounted, the SCC application can use an Open() system
call to begin reading and writing the file that is located on the file server.

There are two genera strategies for opening a remote command: (1) the entire file may be copied from
the file server onto the client SCC, or (2) the file server may send blocks from afile to the client SCC
whenever its file manager intendsto load alocal SCC buffer. The Andrew File System (AFS) usesthefirst
approach,® and the Sun Network File System (NFS) uses the second approach.’

6.6 Directories

Contemporary computers incorporate hierarchical directoriesinto the file manager. In graphic user
interfaces, adirectory istypically represented asa“folder,” while afileisa“document.” Each directory
(folder) can contain multiple files (documents). Further, adirectory can also contain other directories
(informally called sub directories). Pictorialy, the collection of filesin directoriesis often represented as a
tree structure with the root of the tree at the top instead of the bottom (see Figure 6-14). In thisinformal
diagram, directories are strings that begin with an upper case letter, and files are strings that begin with a
lower case letter. The*®(Root)” directory isuniquein that it has no predecessor, whereas all other files and
directoriesin the hierarchy have exactly one predecessor. A File has no descendant, and a directory can
have zero or more descendants which are either files or directories.

In the file hierarchy, every file or directory has a unique pathname from the root to the target file or
directory. In POSIX style systems, the root directory has the name*“/” (in Windows systems, it is named
“V"). In the example, the unique pathname from the root to the “todo” directory is
“/ Horre/ Jabba/ t odo”. Similarly, the pathname to the “CS3753” directory is
“/ Home/ Jabba/ Publ i ¢_ht m / CS3753" often written with atrailing “/” to show that it is adirectory
rather than afile (“/ Home/ Jabba/ Publ i c_ht m / CS3753/ ).

® AFS was developed as part of the Andrew distributed system, and subsequently became open software
that can be used with Unix systems [Howard, et a., 1988].

" NFS was devel oped as part of Sun’s operating system product, and is probably the most widely used
network file system [ Sandberg, et al., 1985].
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Figure 6-14: Filesand Directories

Recall that the mount operation is used to logically attach afile system to a computer. Just asthe
computer has asingle root directory, every file system also has a unique root directory. The POSIX mount
command attaches afile system to aleaf node in the computer’s file system, for example, it we had afile
system we could mount it at “/ Horre/ Jones/ . Then a pathname of the form
“/ Horre/ Jones/ Bl at her/ ..” would lead to afileinthe Bl at her sub directory in the mounted file
system. Now we can appreciate the beauty of the remote mount for remote file systems. If the file system
mounted on “/ HOVE/ Jones " was on aremote machine, then a network file system would mount the
remote file system at the Jones mount point, thereby making all filesin the remote file system have
pathnames on the local machine.

Despite the obvious importance of directories, it isinteresting to note that in modern operating
systems, they are usually not implemented as OS software (they are system software, but not part of the
0S). Inan ST OS, the may be no significant distinction between OS and other system software, so we will
provide a brief description of directory implementations.

A directory istypically implemented using an ordinary file. The contents of thefile are alist of
directory entries, each of which references the inode for the corresponding file or directory. For example,
the Linux Version 2.6.23 directory entry is defined as

struct dirent {
| ong d_ino;
__kernel _off t d off;
unsi gned short d _reclen;
char d _nane[ 256] ;

}s

Where the name of thefileisgiven asastringinthed_name[ ] array andthed_i no field referencesthe
inode (in the inode table) for the designated file or directory. In the case of Unix style systems, essentially
all of theinformation about afileiskept in itsfile descriptors rather than in its parent directory entry.
Microsoft DOS (or “FAT") files are 32-byte entries that more information for each file in the directory than
does the Unix style directory entry.
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6.7 Summary

Files are the main means of managing and storing large amounts of data on a computer system. ST
OS files are usually the simplest form of file, namely the byte stream file. Larger machine operating
systems sometimes include support for files that contain structured records, but that would be overkill in a
ST SCC.

The file manager implements files and directories. Each file is represented by file descriptors —
an external file descriptor for the static structural description of the file (kept on the storage device
with the file), and the internal file descriptor that incorporates the information in the external file
descriptor as well as information that describes a file session (for an open file).

Besides implementing the open operation to prepare a file for use, the file manager implements
information marshalling and unmarshalling in the write and read routines, respectively. Generally,
the file manager incorporates a buffering strategy in order to read blocks from the storage device
before they are needed by the application program, and to write blocks back to the storage device
after they have been filled (again without making the application program wait for the write
operation to complete).

The file manager block management algorithms handle the means managing unused blocks of
storage, and for allocating blocks to files when they are needed or returning unused blocks to the
system-wide free list.

Since the 1990 timeframe, operating systems have made wide use of the virtual file switch
architecture. This divides the file manager into file system dependent and independent parts. The
advantage of doing this is that it makes it possible for a single OS to be able to read and write files
written by a spectrum of other operating systems.

SCCs exist as components of distributed systems. Since they are likely to be limited in the
amount of persistent storage space they can have, they can make good use of remote file systems.
This enables the SCC to access a large number of files that are stored on a file server without having
to keep local copies of each file.

Directory management programs are middleware system software that use the basic byte stream
file as a container for information that is used to organize the system’s files into a hierarchy. The
hierarchy also accommodates remote mount operations to simplify remote file reference and use.

There are many details in a working file manager. The combination of the device manager and file
manager are amajor portion of the code that makes up an OS, particularly an ST OS. You can learn more
about these details by studying the examples in the supplemental materials you are using with this book.
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