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2 Distributed Systems

Distributed systems are the backbone of modern computer configurations, particularly configurationsin
which SCCsexist. Intoday’sworld, computers systematically rely on remote computers to store
information, to perform specialized calculations, or to otherwise work together to implement an
information technology solution. Tanenbaum describes these distributed system as

“Adistributed systemis a collection of independent computer s that appear to the users of
the system as a single computer.”*

A distributed system istypically a collection of autonomous devices (computers) that are
interconnected by some means for exchanging information. Systems people often think of a distributed
system as being a collection of computing nodes interconnected by anetwork. Informally, you can always
think of anode as being some kind of a computer, each with a communication device that connectsit to a
shared data switching network Thus, collections of computers connected with aLAN or the Internet are
the basis of distributed systems.

Tanenbaum emphasizes that the OS in a distributed system is designed so that when an application
program is executed on the distributed system, it could use various nodes in the network without any
specia programming. That is, one important goal of adistributed system is that a program that runson a
single computer can aso run (without modification) on a distributed system where it may use many
computers during its execution. Programmers say that the distribution of the execution over multiple
computers is transparent, meaning that the way that the program is written is the same whether it executes
on asingle computer or on the distributed system. In reality, contemporary distributed systems do a pretty
good job of making the distribution transparent, but it is usually not perfect: the program may need minor
modifications to execute on a distributed system — the amount of modification required reflects the
closeness of the real system to atruly distributed system.

People are inspired to use distributed systems for a several primary reasons:

e |t might be possible to execute a conventional program in less time on a distributed system than on
an individual computer, since multiple computers could be working on a single problem at the
same time.

o A distributed system makes it possible to incorporate specialized computers to perform specialize
functions — possibly more efficiently or producing a better result. For exampleif an organization
needs frequent access to adiversity of data, a distributed system could incorporate a computer that
is dedicated to implementing a database. We say that such computers provide specialized services
to other general purpose computers.

e |tissometimes beneficial to place a computer “close” to the source of its data. In physical
closeness, this can enable the computer to validate and pre process data that it has collected prior
to storing it for general use. For example, a point-of-sale terminal can manage on optical bar
reader, enabling the terminal to detect and correct read errors without interacting with a computer
that keeps track of total sales. Another interpretation of “close” has to do with logical proximity:
organizations often prefer to store information for which they are responsible in a computer that
they control. For example, atest lab might prefer to keep data related to product testing on atest
lab machine rather than saving it in a centralized database or file system.

e Rdliability can be built into adistributed system by duplicating computersto perform critical
functions. For example, if acomputer manages a corporation’ s transactions, the corporation may
decideit isworth the cost and effort to duplicate each transaction to avoid information loss due to
amachinefalure.

o Distributed system designs can sometimes enable a system to scale its resources (such as
processing capacity) to match its program execution load.

Asaresult of these (and other) reasons, and because of the evolution of technologies (such as networks),
distributed systems are a cost-effective way of configuring computational facilities.

! [Tanenbaum, 1995], page 2.
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2.1 Networks

Since distributed systems are collections of communicating computers, network technology is one of their
essential cornerstones. Section 1.3 introduced networks; in this section we will take a closer look at the
technology to see how network devices are similar and different to/from other 1/0 devices, and to see how
network technology plays such an important rolein distributed systems.

2.1.1 Network Devices

Networks differ from many other devices in the way that the software views a network device. One could
install anetwork device on a computer, but it would be usel ess unless the device was then connected to an
actual data transmission network. Equally obvious, the network would still be worthless if there were no
other computers attached to the data transmission network. A network device depends on the existence of
an external, shared mechanism that can transmit and receive signals to/from designated recipients; we will
refer to this data transmission mechanism as the subcommunication network (see Figure 2-1, which isthe
same as Figure 1-10).

Applicatio Application

| o CPU
Bus Bus
Contrfller Contfoller
Co Cogmm
Devic! Dgvice

Subcommunication
Network

Figure 2-1: Network Communication

Notice that in the case of a network device, the actual device is the subcommunication network; that is,
in the network case the actual deviceisnot really part of the computer’s configuration at all. The
computer’ s component is the device controller that adapts the computer to the subcommunication network,
often referred to as the network interface controller, (or NIC). TheNIC'sjob isto be able to physically
and electronically connect to the subcommunication network, and to be able to write data to (and read data
from) the network. For send (or output) operations, the NIC trand ates data from the computer’ s internal
binary form into the subcommunication network’ sinternal form, and then transmits the data over the
subcommunication network to a specific remote node. On input operations, the NIC receives datathat is
directed to it by the subcommunication network, and then trandates it from the subcommunications
network’s internal form into the computer’sinternal form. NIC I/O commands are similar to commands for
other devices, namely to read and write data from/to the subcommunication network. Part of what makes
thistricky isthat when one computer’s NIC writes data, then the receiving computer’s NIC must be ready
to read the data, since the subcommunication network only transfer information, but does not buffer it until
therecipient is ready to receiveit.

This means that the NIC is normally designed to receive information that is transmitted to a remote
computer even if the software on the receiving computer may be busy doing some other task. The NIC
buffersincoming network data until the host computer’ s software issues a read operation on the NIC; only
then does the NIC return information from its buffers (sent by aremote computer) as aresult of the read.
Obvioudly, every NIC has afixed amount of memory that it can use for abuffer. Thereforeit can only
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store afixed amount of information. It isimportant that the host computer be prepared to receive that
information within a short amount of time — otherwise the NIC buffer memory could overflow and data will
belost. Generalizing this line of thought, you can see that two computers can only communicate if they
agree on a spectrum of issues, ranging from when will data be transmitted from one computer to another,
which computer will transmit and which will receive, what will be the format of the data, and so on.

Standards can be used to establish the nature of the behavior of communicating computers. Thus,
standardization is very important in network communication. The International Standards Organization
(1SO) Open Systems Interconnect (OSI) Architecture (introduced in Chapter 1) is ageneral framework in
which more detailed standards can be specified to facilitate common communication.

Let'sfirst focus on the NIC device: from the software perspective, the device controller isjust like any
other input and output device controller in that the software can write information to the controller and it
can read information from the controller, even though there is really no “device” incorporated into the
controller. The subtlety of the network arises from the amount of knowledge that can be incorporated in
this“device” — Figure 2-2 illustrates the local host’ s device-oriented view of a person using aremote
computer. Theloca computer’s interface to the remote computer isthe NIC, but the NIC's “device” is
actually a subcommunication network that can be used to communicate with any of a number of remote
computers, some of which are attended by ahuman. If thelocal host asked a question of the “NIC device”
the “device” could answer with the full intelligence of the user at the remote computer. Thisisthe sense
that makes NIC devices have an unusual behavior — the amount of intelligence in the logical device
depends on the remote host, not on any local physical device hardware.

Figure2-2: A Local Host’s Per spective of a Remote Host and User

This dependence on the potentially complex behavior of the remote computer is the reason that the SO
OSI model isimportant. Ultimately, the OSI Architecture defines alayered set of behaviors that the local
and remote hosts implicitly agree to use. Each level hasanimplied level of intelligence, for example, if the
remote host computer really behaves like adigital camera, then the local host computer need not be
prepared to discuss anything more abstract than what adigital camera could understand. But if the remote
host computer is prepared to execute aremote procedure for the local host computer, then the nature of the
interaction between the two computers must contain substantially more detailed information.

Figure 2-3 represents the OS| Architecture levels. 1n the OSI model, two computers can communicate
with one another if they are designed to operate using the same protocol at the same OSl layer. For
example, we might say that computers communicate at the data link layer using the Ethernet protocol if the
two computers exchange information using an Ethernet LAN. As other examples, two computers might
communicate at the transport layer using TCP; or they might communicate at the presentation layer using a
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remote procedure call protocol. We will have much more to say about the details of particular layers and
protocols as we learn more about programming distributed systems.

Application Application
Presentation Presentation
Session Software Software Session
Transport Transport
Network |[ ~<Softwarey®  ( Softwareyy™ Network
DataLink |Les NI B | NIC [ DataLink
Physical Physical

Network

Figure 2-3: The SO OSI Modél

Asyou can seein Figure 2-3, there are 7 levels of API defined in the SO OSI model:

Physical. The physical layer isthe lowest layer in the model. This layer defines how bytes are to
be encoded and transmitted to other machines. The RS-232 asynchronous serial communication
protocol (used to connect terminals, modems, and printers to computers) resembles a physical
layer protocol, although it is not normally considered to be an OSI network protocol. The Ethernet
carrier sensing and collision detection techniques are good examples of a physical layer network
protocol. Part of thislayer of protocol isimplemented in the subcommunication network (the part
that dictates how signals are transmitted and received), and part of itisin the NIC.

Data link. This layer is built on top of the physical layer and, in the case of Ethernet network, is
implemented in the NIC. (However, in the case of some older protocolslike SLIP and PPP the
data link layer is a software implementation using an RS-232 physical layer.? The datalink layer
defines a protocol that establishes frames of information that incorporate a header, ablock of data,
and atrailer —aframe isthe datalink name for a packet. A user of the datalink layer can
exchange frames with another host machine on anetwork. The datalink layer NIC
implementation will convert aframeinto a stream of bytes when it sends a frame, and convert a
stream of bytesinto aframe when it receives them.

Network. The network layer creates avery large address space of communication “endpoints’
called an internet address space. This layer encouraged the development of the internet idea
(networks of networks). Information is transmitted across the internet as packets. The network
layer isusually implemented as apart of the OS. That is, a network layer packet is transmitted
from one computer to another using data link layer frames. In order to use the public Internet, the
computer uses the network (or higher) layered protocol for communication.

Transport. The transport layer uses the network to provide various application interfaces to the
services implemented by the network layer, including block, byte stream, and record stream
communication. It isimplemented, in part by the OS, with the remainder of the implementation
being other system software (in alibrary or as other middleware). Computers that use the
transport layer can exchange information as a stream of bytes. The transport layer converts a
stream of bytes into packets when it transmits information using the network layer, and vice versa
when it receives information.

2 [Stevens, 1994], Chapter 2.
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e Session. The session layer extends the transport layer functionality by applying specific
interprocess communication strategies. For example, a network message protocol or aremote
procedure protocol would be implemented at the session layer. The session layer istypically
implemented as application libraries.

e Presentation. The presentation layer defines data abstraction and representation protocols. It is
also implemented as library code. There are not may pure presentation layer protocols, other than
things like the Sun RPC external data representation protocol.>

o Application. The application layer refersto the application software for the distributed
computation. There are no standards for the application layer, sinceit is intended to apply to any
domain. It existsin the model to illustrate where application programs fit into the layered
architecture.

After seeing the role of the various protocols, and in reviewing Figure 2-3, it is apparent that while the
crucia physical layer of the network is in the subcommunication network technology, much of the function
of the network isin software. And since distributed computing depends on the perception of a seamless
distribution of function across multiple computers (using the network), the behavior of distributed systems
is greatly influenced by the character of the OS and other system software. We will focus on distributed
programming and software in Chapter 3, and the remainder of the book is about OS software. Before
moving onto that discussion, we will discuss some other aspects of how a program can be distributed across
execution engines — both within a computer, and across different computers.

2.2 Executing I/O Instructions

Almost every executing program needs to communicate with the external environment of the computer in
order to do any useful work. For example, the program must obtain input data from a human, a sensor
device, a storage device, or acommunication device so that it will know which particular problemisto be
solved. Inthe case of a sort algorithm, the external environment might supply the list of numbersto be
sorted. Similarly, when the program has compl eted its execution on the input data, it will usually provide
some output information to a human user, an actuator device, a storage device, or acommunication device.
The output is the product of executing the program on the input data. Thisbasic ideafor 1/0 isintroduced
in Section 1.2 and is summarized in Figure 2-4 (a combination of the information in Figures 1-7 and 1-8).

Processor
1 !
Primary | [Controller};[Controller}
Memory

il !
Datain the Externa World

Figure 2-4: Input and Output Devices

All von Neumann computers are composed of a processor (or CPU), an executable memory, and
multiple devices. Each of these 4 types of componentsisimplemented as a separate unit of the hardware,

3 Srinivasan, R., “RFC 1832 — XDR: External Data Representation Standard,” |ETF (Internet Engineering
Task Force), Network Working Group, RCS 1832, August, 1995. See
http://www.fags.org/rfcs/rfc1832.html.
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and each can performits function relatively independent of — even at the same time as — the other functions.
The processor executes almost every machine instruction, an important exception being the 1/0
instructions. Each /O instruction is executed by a device. The deviceis started by an I/O command from
the processor; it responds by performing the task specified by the command. For example, a device read
command causes the device to provide data for the use of the processor, and a device write command
causes information provided by the processor to be given to the device. Exactly what the device doesto
produce or consume data depends on the nature of the device: as we have seen, awrite command to aNIC
device causesit to send data to the subcommunication network, while aread command to a disk device
cause it to copy datafrom its persistent storage back to the processor.

In particular, observe that once a device receives an |/O command, it can be busy reading input
information or writing output information without requiring any assistance from, or interaction with, the
processor — possibly for arelatively long time compared to the time it takes the processor to execute an
instruction. That is, while most instructions execute on the processor in atens of processor cycles, input
and output instructions execute on separate devices requiring time that is orders of magnitude more than the
time to execute a processor instruction.

Many decades ago, system designers became acutely aware of the program execution bottleneck
introduced by /O, particularly when devices that have mechanical motion in them, or ones that depend on
human activity to complete the I/O (like typing on a keyboard), are involved. System designers observed
that the program that caused the 1/O operation would not be able to proceed for arelatively long time —
namely the amount of time it would take for the device to complete the 1/O instruction. The OS people
came up with an interesting idea: why not let the program execute code that does not depend on the result
of the I/O command during the time that the I/O command is being executed?

Sequential Program Overlapping Processor
On the Processor and Device Execution
start Read(DEV_3, X); — start Read(DEV_3, Xx);
—> whi | e(DEV_3. busy == 1) whi | e(DEV_3. busy == 1) <7
(wait); execut eCodeFr agnent () ;
/'l The device is done /1 The device is done
y = f(x); y = f(x);

DEV_3 Hardware Executes
The Input Instruction

:{
whi | e(DEV_3. busy == 0)
(wait);
DEV_3. busy = 1;
(a) Sequential Operation // Performan input op (b) Overlapped Operation
return(val ue);
DEV 3.busv =0

Figure 2-5: Sequential 1/O Semantics

Here isthe basic idea: assume that the st art Read() machine instruction shown Figure 2-5, initiates
the input instruction in the device, but then immediately enables the processor to execute another
instruction after it has sent the device command to the device. Then the “normal,” safe way to execute the
program isillustrated in Figure 2-5(a). Aslong as the device is busy on the I/O command, the processor
executes aloop in which it waits for the input operation to complete (by constantly checking the device's
busy and/or doneflags). Figure 2-5(b) suggests the alternative programming strategy that enables the
program to be executing useful instructions on the processor at the same time that the deviceisin
operation: after thest art Read() instruction is executed, the processor doesn’t wait, but instead it
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begins executing other code (execut eCodeFr agnent () inthefigure). In this approach, the
programmer would be responsible for ensuring that the input operation has completed before using the
value of x in the statement following the whi | e-loop. If the program failsto fulfill this responsibility,

then the program is likely to produce an incorrect result (since it might use an old value of x rather than the
new value of x that would be read by the input statement). The upside of the second option is that two parts
of the original sequential program can be executed at the same time, thereby decreasing the amount of time
required to execute the program. The downsideisthat if the programmer is not careful, the program will
produce incorrect (or at least unexpected) results.

2.3 Generalizing the Device Model (Sneaking Up On Distributed Systems)

In Section 1.2 and in Figure 2-4 we discussed how software executing on a processor can direct adeviceto
perform an I/O instruction. Let’s suppose that the device isa NIC, and that the write command has enough
associated information to direct the NIC to send a packet to a particular remote computer. Then, at alow
layer (NIC) control flow perspective, sending a message to a remote computer is not much different from
writing datato alocal device (see Figure 2-6, which isaredrawing of Figure 2-2). That is, the computer
communicates with the NIC (and hence the remote computer) in much the same manner that it would with
any other device: the processor determines when the deviceis ready to perform an 1/0O operation, and then
it starts the device and waits for it to provide data on input, or to accept data on output.

The Computer

Processor

Remote Computer

|

Primary | |Controller
Memory (NIC)

Processor

“oad

Primary
Memory

Subcommunication
Network

A “Device’

Figure 2-6: A Remote Computer asa Device

In Figure 2-7 we consider a pseudo code description of how the two computers can interact using the
normal, safe device I/O paradigm (sequential execution across the local and remote computers) shown in
Figure 2-5(a). Suppose that the local computer wants to transmit information to a remote computer. Let's
assume that the NIC is able to execute anew command, set Addr (), that tellsthe NIC device where it
should send datawhen it receivesast art Wit e() command. The first thing that the local computer
doesistoissueaset Addr () command. Sincethisisjust adevice command, the software waits for the
NIC device to respond that it has completed executing the set Addr () command before proceeding.

* There are various ways to implement this strategy in specific programming environments. Y ou can find
such techniques in textbooks such as Chapter 12 of [Stevens, 1992] or supplementary notes for this online
book.
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When the device is again ready to use, the local computer issuesast art Wi t e() command to the NIC,
and then again waits for the device to finish executing the command. Note that when the NIC has finished
transmitting the information, it becomes idle, but that does not mean that the information has necessarily
been received by the remote computer (only that it has been sent by the local computer NIC).

On theright side of Figure 2-7, the remote computer program that is going to receive the information
from the local computer ultimately performsast art Read() command onits NIC device. The program
then begins waiting for the device to complete the read operation, which could be a substantial amount of
time, if thest art Read() command was issued to the NIC before any other computer transmitted
information to the given remote computer. On the other hand, another computer might send data to the
remote computer’s NIC before the application program issuesthe st ar t Read() command. Inthiscase,
the NIC stores the data until the remote computer’ s software performs an input operation on the NIC. Once
information has been received at the remote computer’s NIC device, the device is able to finish its
outstanding st ar t Read( ) , and the processor detects this by observing that the busy flag gets reset to
zero.

Local Computer Behavior Remote Computer Behavior
_setAddr (NI C, addr SCC); "étartRead(Nl C &)«
7 whi l e(NI C. busy == 1) whi | e(NI C. busy == 1) ™
(wait); (wait);
startWite(NIC, x) /'l The device received

7 whi | e(NI C. busy == 1) /'l a message
(wait);
/1 The device sent
/1 a message
This device command causes the NIC

device to receive data
‘This device command causes the NIC
device to begin sending the data
This device command sets the NIC device to send
subsequent data to the specified network address

Figure 2-7: Computer-Computer Communication

This simplified example illustrates the normal, safe way to use a NIC to transfer information between
machines; it is an exercise to write the pseudo code for overlapping processor activity with network
communication. Thisdiscussion ignores the details of network communication (of which there are many) —
we return to look at more details for programming NICs and networks in Chapter 3.

2.4 Roles for SCCs in Distributed Systems

SCCs are much smaller than typical computersin adistributed system (personal computers, workstations,
server-class machines, mainframes, clusters, and multiprocessors), and also tend to be specialized to
perform a particular task or to handle a small number of tasksin aparticular domain. When considering
the role of an SCC in adistributed system, the SCC can either provide a service to other computersin the
distributed system, that is, it plays the role of a server; or it might play the opposite role of using services
provided by other computersin the system, that isit behavesasaclient. Wewill consider these two roles

separately.

2.4.1 Providing Services to Other Computers

SCCsare generally limited by the amount of resources that can be configured into them. This suggests that
when an SCC provides services to other computersin the distributed system, the SCC is acting as an
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intelligent interface to some other component — perhaps as a sensor for instrumentation, or as an actuator to
control parts of some external machine (like arobot or arocket ship). There can be other applicationsin
which the SCC provides service, but certainly the sensor and actuator controller is a prominent and
representative use. We will focus on this example to describe how SCCs can provide services to other
computers.

Some devices require constant attention to accomplish a given task (commonly referred to as “dumb”
devices), while “smart” devices are able to handle complex tasks without interacting with the software
during task execution. While it may be possible for both devices to ultimately perform the same task, the
smart device is directed to perform the task using a single high-level command. On the other hand, a dumb
device tends not to incorporate algorithms to perform tasks, instead it performs its work under the direction
of adetailed set of low-level commands. A simple example demonstrates this distinction between smart
and dumb devices: suppose that we wanted to draw acircle on an output device (such as agraphic printer
or video screen): some graphic devices can only draw points and lines; to draw acircle, the device must be
instructed to draw a collection of small line segments that are connected to form a polygon. The program
could draw 3 line segments to form a 3-sided polygon (an equilateral triangl€) to represent acircle, 4 line
segments (a square), or 90 line segments to form a polygon with 90 sides. Obviously the 90-line
approximation of the circle looks more realistic than does a triangle, square, pentagon, hexagon, and so on.
Ultimately the number of sides that should be incorporated into approximating a circle depends on the
desired graphic quality of the circle, and on the graphic device's resolution.

A smart(er) graphic device can respond to a single command to draw acircle (with the center at a
specified graphic location, and with agiven radius). The smart device determines the number of sides on
the polygon, and the specification of each of the lines that form the sides of the polygon. The program that
intends to draw a circle on the dumb graphic printer must decide how many sides the polygon should have,
the slope, length, and placement of each line segment, and then it must issue N commands to draw the N
lines. The smart graphic printer incorporates its own algorithm for drawing acircle, that is, the algorithm
determines the number, length and orientation of the line segments in the polygon, whereas the dumb
graphic printer leaves the responsibility for that algorithm to the program that directs the device; thisisthe
rationale for the “smart” and “dumb” designations.

Let’' s generalize thisidea of designing smart devicesinto one of distributing parts of an algorithm
across the processor and devices. If the device is so simple that it can only print a dot on a Cartesian space
(X-Y plane), then the program will need to perform computations to determine which pointsin the display
space need to be darkened in order to form aletter, draw aline, or draw acircle. But if the device is smart
enough to determine which dot pattern to print to form letters, then programs need only tell the device to
print adesignated character (perhapsin a designated font). If the device does not incorporate algorithmsto
enableit to draw alinein the X-Y space, then the program will be required to determine which dots needed
to be printed in black in order to draw an approximation of aline, say from point (53, 12) to (56, 94). And
so on. Inany case, some part of the computer (the program executing on the processor or the device) hasto
determine which dots to blacken for each of the print operations: simple devices |eave that computation to
the application program, while smart devices are able to execute part of the processor’s algorithm on their
own. The OS community thinks of the smart device scenario as being one in which work is distributed
across different hardware units—in this case across the processor and devices. Thisbasicideais
fundamental to the design of distributed systems.

SCCs can be used to add “intelligence” to devicesin adistributed system. Imagine that we wish to
build a (large) computer system that controls the heating and cooling in alarge cruise ship with, say 1,500
rooms. We assume that the ship is large enough that some rooms might have to be cooled at the same time
that others are being heated. Suppose each room contains adigital thermometer that the central computer
can read to determineif it needs to heat or cool the associated room. Clearly the large computer needsto
periodically read the temperature in each room, and decide if it needs to start the corresponding heater or
cooler for the room. Simplistically, we expect that there isaloop in the main computer that implements a
code fragment similar to the following:

/“’; The tenperature maintenance | oop
* thernonmeter[i] is the device in room #i
*/
for(i=0; i<NUMBER OF ROOMVS; i++) {
start Read(thernoneter[i], &currentTenp, .);
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whil e(thermoneter[i]. busy == 1)
/[*(waiting)*/;
/* W have a current tenperature for room#i */
i f(currentTenp >= naxTenp) {
/* Turn on the air conditioning */

} el se
if(currentTenp <= nmi nTenp) {
/* Turn on the heater */

}

The quality of heating and cooling service provided by the computer depends on the frequency with
which the loop is executed. But executing it too often will just waste processor cycles. Notice that the
frequency might change with the seasons, and with the route that the cruise ship takes (the Arctic cruise
versus the Seattle-San Francisco cruise).

The code fragment could be simplified considerably if the simple digital thermometer device were
smarter, that is, so that incorporated some of the algorithm that the computer has to implement to check
threshold values. Suppose a very simple SCC was associated with each digital thermometer, as show in
Figure 2-8. This SCC would be dedicated to executing a portion of the algorithm that was previousy
implemented in the large computer, that is, the large computer is how the main machine in a distributed
system, and there is one SCC associated with each thermometer.

whi | e( TRUE) {

SCC start Read(nyTher nometer, &current Tenp, ..);
while(thernoneter[i].busy == 1)

/[*(waiting)*/;
/* We have a current tenperature for ny room */

if(current Temp >= naxTenp) {
/* Notify the chief to turn on the
Thermometer * air conditioning
*/
} else

if(current Temp <= mi nTenp) {
/* Notify the chief to turn on the heater */

}

Figure 2-8: Distributing Intelligence to the Thermometer SCC

Figure 2-9 shows the relationship among athermometer, its associated SCC, and the large computer
(in the cruise ship example there would be 1500 SCCs connected to the large computer, unless the SCC
managed, say 5, thermometers, thereby reducing the number of SCCsto 300). The configuration uses the
network (in the manner suggested by Figure 2-6) to connect the SCC-thermometer nodes to the large
computer. While the SCC incorporates the a gorithm to directly manage the thermometer, but the
parameters for its behavior are determined by the large computer. The SCC only transmits data to the large
computer when the temperature falls below alow threshold value, or rises above a high threshold value,
and it accepts the following configuration commands from the large computer:

e  Set the high threshold value

e  Setthelow threshold value
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e  Set the mode of the thermometer to report temperatures in either Celsious or Fahrenheit scale

e  Suspend the thermometer activity

e Activate the thermometer
The large computer initializes (the SCC and the) device by setting the high and low threshold values, and
then by activating it to send values to the large computer. The suspend command is used to temporarily
disable the thermometer so it does not send data to the computer, and the mode command directs the SCC
to report the temperature in either Celsious or Fahrenheit degrees.

Large Computer

Processor

| !
Primary ||Controller
Memory (NIC)

Processor

f
Controlling Info \‘\

Data

Figure 2-9: A Device Controlled by an SCC

Let’s consider in alittle more detail how the SCC and the large computer might interact with one
another:

whi | e(TRUE) {
/* Check the Network for info formthe | arge computer */
startRead(NI C, &cnd, .);
whi l e(NI C. busy == 1)
[*(waiting)*/;
switch(cmd) { // Process the command fromthe |arge computer

case H _THRESHOLD TEMP: /1 Set the high threshold tenp
l.a}eak;

case LO THRESHOLD TEMP: /1 Set the Low threshold tenp
b.feak;

case SET_MODE: /1 Set the npbde to C or F
l.o.feak;

case ACTI VATE: /] Start measuring the tenperature

activated = TRUE;

b.feak;
case SUSPEND: // Pause neasuring the tenperature
activated = FALSE;

br eak;
defaul t:

br eak;
}s
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i f(!activated)
br eak; /1 Skip tenperature neasurenents
/* Check the tenperature */
start Read(nmyTher nonet er, &current Tenp, .);
whil e(thermometer[i]. busy == 1)
[*(waiting)*/;
/* W have a current tenperature for ny room */
i f(currentTenp >= naxTenp) {
/* Notify the chief to turn on the
* air conditioning
*/
startWite(NIC, .);

} else

if(currentTenp <= m nTenp) {

/* Notify the chief to turn on the heater */
startWite(NIC, .);

5

First, the SCC now includes code to accept commands from the large computer. It checksthe NIC to
seeif thereisany information —if so it usesthe swi t ch statement to parse and executed the command.
Next, is the code to manage the thermometer —thisis only executed if the large computer has activated this
SCC-thermometer. Finally, the SCC retains the code introduced in Figure 2-8 to manage the thermometer.

Hereisabrief description of the pseudo code description that the large computer uses to interact with
the SCC:

/* Initialize SCCthernoneters
* Send conmands to all SCCs (use broadcast if avail able)
*/

/* Periodically check the NICto see if any SCCis trying
* to send any information to me (the | arge conputer)

*/

startRead(NIC, .);

i f(NIC done == 1) {

/* W have a nessage. Parse it to determ ne:

* - which SCC transmitted the device

* - the reason for the nmessage — normal or exception
* - determine the response to the nessage, if any

* - execute the response, if any

*/

Thisis an example of a SCC being added to directly control the original “dumb” device, thereby
converting it to a“smart” device, it is possible to add other features to the SCC so that the device appears to
be even more intelligent.

This method of using small computersis the most traditional use, although not necessarily in
conjunction with networks. In the field of embedded computers, thisis the usual way that a computer is
used to implement functionality in a machine that is not necessarily able to execute algorithms. Close to
the computer domain, device controllers themselves are often small computers. For example a
contemporary serial port is usually implemented with a specialized small computer called a universal
asynchronous receiver/transmitter (UART) that is able to implement parameterized algorithms for

Single-Threaded SCC Operating Systems G. Nutt
Creative Commons Attribution-Share Alike 3.0 U.S. License



Distributed Systems Page 2-13

transmitting and receiving bytes over awires. A moreimpressive example isthelogic on a contemporary
hard disk —in this case, we are referring to electronics that are part of the device rather than part of the
controller. The algorithms necessary to actually operate the disk drive under a given disk protocol (like
SCSl) are often implemented using a small computer rather than discrete logical components.

2.4.2 Using Services Provided by Other Computers

The trend toward portable electronic devices has stimulated a usage paradigm in which the SCC behaves
more like a notebook computer than like an embedded system. They request services from larger machines
on the network (rather than vice versa as described in the previous section). For example many cell phones
use a broadband data network to transmit and receive data from/to the cell phone, thereby enabling the cell
phone to be used to surf the web and to retrieve a copy of email that has been delivered to larger machines.
In general, when the SCC assumes thisrole in which it requests services from other machines (rather than
supplying services to other machines), the SCC behavior resembles more conventional machines such as
notebook and desktop computers.

Today, machines in adistributed system are often characterized as being either a“client” machine or a
“server” machine. This characterization isinformally used to differentiate between large, shared machines
and smaller machines dedicated to one task or to supporting one human user. In reality the terminology
stems from the roles that the software in these computers is organized: in some case the software requests
service from another computer, while in other casesit provides service to other computers. The two
computers are said to play the roles of clients and servers, where client software requests service from
server software. The software, and hence the machine, change roles, depending on the nature of the
distributed task, and which part of the task the computer is currently fulfilling. That is, whether a machine
isaclient or aserver depends only on the current behavior of the software, not on the size or type of the
hardware. Historicaly large, shared computers tend run software that provides services, so they have
become known as “ server machines.” Similarly, historically small computers, such as PCs, request
services from large machines, so they have come to be known as “client machines.” Unless explicitly
mentioned in the discussion, we will bow to the popular usage of these terms and often refer to large
machines in adistributed system as “server machines,” and small computers as “client machines.”

Get me that
report! The User’s Boss

Service Request

The User

SeriC@L Web Link Request

The SCC
Web Serv%‘ ©
acsiss NHTTP Service Reguest
L HTTP Server
=
Electricity Service Request
j Electricity Supplier

Electricity Service

HTTP Service

Figure2-10: Of Clientsand Servers

Client machines act as servers in the sense that they provide services to their environment. As
suggested by Figure 2-10, if the client machineis a personal computer, cell phone, or PDA, the machine's
human user issues the directivesto the SCC. (Figure 2-10 carries the client-server relationship to the
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extreme by showing that even human users are servers to other humans such as their boss, and that even an
HTTP server isaclient to the electric utility company in the sense that it requests el ectricity from the
electricity supplier.) Once the user has requested a service from the SCC, the SCC will useits own
programs and resources to accomplish the action, or it will temporarily assume the role of aclient to
request help from serversin the distributed system. For example, if ahandheld SCC isrunning aweb
browser program, when the user clicks on alink, the SCC temporarily suspendsits role of user server and
assumes therole of an HTTP client that requests a copy of an HTML file from an HTTP server.

Therole of server software isto wait passively for requests for service, to perform that service, and
then to resume waiting passively for other requests. The role of client software isto implement an
independent algorithm, and to delegate some of the work to serversin the distributed system by requesting
that they perform certain tasks in the overall computation.

Computers that execute software which requests information and/or
services are called client computers, and those that provide information
and/or services are called server computers.

In the server role, the difference between an SCC and, say, a notebook, is that SCCs are caused by the
nature of their physical size, which tendsto limit the amount of resources that can be configured into the
SCC. This suggests that the SCC will tend to make more frequent client requests for the use of resources
on server machines in the distributed system than would alarger client machine. For example, many SCCs
do not include a hard disk drive, although they are likely to incorporate storage devices of limited capacity
(compared to storage capacities of devices on desktop computers), such as flash drives. Like other
machines in adistributed system, they will store and retrieve many of their files on alarger file server
machine; but unlike larger client-style machines, they are likely to access the file server more often than
other file clients since they are unable to store copies of very many filesin their storage devices. SCCsare
designed in an attempt to optimize their performance under the assumption that they will make more
frequent use of serversthan would a conventional notebook or desktop computer.

Thus, when an SCC is generally a client machine in a distributed system, it generally behaves much
like conventional notebook and desktop computers. Once the SCC isincorporated into a distributed
system, it is obliged to use a network with a communications framework (such as an instance of the OS|
model) that is universally used in that distributed system. The SCC operating system provides the
mechanism for the foundation of the distributed system coordination, and other system software is
responsible for implementing the higher layer protocols of the communication. Before we can begin to
look at OS details in Chapter 4, we will consider programming models for distributed systemsin the next
chapter.

2.5 Summary

All SCCsexist as machinesin adistributed system. The SCC might be so simple that it can be
implemented by a very simple program that continuously runs asimple loop, for exampleto read a
thermometer, check the reading for threshold values, and then either transmit the reading or ignoreit.
Such uses of small communicating computers enables some interesting design possibilities for the SCC:
should the SCC be avery simple computer that is dedicated to a single task, and has very little work to do.
Or should the SCC itself incorporate hardware features found in larger computers, such as interrupt driven
devices, operating modes for the CPU, and so on? Should the SCC focus on supporting software that
handles a dedicated task, such as monitoring a sensor, or should it be expected to handle multiple tasks
such as reading a set of sensors and controlling a set of actuators, for example, to guide the trgjectory of a
flying object? In our study of SCCs, we will determine that there are many different types of SCCswhere
some are modest machines that only handle a dedicated task, while others are expected to perform
substantial information processing work.

Independent of the amount of responsibility delegated to the SCC, since it is a communicating small
computer, thereis an implicit assumption that it communicates with aremote machine. That is, in this
book every SCC isa component in a distributed system that executes distributed programson a
combination of the SCC and one or more other machines. Studying SCC operating system is distinguished
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from studying generic operating systems since every SCC must be designed to operate in the context of a
distributed system.

Sometimes the SCC is assighed work to reduce the amount of processing that a host machine would
otherwise have to perform, and sometimes (as in the thermometer controller case) work is assigned to the
SCC to reduce the amount of information that needs to be exchanged between the two computers. Today,
SCCs are sometimes packaged with other components so that they meet other, nontechnical needs; for
example the SCC may be part of acell phone that exchanges files with a server. Y ou can expect that even
these “loosely coupled” systems will evolve over time so that the SCC and other machines will share
information using events, message, and objects in addition to information contained in files.
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