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Abstract

Wirelesssensornetworksfaceacutesecurityconcernsin
applicationssuch asbattle�eld monitoring. A central point
of failure in a sensornetworkis thebasestation,which acts
as a collectionpoint of sensordata. In this paper, we in-
vestigatetwo attacksthat canleadto isolationor failure of
thebasestation.In onesetof attacks,thebasestationis iso-
latedbyblockingcommunicationbetweensensornodesand
thebasestation,e.g. by DOSattacks.In thesecondattack,
thelocationof thebasestationis deducedbyanalyzingdata
traf�c towardsthebasestation,which canleadto jamming
and/ordiscoveryanddestructionof thebasestation.To de-
fend against theseattacks, two secure strategies are pro-
posed.First, secure multi-pathrouting to multipledestina-
tion basestationsis designedto provideintrusiontolerance
againstisolationof a basestation.Second,anti-traf�c anal-
ysisstrategiesare proposedto helpdisguisethelocationof
the basestationfrom eavesdroppers. A performanceeval-
uation is providedfor a simulatedsensornetwork,as well
asmeasurementsof cryptographicoverheadon real sensor
nodes.

1. Intr oduction

Wirelesssensornetworks (WSNs) are rapidly growing
in their importanceandrelevanceto boththeresearchcom-
munity andthe public at large.A distributedwirelesssen-
sornetwork is formedby a largenumberof tiny andinex-
pensive sensornodes.Thesenodesaretypically resource-
constrained,with limited energy lifetime, low-powermicro-
sensorsandactuators,slow embeddedprocessors,limited
memory, andlow-bandwidthradios.For example,bothsen-
sor motes[13] andnymphs[2] containa 4 MHZ proces-
sor, 4 KB SDRAM memoryand128 KB �ash memoryto
run an operatingsystemand applicationprograms.Addi-
tional storageof 4-512KB EEPROM is available to save

senseddata.The ChipconCC1000radiooperatesat a rate
of 19.2kbps.

The sensornodesself-organizeinto a multi-hop wire-
lessnetwork that collectsand forwardssensordatato an
information sink, usually a basestationacting as a gate-
way to the wired Internet.The structureof a typical wire-
lesssensornetwork is illustratedin Figure1. In general,the
computingresourcesof eachbasestationaremuchgreater
than the computationalabilities of the sensornodes.The
largenumberof sensornodesandthesmallnumberof base
stationscollectively form an asymmetricand hierarchical
wirelesssensornetwork. Applicationsof WSNsarerapidly
emerging and have becomeincreasinglydiverse,ranging
fromhabitatmonitoring[18] to indoorsensornetworkswith
sensor-enableduserinterfaces[6] to battle�eld monitoring
[3] andseismicmonitoringof buildings.

In certain WSN applications,such as home security
monitoring or military deployments,security, fault toler-
ance,andintrusiontoleranceareespeciallyimportant.Intru-
siontolerancehasbeenstudiedin thecontext of wired net-
works [5][20][21][23]. However, wirelesssensornetworks
faceacombinationof threatsthatarenotnormallyfacedby
wired networks.First, the broadcastnatureof the wireless
communicationmediumsigni�cantly enhancesthecapabil-
ities of an adversaryto eavesdrop,tamperwith transmit-
ted packets,andinject packetsto initiate denial-of-service
(DOS)attacks.Thesesusceptibilitiesalsoapplyto wireless
LANs suchas802.11andmobileadhocnetworks.Second,
WSNs are highly resourceconstrained,which hasstrong
implicationson the type of cryptographythat canusedin
sensornodes,e.g.lightweightsymmetrickey cryptography
suchas RC5 hasbeenshown to be effective [19], while
compute-intensive public key cryptographysuchas RSA
is infeasibleat present[8]. The relatively weakdefensesof
sensornodesare susceptibleto external attacksby much
strongeradversariesequippedwith morepowerful comput-
ing andcommunicationequipment.Third andperhapsthe
most unique,sensornodesare distributed in the �eld in-



Figure 1. An example of a typical wireless
sensor netw ork.

situ andthereforelack the physicalsecurityof mostother
formsof wiredandwirelessnetworking.As aresult,WSNs
arehighly susceptibleto thephysicalcompromiseof oneor
moresensornodes.Oncecompromised,thesensornode(s)
canbeexploitedby anintruderto damagetheWSNthrough
DOS,jamming,andspoo�ng attacks.

This paperfocuseson improving theintrusiontolerance
of a WSN againstattacksfocusedon isolatingor destroy-
ing thebasestation.As shown in Figure1, thebasestation
is acentralpointof failure.If anadversarycansuccessfully
attackthe basestation,thenthe adversarycanlargely dis-
abletheWSN. The varietyof attacksthat canbe mounted
againstthe basestationincluderemoteDOS attacksfrom
deepwithin theWSN that�ood thebasestationwith pack-
ets,remotespoo�ng of the basestationto misdirectlegit-
imatesensordataandtherebystarve the basestation,and
eavesdroppingto deducethevicinity of thebasestationso
that it canbe locally jammedor evenphysicallydestroyed
if its preciselocationcanbe discovered.The DOS,spoof-
ing andjammingattacksall result in isolationof the base
station.Despitethebestelectroniccountermeasures,anad-
versarymaygetlucky anddestroy a singlebasestation.

To addressthesekindsof remoteandlocalattacksupona
WSN'sbasestation,thispaperdevelopstwo securitystrate-
gies.First, a key focusof this paperis on developingtech-
niquesthat canlimit thedamagefrom disruptingthecom-
municationbetweenbasestationsandsensornodes.In par-
ticular, we introducemechanismsthatenablethesecureset
up of multiple routingpathsto multiple basestations.With
this scheme,even thoughan adversarycanattackandde-
stroy part of the sensornetwork, e.g. isolatea minority of
basestations,the restof thenetwork cansurvive andcon-
tinueto reportdata.A secondkey focusof this paperis on
introducingnovel techniquesthat protectthe locationand

identityof thebasestationfrombeingeasilydiscovered.For
example,if anattackeris ableto snooponpackettraf�c, and
knows that all sensorpacketsare routedtowardsthe base
station,the attacker could follow packets,graduallytrace
the routebackto the basestationandtherebydiscover the
vicinity of thebasestationfor localattacks.Thispaperpro-
posesavarietyof techniquesto combatsuchtraf�c analysis
attacks,andtherebyimprovetheintrusion-toleranceproper-
tiesof WSNs.Theneteffect of bothsecuremultipathrout-
ing setupandanti-traf�c analysisis to improvetheintrusion
toleranceof WSNsto basestation-focusedattacks.

2. Network Framework and Threat Model

We build our securityschemesbasedon the common
sensornetwork structuredescribedin TinyOS [13] and
TinyDB [17]. We assumethat the sensornodesare orga-
nized in a tree-like network routing structurearoundeach
basestation,asshown in �gure 1 (b). Eachbasestationis
therootnodeof a tree.Everysensornodeis anodein some
of the trees.Eachnodehasa numberof child nodesthat
areits downstreamnodes,anda parentnodethat is its up-
streamnode.Every sensornodeprocessesthe senseddata
from all of its child nodesanditself, andsendstheresultto
its parentnode.Eachnodehasits activity rangev: if thedis-
tancebetweentwo sensornodesis no morethanv, thepair
of nodescansendandreceivedatato andfrom eachother.

For thecapabilitiesof anadversary, weassumethat:

� An adversarycan capturesensornodesand is capa-
ble of compromisinga sensornodeto obtainall of its
information,e.g.symmetrickeys. In addition,an ad-
versarycanreprograma sensornodeto convert it into
a maliciousnode.But we assumethat the adversary
needssometime to compromiseanode.

� An adversaryhasa jammingranged, d � v. Within
d, anadversarycangenerateradiosignalsto interfere
with signalsgeneratedby sensornodesor basesta-
tions.

� An adversarycan receive any data from any sensor
nodeor basestation,if thedistanceis lessthanv. We
assumethatanadversary'spacket acceptancerangeis
still v. Although it is easyto senda strongerdatasig-
nal to alargerrangethananormalsensornode'srange,
it is dif�cult to receive datafrom a sensornodethat is
furtherthanv, sinceit needsneedsverysensitive,and
expensiveequipments.

� An adversarycanphysicallymovefrom placeto place.

� However, an adversarydoesn't have global informa-
tion aboutthewholenetwork, andcannotjam theen-
tire network. Supposethe whole sensornetwork has
rangeD. Thenweassumed � D .



Our assumptionis that it is very dif�cult for an adversary
to obtainsuf�cient global informationto destroy theentire
sensornetwork. Instead,the adversaryis assumedto have
limited local knowledgeof the sensornetwork. Moreover,
we assumethat a resource-richbasestationhassuf�cient
functionality to protectitself from tamperingandis resis-
tant to observationsvia camou�age.As a result,an adver-
sary'sonly threatoptionsto thebasestationsareto jam the
communicationmedium,destroy thebasestation,spoofthe
basestation,or �ood thebasestation.

3. RedundantPathsSetup

To provideintrusiontoleranceandfault tolerance,wein-
troduceredundancy in the form of multiple basestations.
Sinceanadversarycanobstructdeliveryof sensordatathat
is routedover only onepathto oneof thebasestations,we
introducemulti-pathrouting redundancy to improve intru-
sion toleranceof WSNs.Ensuringthateachpathis routed
towardsa differentbasestationcanfurther improve theef-
fectivenessof thisapproach.Ourcontributionin thefollow-
ing is to describehow a multi-pathmulti-basestationrout-
ing schemecanbe constructedin a WSN while still limit-
ing theability of anadversaryto spoofabasestationand/or
launchDOSattacksagainsta basestation.

3.1. Securing Multi-P ath Multi-Base Station
Routing

Thesimplestway to setup multiple pathsfor eachsen-
sornodeto multiple basestationsis to usea �ooding mes-
sage:eachbasestationbroadcastsa uniquerequestmes-
sage(calledtheREQ message).Whena sensornode�rst
receivesthe REQ messagefrom a basestation,it records
thesenderof thepacketasits parentnodefor thatbasesta-
tion, and re-broadcaststhe REQ messageto its neighbor
andchild nodes.Thissensornodethenignoresall copiesof
thesameREQ messagethat it receivedlater. In this man-
ner, the REQ messagegeneratedfrom eachbasestation
�oods the entirenetwork, while every nodeforwardsthat
messagejustonce,andthepathbetweenachild nodeandits
parentnodeformsa treerootedat thatbasestation.If there
are multiple basestations�ooding their own REQ mes-
sages,every sensornodewill have onepathfor eachbase
station.

However, thissimpleschemecannotpreventamalicious
compromisednodefrom spoo�ng abasestationby sending
forgedREQ messages.Every nodewill think the forged
messageis generatedby this basestation,andwill forward
theforgedREQmessage.Thatmessagewill �ood thewhole
network, andcanbe repeatedlysentin a form of DOS at-
tack. In addition,all sensornodeswill build a routing tree
rootedat themaliciousnode.To defendagainstsuchanat-

tack,weadaptaschemeproposedin [8] of usingaone-way
hashchainto losselyauthenticateREQmessages.Herewe
brie�y describethissolution.

A oneway hashchainis generatedby a one-way func-
tion F . F hasthepropertythat if we know x, it is easyto
computey = F (x). But if we only know y, it is computa-
tionally infeasibleto obtainx = F � 1(y). A one-way hash
chain is a sequenceof numbers,K n ; K n � 1; : : : ; K 0, such
that K i � 1 = F (K i ), where0 < i � n. Eachbasesta-
tion � randomlyselectsa seedK �

n and computesa one-
way hashchainH � = < K �

n ; K �
n � 1; : : : K �

0 > with func-
tion F . Eachsensornodeis pre-con�guredwith the initial
numberK �

0 . When a basestation� sendsits �rst REQ
message,thatmessagecontainsaone-wayhashchainnum-
berK �

1 . Whena sensornodereceivesthis message,it ver-
i�es theone-way hashchainnumberin theREQ message
by checkingif K �

0 = F (K �
1 ). If sucha matchis found,

thesensornodeassumesthat themessagehasbeengener-
atedfrom basestation� . Thenodethencachestheone-way
hashchain numberit just received, and processthe mes-
sage;otherwisethemessageis dropped.Whenthebasesta-
tion � sendsi th REQ message,it attachesK �

i . When a
nodegetsthis message,it will useits cachedone-wayhash
chainnumberto verify the messageby applyingthe func-
tion F a �nite numberof timesuntil the cachedone-way
hashchainis encountered.Theadvantageof sucha scheme
is thatevenif anadversarycompromisesa sensornodeand
obtainsF andthe seed,it cannotgeneratefuture numbers
in theone-way hashchain.In this way, theability of anar-
bitrarycompromisedsensornodeto spoofa basestationby
generatingfalseREQ messagesis severelylimited.

However, thereremainsa securityproblemfor this one-
way hashchainapproach.An adversarycanlauncha rush-
ing attack[15] [14] to “capture” a large numberof down-
streamnodes.In sucha rushingattack,whentheadversary
receivesa REQ message,it immediatelyrebroadcaststhe
messagewith muchhighertransmissionpower. The nodes
“captured”within theadversary's jammingranged will be
misledinto thinking thattheadversaryis their parentnode.
In addition,thecaptureeffect is magni�ed sincetheREQ
messagesentby theadversaryreachesdownstreamattacked
nodesearlier than normal REQ messagepropagation,so
that the attacked nodeswill further capturemore of their
downstreamnodes.All suchcaptureddownstreamnodes
will fail to connectto thecorrectbasestation.

3.2. Echo-back Scheme to Identify Neighbor
Nodes

3.2.1. Echo-backProcessto Verify Neighbor Nodes To
addresstherushingattackproblem,we proposethefollow-
ing echo-backscheme.An adversaryis able to launcha
rushingattackwhena sensornodefails to checkwhether



Figure 2. REQ messa ge �ooding, rushing at-
tack and echo-bac k countermeasure .

a senderwith anexpandedtransmissionrangecanrecipro-
cally receivedata.We observe thatif a sensornodecande-
tect that it cannotreachthe transmitter, thenthatnodecan
identify andblockarushingattack.Thesensornode'sactiv-
ity rangev is smallerthanthejammingranged of theadver-
sary. Weassumethattheadversarycanonlyheardatawithin
rangev, becausethedatasentby a sensornodeis tooweak
to be detectedbeyond rangev. If eachsensornodecon-
structsasetof reachableneighbornodes,andis onlywilling
to receive REQ messagesfrom this setof neighbornodes,
thenspoofedREQ messagesfrom an adversarytransmit-
ting at maximumpower will be ignored.Thus,thedamage
from arushingattackcanberestrictedwithin asmallrange
v.

To identify neighbornodes,we introduceasimpleecho-
backapproach.In its mostbasicform, which we shall en-
hance,whena sensornodeS1 receivesa broadcastREQ
messagefrom anothernodeS2, it sendsan echomessage
to that nodeS2 andwaits for the repliesto that message.
Until it receivesa f eedbackmessagefrom S2, the earlier
broadcastmessageis not processedby S1. If a nodere-
ceivesthef eedbackmessagefrom a neighbornode,it will
recordthat nodeas its veri�ed neighbor. To reducedelay
in broadcasting,sensornodescanrun theecho-backproce-
durewith its neighbornodesbeforebasestations�ood their
REQ messages.Thus,whena nodereceivesa REQ mes-
sage,it canimmediatelycheckif themessagesenderis its
neighbornode.Figure2 shows theREQ �ooding scheme,

therushingattack,andtheecho-backdefense.
Therushingattackis not completelyprecludedwith the

echo-backdefense.Multiple adversariescancooperatively
form arelaypaththatis shorterthanthenormalREQ prop-
agationpath.However, sucha cooperative attackis more
dif�cult to mountthantherushingattackaddressedhere.

3.2.2. Cluster Key Set Up It is useful to encrypteach
REQ messageateachforwardinghop,insteadof sendinga
plaintext broadcastmessage.If theadversarydoesn't know
the key to decrypta REQ packet, thenit cannotlauncha
rushingattack.

To encrypttheREQ message,�rst eachpair of veri�ed
neighbornodessetsup a pair-wise key. The key setup is
combinedwith theecho-backscheme.Consider�rst a sim-
ple pair-wisekey setup in which we assumethatall nodes
in the network sharea global key. The following process
shows how to run echo-backandsetup pair-wisekeys be-
tweenneighbornodes.

First, every nodea locally broadcastsan echomessage
to its neighbornodeswith format:

echo: Eglobal key (I Da jjnonce)

WhereI D is the ID of sensornodea, nonce is a random
number.

If nodeb receives this message,it generatesa random
numberK b;a asthepair-wisekey betweena andb, anduni-
castsbackthemessagewith format

back: Eglobal key (I Dbjjnonce+ 1jjK b;a)

Whennodea receivesthis message,it recordsnodebasits
veri�ed neighbor, and it comparesits ID numberwith b's
ID number. If I Da < I Db, nodea andb usethe random
number(K a;b) generatedby a astheir pair-wise key. Oth-
erwise,if I Da > I Db, thenthey usethe randomnumber
(K b;a) generatedby bastheir pair-wisekey.

Theglobalkey is only usedto encryptthepair-wisekey
duringdatatransmission.If anadversaryobtainstheglobal
key aftera nodehasreceivedits pair-wisekey, thenthead-
versarycannotknow thepair-wisekey. If anadversaryob-
tainsthe global key beforetheecho-backprocess�nishes,
he can obtain the pair-wise keys within his range,but is
unlikely to obtain the pair-wise keys outsideof his range,
becausethosenodeswould have �nished their echo-back
scheme.

Recently, several randomkey pre-distribution schemes
havebeenproposedto setuppair-wisekeysbetweenneigh-
bornodesin sensornetwork [10][7][9][16]. Theseschemes
providestrongersecurityprotectionthantheglobalkey ap-
proach.Wecanuseany of theseschemesto setuppair-wise
keysandverify neighborhoodrelationships.

After a nodes hassetup pair-wise keys with all of its
neighbors,weproposethatit setsupasingleclusterkey for



REQ process(Packet p) f
sr c id  p:I D s

if (sr c id 2 neighbors set) f
content  D K sr c id (p:content)
// p:content == EK C s (OH Cjj I D B )
bs id  content:I D B

tmp ohc  content:ohc
for (i  0;i < thr eshold;i + + ) f

if (ohc[bs id] == F (tmp ohc)) f
ohc[bs id]  content:ohc
p:content  EK my id (content )
p:I D s  my id
sendp
return

g
tmp ohc  F (tmp ohc)

g
g

g

Figure 3. Algorithm for REQ messa ge pro-
cessing.

its encrypteddatatransmissionswith its neighbors.Node
s'sclusterkey K Cs is a key sharedby s andall of s's veri-
�ed neighbors.To setup K Cs, s generatesa randomnum-
berK Cs , andunicastsit to all its veri�ed neighbornodes,
encryptedwith theirrespectivepair-wisekeys.Whenanode
s forwardsa REQ message,it will encrypt the message
with its clusterkey K Cs.

3.3. Multiple PathsSetUp

Giventhepair-wiseandclusterkeys, theprocessof set-
ting upmultiple routingpathsis asfollows:

1. Every noderunsthe echo-backprocessto identify its
neighbornodesandsetsuppair-wisekeyswith its ver-
i�ed neighbornodes.Then it sendsits clusterkey to
eachof its neighbornodesencryptedusingthatneigh-
bor'spair-wisekey.

2. Eachbasestationbroadcastsits REQ messageto its
neighbornodes.

3. Whenasensornodereceivesthebroadcastmessage,it
processestheREQ message.

In step2, theformatof theREQ messageis:

REQ : REQjj I D s jjEK Cs (OH Cjj I DB )

WhereREQ is the type of the message,I D s is the ID of
thecurrentlysendingnodes, I D B is theID of thebasesta-
tion who generatedthis REQ message,andOH C is that
basestation'sone-wayhashchainnumber.

Whennodex receivesthisREQ message,�rst it checks
the senderID. If s is x's veri�ed neighbor, x decryptsthe
one-wayhashchainnumberOH C with s'sclusterkey, then
x usestheone-wayfunctionF andits cachedOH C number
of basestationB to verify thenew incomingOH C number.
If theOH C is valid, x will replaceits cachedOH C num-
ber with this new incomingvalue,encryptOH C with its
own clusterkey, andbroadcastthenewly encryptedREQ
message.Figure3 showsthealgorithmfor sensornodex to
processtheREQ message.

3.4. Maintaining nodejoins and leaves

If a noderuns out of its batteryor is damaged,it will
leave thenetwork. This deadnodeblocksthecommunica-
tion pathof its child nodes.The redundantpathapproach
cantoleratea certainnumberof suchnodesleaving. In ad-
dition, the basestationswill periodically collect network
topologyinformation to �nd the deadnodes,asdescribed
later. If anew nodeis addedinto thenetwork, it canusethe
echo-backapproachto �nd its veri�ed neighbors,andcan
temporarilysetoneof its neighbornodesasits parentnode
for datatransmissionpurposes.When basestations�ood
new REQ messages,this nodewill then�nd its preferred
parentnode.

4. ANTI-TRAFFIC ANALYSIS COUNTER-
MEASURES

Datatraf�c in a sensornetwork is typically asymmetric.
As sensornodesreporttheir data,thedirectionof thedata
movementis mostly towardsthe basestation.This asym-
metriccommunicationpatterncanaidanadversaryin track-
ing downthelocationof abasestation.Thiscanresultin the
adversarylaunchingseriousattackson thebasestationand
eventuallybringingdown theentiresensornetwork. There
areseveralwaysto trackthelocationof a basestation:

1. If an adversary can understandthe contentsof a
packet being transmitted,the adversary can corre-
late the packets that are forwardedtowardsthe base
station.This will allow theadversaryto follow thedi-
rection of thesepackets towards the vicinity of the
basestation,leadingto localizedjammingand/ordis-
coveryanddestructionof thebasestation.

2. If thereis a time-correlationbetweenwhena nodere-
ceivesa packet andwhen it forwardsthat packet, an
adversarycanusethis time correlationto �nd the di-
rectiontowardsthebasestation.

3. If thereis notraf�c control,anodethatis nearthebase
stationwill in generalsenddatamorefrequentlythan
thenodesthat arefartheraway from the basestation,
becausedataaccumulatesasit is funneledtowardsthe



Figure 4. Decorrelating packet send times via random delays.

basestation.By monitoringthedatatransmissionrate,
theadversarycantrackthelocationof thebasestation.

Different data transmissionschemesmay have differ-
enttime-correlationpatternsanddifferentdatasendingrate
constraints.In this paper, we proposeanti-traf�c analysis
mechanismsto preventanadversaryfromusingany of these
methodsto discover the locationof the basestationunder
somecommondatatransmissionschemes.Note that it is
dif�cult to track the locationof the basestationby moni-
toring REQ messages,becausethosemessagesoccur in-
frequentlyandgo far away from thebasestation.Thegoal
of our anti-traf�c analysisschemesis to preventan adver-
saryfrom �nding thetraf�c directionsby analyzingpacket
transmissionswithin its range.In particular, ourgoalsare:

� An adversarycannotdetermineapacketdestinationby
inspectingthecontentsof thepacket.

� An adversarycannot�nd thedata�o w directionby an-
alyzing the time correlationbetweenthe packetssent
by child nodesandpacketssentby their parentnodes.

� An adversarycannot�nd thedatatransmissiondirec-
tion by doing statisticalanalysisof the packet trans-
missionrateof everynodewithin its range.

For simplicity, in this section,we consideronly those
sensornetworks thathave onebasestation.All techniques
proposedherecanbeextendedto multiple basestationnet-
worksaswell.

4.1. Hidden Packet DestinationAddr ess

To hide the contentsof a packet andits destinationad-
dress,every nodeencryptsthe destinationaddress,packet
type, and the contentsof the packet with its clusterkey.
Thecurrentsender'saddressremainsin plaintext sothatthe
receiver canchoosethe correctclusterkey to decryptthe
packet.Theformatof apacket is

I D sr cjjEK Csr c (typejj I Ddst jjdata)

Whena nodereceivesthis packet, it checksI D sr c andde-
cideswhich clusterkey to useto decryptthepacket. After
decryptingthe restof thepacket, a nodechecksif it is the
destinationof thepacket.

The net effect is that the packet's entire appearanceis
transformedat every hopalongits path,makingit dif�cult
for aneavesdropperto tracethepathof thepacket.Hop-by-
hopreencryptionspatiallydecorrelatesthepacket'sappear-
ance.Unlessanattacker cancompromisea sender's neigh-
bor nodeandobtaintheclusterkey, it won't know thecon-
tentsof thepacket.If anattackercompromisesanodes and
obtainsall the keys inside the node,it will be able to de-
crypt thepacketssentby s'sparentnode,andcanthentrack
two hopstowardsthebasestation,but cannottrackbeyond
that.

4.2. Decorrelating Packet SendingTimes

Packetencryptioncanhideapacketdestination,but can-
nothideits sender. By carefullymonitoringthepacketsend-
ing timeof everynode,anadversarymaygetsomeinforma-
tion aboutdatatraf�c �o ws. For example,if a parentnode
s receivesa packet from its child nodec andforwardsthat
packetimmediately, anadversarycanobservetheshorttime
interval betweens and c and eventually infer the parent-
child hierarchygivensuf�ciently longobservations.

To preventthis,we decorrelatethepacket sendingtimes
betweena parentnodeand its child nodes.Here we only
considerthesituationthateverynodesendsdataat thesame
rate.Thissituationoccurswheneverynoderegularlyaggre-
gatesdatafrom its childrennodesandsendsa resultto its
parentnode.Supposeall child nodesandparentnodesre-
port their dataduring time periodT. Let's denotethe time
interval betweentwo child nodessendingpacketsas � t c

(weassumesensornodesuseaMAC layerprotocolto avoid
packetcollisions),thetime interval from thelastchild node
sendingdatato theparentnodesendingdataas� tp, andthe
time betweena parentnodesendingdataandits grandpar-
entforwardingdataas� t r . Wedenote� tc, � tp, � t r asthe



Figure 5. Rate contr ol scheme .

averagevalueof � tc, � tp, and� t r . If thedifferencesbe-
tween� tc, � tp and� t r areobservable,anadversarymay
beableto extractwhichnodeis theparentnodeaftermoni-
toring thenetwork for anextendedperiodof time.

If theparentnodeandchild nodessendpacketswith the
samerate, sensornodescan introducerandomdelay be-
tweenpacketsendingtimes.Thismakesthedifferencesbe-
tween� tc, � tp and� t r unobservable.To do this, �rst the
timeperiodT is dividedinto m slots,if therearem� 1child
nodesand1 parentnode.Everynodeis assigneda slot and
randomlychoosesa time within its slot to sendits packet.
Forexample,in Figure4, thetimeslotassignmentalgorithm
is centeredattheparentnode.Theparentnodeinformseach
child nodeof its time slot with a secureunicastmessage.
Nodesn1 to n4 aren5's child nodes,andn6 is n5's par-
entnode.Figure4(a)shows every nodesendsits packet as
soonasit can.Thedifferencesbetween� tc, � tp and� t r

arecorrelated.Figure4(b) shows thatn1 to n5 occupy dif-
ferenttime slotsandeachnodesendsits packet randomly
within its time slot. Thedifferencesbetween� tc, � tp and
� t r areindistinguishable.Experimentsshow thata sensor
nodeonly spendsabout40 to 50 millisecondsto senda 36
bytespacket.Normally, asensorreportsdataonceaminute
or tensof seconds.In a connectedsensornetwork, a sen-
sor nodemay have 10 to 20 neighbornodes.So the time
slot is big enoughfor a sensornodeto successfullysendits
packet.

4.3. Controlling Packet SendingRates

In theprevioussubsection,we assumedthatevery node
sendspacketsat thesamerate.However, in somecases,dif-
ferentsensornodesmay sendpacketswith differentrates.
For example,the basestationmay require that eachsen-
sor nodesendsits neighborhoodinformation (which con-
tains the IDs of its identi�ed neighbornodes)back to the
basestation.We call this a topology report. The topology
reporthelpsa basestationto updateits completenetwork
topologypicture.The endusercanusethis informationto
learnwhatsensornodesandbasestationsareunreachable.
For thetopologyreportmessages,a parentnodehasto for-

while (1) f
sendPs to parentnode
listento packet sendingof neighbornodes
if receive packet p
if (p:sender == parent node) f

if ((p == Ps )jj (p == dummy ))f
Ps  dummy

g
g elseif (p:sender 2 s:chil dr en) f

if (p 6= dummy && Ps == dummy ) f
Ps  p

g
g
wait for next time slot

g

Figure 6. Algorithm for packet sending con-
trol.

ward every messagefrom its childrennodes,andaggrega-
tion is avoided.If every nodesendspacket with the same
rate,thennodescloserto thebasestationwill sustainlarger
sendingrates.By monitoringpacket sendingrates,an ad-
versarycantrackthebasestation.

Our solutionis to setthepacket sendingratecontrolbe-
tweena parentnodeand its children nodes.That creates
a uniform sendingrate acrossthe entire sensornetwork,
so that every nodebehaveslike every othernodein terms
of traf�c volume.Whena parentnodehasa packet in its
buffer to send,it won't acceptany packet from its children
nodes.When the parenthassentout its packet, it accepts
one packet from its children nodesand saves that packet
into its buffer. All childrennodesaremonitoringthepacket
sentout by their parentnode,becausethey have the par-
ent'sclusterkey. If achild node�nds thatits packetwasjust
transmittedby its parentnode(that meansits parentnode
hasreceived its packet), or if it �nds its parentbegins to
senddummypackets(thatmeanstheparentnodehasempty
buffer), thenthe child begins to accepta new packet from
its children nodes.Otherwiseit will continueto sendthe
samepacket to its parentnode.If a nodedoesn't have any
packet to send,it just injectsa dummypacket to its parent,
until thewhole topologyreportingprocessstops.Thebase
stationcansenda broadcastmessageto startandstopthe
topologyreportingprocess.This ratecontrolschemeis de-
pictedin Figure5,and�gure 6 describesthealgorithm.This
algorithmimplementsratecontrol,andit robustin casethe
child nodefails to heartheparentnodeforwardits packet.
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Figure 7. Effects of Rushing Attac k During Multipath Routing Setup.

5. PERFORMANCE ANALYSIS

5.1. Overheadof Cryptographic Algorithms

A sensornodeneedsto saveaglobalkey, pair-wisekeys,
clusterkeys,andone-wayhashchainnumbers.Supposeev-
erykey is 8 bytes.If anodehasn neighbornodesandthere
arek basestations,it uses8 � (2n + k + 2) bytesto save
all keys.For example,if thereare4 basestation,andanode
has10 neighbornodes,it uses208bytesfor all keys. If the
keys arenot changedvery often,e.g.global key andpair-
wisekeys,they canbesavedin the128KB�ash memoryor
the4KB embeddedEEPROM.

To evaluatethe performanceof computingoverheadof
cryptographicalgorithmsin REQ �ooding anddestination
addressencryption,we implementedencryption/decryption
algorithms,andone-way hashchainveri�cation on Berke-
ley MICA1 sensormotes [1]. We choseRC5 (with 12
rounds)astheblock cipherto implementthesealgorithms.
Table1 showsperformanceof our implementation.Theex-
perimentshows thattheoverheadof verifying theone-way
hashchainnumberonsensornodesis notprohibitive.

5.2. Performanceof secure multipath setup

To evaluateeffectivenessof multipath to multiple base
stationrouting,wesimulatedourroutingpathsetupscheme
andmeasuredthe numberof nodesblocked by adversary.
We simulatedthecasethat thereis only onebasestationat
the centerof a network, andthe casethat thereare4 base
stationsat 4 cornersof a network. We simulatedthe case
that the maliciousnodecan have from 2 to 4 times data
transmissionradiusthata normalnodehaswhenwe didn't
applyecho-backapproach,andthecasethat themalicious
node's effective transmissionrangeis assameasa normal
node'sdatatransmissionrangewhenwe appliedecho-back
approach.To measurethenumberof blockednodes,weran-

domlydistributed2000nodesin anetworkareawith density
thateverynodehasabout16neighborsin average.We ran-
domlyselectedthemaliciousnodesfrom 1 to 10amongthe
2000nodes,andsimulatedhow many nodeswill beblocked
bymaliciousnodesif maliciousnodeslaunchrushingattack
with 1, 2, and4 timesof normaldatatransmissionrangere-
spectively. We repeatedthe test for 100 times.Every time
we radnomlydistributedthe2000nodesandrandomlyse-
lectedmaliciousnodes.Figure7 showstheaveragenumber
of nodesblockedby maliciousnodes.

Figure7 (a) shows theresultsfor thesinglebasestation
case.We can seethat the echo-backapproachis very ef-
fective in preventingtherushingattack.For example,if ad-
versarieslaunchrushingattacksat 10 differentplacesand
their packets can reach4 times away further than a nor-
mal nodedoes,they canblock abouthalf nodesin thenet-
work. In comparison,when echo-backis usedto defend
againstrushingattacks,adversariescan only block about
5% of thenodesin thenetwork. Figure7 (b) shows there-
sultsfor themultiplebasestationcase.Fromthis �gure, we
canseeagainthat the echo-backapproachis still very ef-
fective againstrushingattacks.In addition,comparedwith
�gure 7 (a), we canseethat multiple pathrouting to mul-
tiple basestationsprovidesconsiderablymore robust net-
work connectivity thanthesinglebasestationapproach,es-
pecialyin combinationwith theecho-backdefense.

Speed Code Data
(msec) (Bytes) (Bytes)

Encryption(30bytes) 1.94 1488 112
Decryption(30bytes) 2.02 1518 112
One-wayhashchain 4.18 1768 136

Table 1. Overhead of Cryptographic Algo-
rithms
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5.3. Anti-traf�c Analysis MessageOverhead

We de�ne C = M 0

M to measurethe datatransmission
overheadof ouranti-traf�c analysisstrategy, whereC is the
costmeasurement,M is the numberof messageswithout
the anti-traf�c analysisstrategy, andM 0 is the numberof
messageswith the anti-traf�c analysisstrategy. In our ex-
periments,we simulatedandmeasuredthe messageover-
headof the rate control scheme,sinceit introducesextra
“dummy” packets.We ran threegroupsof tests.For each
groupof tests,we employeda differentnetwork topology.
Thesenetworksdifferedfrom oneanotherin thenumberof
nodes,but hadthesamenodedensity. Thenumberof nodes
variedfrom 250 to 2000.For eachtest,sensornodeswere
randomlydeployedin thenetwork area.We setup routing,
andmeasuredM 0 andM . For the samenumberof nodes
with thesamenetworkdensity, werepeatedthetest50times
and calculatedthe averagevalue. Figure 8 (a) shows the
simulationresultof M 0

M for threedifferentnetwork densi-
ties.We canseethat theoverheadof our ratecontrol strat-
egy increasesasthesizeof thenetwork increases(Our ini-
tial analysisandexperimentsshow that M 0

M /
p

N , where
N is the size(numberof nodes)of network). That means
the ratecontrol overheadis not scalablecorrespondingto
thesizeof network.

However, if topology information is not requiredfre-
quently, the overheadof the ratecontrol schemeonly oc-
cupiesa small part of the total cost.The network traf�c is
dominatedby regularsenseddatareport,whoseanti-traf�c
messageoverheadis 1.Figure8 (b) showsthetotalmessage
overheadcombiningsensordatapacketsand topology re-
portsoveranintermediatedensitynetwork.Weassumethat
everynodereportsitsdataonceperminute,andthebasesta-
tion requiresatopologyreportever1 dayto 30days.Figure
8 (b) shows that thetotal overheadreducesasthebasesta-
tion requirestopologyreportslessfrequently. For example,
if thetopologyreportis performedoncea week,total over-

headis lessthan1.01.In thiscontext, theoverheadof send-
ing “dummy” packetsis muchlessnoticeable.

6. RelatedWork

Sensornetwork securityis a critical issuein sensornet-
work research[22], [19], [15]. A. Perrig et. al [19] ad-
dressedsecurecommunicationin resource-constrainedsen-
sor networks, introducing two low-level securebuilding
blocks,SNEPand� TESLA.A. WoodandJ.Stankovic [22]
provided a survey of many kinds of denial of serviceat-
tacksin sensornetworks anddiscusseddefensetechnolo-
gies.C. Karlof andD. Wagner[15] analyzedsecurity�a ws
of variousroutingprotocolson WSNs,andproposedcoun-
termeasuresto enhancesensornetwork routing.To defend
againstthe rushingattack,this paperproposedthat every
nodeonly processbeaconmessagesthroughbidirectional
links aswell asveri�ed neighbornodes.However, the pa-
per usesa trustedbasestationfor neighborhoodveri�ca-
tion, which is not scalablefor a large sensornetwork. We
proposeto usea globalkey or randompre-destributedkeys
for neighbornodeveri�cation.

Anti-traf�c analysisis a interestingtopic in network pri-
vacy. The onion routing protocol disguiseswho talks to
whomontheInternetby layeredencryptionandby forward-
ing receivedmessagesin arandomorder[12]. However, the
onion protocolworks for an arbitrarypair of communica-
tion nodes,which is commonin Internetbut not in sensor
network. In addition,the onion routerstoresa large num-
ber of messagesbeforeforwardingthemin a differentor-
der. A sensornodedoesn't have enoughmemoryto store
lotsof packets.

While the issueof intrusion tolerancehasbeenknown
for quitesometime [11][4], recentincreasein theneedfor
safety-criticalsystemshassigni�cantly raisedresearchac-
tivity in this area.Recentprojectsaddressingintrusiontol-
eranceinclude[5][20][21][23]. All theseprojectsareaimed



atproviding intrusiontolerancecapabilitiesin a traditional,
resource-richcomputingenvironment.

INSENS[8] proposedanintrusiontolerantprotocolthat
setup multiple pathsin a WSN. However, in INSENS,ev-
ery sensornode needsto senda “feedback” messageto
the basestation,which is inef�cient and not scalable.In
addition,REQ messageis vulnerableto rushingattacks.
Ourmutltipathto multiplebasestationsroutingschemead-
dressedthesesecurity�a ws.

7. Conclusionand Future Work

In this paper, we have addressedimportantsecurityand
intrusion-toleranceissuesin building a distributedwireless
sensornetwork. Two intrusion toleranceschemesarepro-
posedto defenda WSN againstattacksfocusedon isolat-
ing basestationsand tracking basestations.First, the se-
curesetup of multiple pathsto multiple basestationsis in-
troducedto tolerateisolationof abasestation.Mechanisms
like one-way hashchainsandthe echo-backalgorithmare
proposedto preventspoo�ng, DOSattacks,andrushingat-
tacks.Second,anti-traf�c analysisstrategies like hop-by-
hopclusterkey encryption/decryptionandsendingratecon-
trol areofferedto disguisethelocationof basestationsfrom
eavesdroppers.Futurework includesdesigninganti-traf�c
schemesfor otherdatatransmissionschemes,suchasgen-
eraldataaggregationreporting,andproviding low overhead
ratecontrolmechanisms.
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