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Abstract

Wirelesssensometworksfaceacutesecurityconcernsn
applicationssuc asbattle eld monitoring A central point
of failurein a sensometworkis thebasestation,which acts
as a collection point of sensordata. In this paper we in-
vestigatawo attadksthat canleadto isolationor failure of
thebasestation.In onesetof attadks,thebasestationis iso-
latedby blockingcommunicatioetweersensomnodesand
the basestation,e.g. by DOSattads. In the secondattack,
thelocationof thebasestationis deducedy analyzingdata
traf c towardsthebasestation,which canleadto jamming
and/ordiscoveryanddestructionof the basestation.To de-
fend againsttheseattads, two secue strategies are pro-
posed First, secue multi-pathrouting to multiple destina-
tion basestationsis designedo provideintrusiontolerance
againstisolationof a basestation.Secondanti-traf ¢ anal-
ysisstrategiesare proposedo help disguisethe location of
the basestationfrom eavesdoppes. A performanceeval-
uationis providedfor a simulatedsensometwork,as well
asmeasuementof cryptagraphicoverheadon real sensor
nodes.

1. Intr oduction

Wirelesssensometworks (WSNSs) are rapidly growing
in theirimportanceandrelevanceto boththeresearcttom-
munity andthe public at large. A distributedwirelesssen-
sornetwork is formedby a large numberof tiny andinex-
pensve sensomodes.Thesenodesaretypically resource-
constrainedwith limited enepy lifetime, low-powermicro-
sensorsand actuatorsslow embeddedprocessorslimited
memory andlow-bandwidthradios.For example bothsen-
sor motes[13] and nymphs[2] containa 4 MHZ proces-
sor, 4 KB SDRAM memoryand128 KB ash memoryto
run an operatingsystemand applicationprograms.Addi-
tional storageof 4-512KB EEPFROM is availableto save

sensedlata.The ChipconCC1000radio operatesat a rate
of 19.2kbps.

The sensornodesself-olganizeinto a multi-hop wire-
lessnetwork that collectsand forwards sensordatato an
information sink, usually a basestationacting as a gate-
way to the wired Internet. The structureof a typical wire-
lesssensonetwork is illustratedin Figurel. In generalthe
computingresource®f eachbasestationaremuchgreater
than the computationalabilities of the sensormodes.The
large numberof sensomodesandthe smallnumberof base
stationscollectively form an asymmetricand hierarchical
wirelesssensometwork. Applicationsof WSNsarerapidly
emepging and have becomeincreasinglydiverse,ranging
from habitatmonitoring[18] to indoorsensonetworkswith
sensotenableduserinterfaces[6] to battle eld monitoring
[3] andseismicmonitoringof buildings.

In certain WSN applications,such as home security
monitoring or military deployments,security fault toler-
anceandintrusiontoleranceareespeciallymportant.ntru-
siontolerancehasbeenstudiedin the context of wired net-
works [5][20][21][23]. However, wirelesssensometworks
facea combinationof threatshatarenot normallyfacedby
wired networks. First, the broadcasnatureof the wireless
communicatiormediumsigni cantly enhanceshe capabil-
ities of an adwersaryto eavesdrop,tamperwith transmit-
ted paclets,andinject pacletsto initiate denial-of-service
(DOS)attacks.Thesesusceptibilitiesalsoapply to wireless
LANSs suchas802.11andmobileadhocnetworks.Second,
WSNs are highly resourceconstrainedwhich hasstrong
implicationson the type of cryptographythat canusedin
sensomodesg.g.lightweightsymmetrickey cryptography
suchas RC5 hasbeenshaown to be effective [19], while
compute-intensie public key cryptographysuchas RSA
is infeasibleat present[§ The relatively weakdefense®f
sensornodesare susceptibleto external attacksby much
strongeradwersarieequippedvith morepowerful comput-
ing andcommunicatiorequipment.Third and perhapshe
most unique, sensormodesare distributed in the eld in-



ib) tree-like network structure

{e) A Sensor
A node

L L]
- * . *
% « hase atation =
. e * w o
R n
s Taa®* s @ . L]

(a) A sensor network: 3 base stations, 2
adversaries are attacking it

Figure 1. An example of a typical wireless
sensor netw ork.

situ and thereforelack the physicalsecurityof mostother
formsof wired andwirelessnetworking. As aresult, WSNs
arehighly susceptibl¢o the physicalcompromiseof oneor
moresensomodes.Oncecompromisedthe sensomode(s)
canbeexploitedby anintruderto damagehe WSNthrough
DOS,jamming,andspoo ng attacks.

This paperfocuseson improving theintrusiontolerance
of a WSN againstattacksfocusedon isolating or destrg-
ing the basestation.As shavn in Figurel, the basestation
is acentralpoint of failure.If anadwersarycansuccessfully
attackthe basestation,thenthe adwersarycanlargely dis-
ablethe WSN. The variety of attacksthat canbe mounted
againstthe basestationinclude remoteDOS attacksfrom
deepwithin the WSN that ood the basestationwith pack-
ets,remotespoo ng of the basestationto misdirectlegit-
imate sensordataandtherebystane the basestation,and
eavesdroppingo deducethe vicinity of the basestationso
thatit canbelocally jammedor even physicallydestryed
if its preciselocationcanbe discorered.The DOS, spoof-
ing and jamming attacksall resultin isolation of the base
station.Despitethe bestelectroniccountermeasureanad-
versarymay getlucky anddestry a singlebasestation.

To addresshesekindsof remoteandlocal attacksupona
WSN's basestation this paperdevelopstwo securitystrate-
gies.First, a key focusof this paperis on developingtech-
niguesthat canlimit the damagerom disruptingthe com-
municationbetweerbasestationsandsensomnodes.n par
ticular, we introducemechanismshatenablethe secureset
up of multiple routing pathsto multiple basestations With
this schemegventhoughan adwersarycanattackand de-
stroy partof the sensometwork, e.g.isolatea minority of
basestations the restof the network cansurvive andcon-
tinueto reportdata.A secondkey focusof this paperis on
introducingnovel techniqueghat protectthe locationand

identity of thebasestationfrom beingeasilydiscovered For

example,f anattacleris ableto snoopon paclettraf ¢, and
knows that all sensorpaclets areroutedtowardsthe base
station,the attacler could follow paclets, graduallytrace
the routebackto the basestationandtherebydiscover the

vicinity of the basestationfor local attacks This papermpro-

posesavarietyof techniqueso combatsuchtraf ¢ analysis
attacksandtherebyimprovetheintrusion-toleranceroper

tiesof WSNs.The neteffect of both securemultipathrout-

ing setupandanti-trafc analysids to improvetheintrusion
toleranceof WSNsto basestation-focuse@ttacks.

2. Network Framework and Threat Model

We build our security schemeshasedon the common
sensornetwork structure describedin TinyOS [13] and
TinyDB [17]. We assumehat the sensomodesare orga-
nizedin a tree-like network routing structurearoundeach
basestation,asshovn in gure 1 (b). Eachbasestationis
therootnodeof atree.Every sensomnodeis anodein some
of the trees.Eachnodehasa numberof child nodesthat
areits downstreamnodes,anda parentnodethatis its up-
streamnode.Every sensomodeprocesseshe sensediata
from all of its child nodesanditself, andsendgheresultto
its pareninode. Eachnodehasits activity rangev: if thedis-
tancebetweertwo sensomodesis no morethanv, the pair
of nodescansendandreceve datato andfrom eachother

For the capabilitiesof anadwersarywe assumehat:

An adwersarycan capturesensomodesand is capa-
ble of compromisinga sensomodeto obtainall of its

information, e.g. symmetrickeys. In addition,an ad-

versarycanreprograma sensomodeto corvertit into

a maliciousnode.But we assumethat the adwersary
needssometime to compromisea node.

An adwersaryhasa jammingranged, d  v. Within
d, anadwersarycangenerateadio signalsto interfere
with signalsgeneratedy sensornodesor basesta-
tions.

An adwersarycan receie ary datafrom ary sensor
nodeor basestation,if the distances lessthanv. We

assumehatanadwersarys paclet acceptanceangeis

still v. Althoughit is easyto senda strongerdatasig-

nalto alargerrangethananormalsensonodesrange,
it is dif cult to receive datafrom a sensomodethatis

furtherthanv, sinceit needseedsvery sensitve, and

expensve equipments.

An adwersarycanphysicallymove from placeto place.

However, an adwersarydoesnt have global informa-
tion aboutthe whole network, andcannotjam the en-
tire network. Supposethe whole sensometwork has
rangeD . Thenweassumal D .



Our assumptioris thatit is very dif cult for anadwersary
to obtainsufcient globalinformationto destry the entire
sensometwork. Instead the adwersaryis assumedo have
limited local knowledgeof the sensometwork. Moreover,

we assumethat a resource-richbasestationhassufcient

functionality to protectitself from tamperingandis resis-
tantto obsenationsvia camou age.As aresult,an adwer-

sary's only threatoptionsto the basestationsareto jamthe
communicatiormedium,destry thebasestation,spoofthe
basestation,or ood thebasestation.

3. RedundantPaths Setup

To provideintrusiontoleranceandfaulttoleranceyein-
troduceredundang in the form of multiple basestations.
Sinceanadwersarycanobstructdelivery of sensodatathat
is routedover only onepathto oneof the basestationswe
introducemulti-pathrouting redundang to improve intru-
siontoleranceof WSNs. Ensuringthateachpathis routed
towardsa differentbasestationcanfurtherimprove the ef-
fectivenes®f thisapproachOurcontributionin thefollow-
ing is to describehow a multi-pathmulti-basestationrout-
ing schemecanbe constructedn a WSN while still limit-
ing theability of anadwersaryto spoofa basestationand/or
launchDOS attacksagainsta basestation.

3.1. Securing Multi-P ath Multi-Base Station
Routing

The simplestway to setup multiple pathsfor eachsen-

sornodeto multiple basestationsis to usea ooding mes-
sage:eachbasestation broadcastsa unigue requestmes-
sage(calledthe RE Q message)Whena sensomode rst
recevesthe REQ messagdrom a basestation,it records
the sendeiof the paclet asits parentnodefor thatbasesta-
tion, and re-broadcastthe REQ messagéo its neighbor
andchild nodes This sensonodethenignoresall copiesof
the sameRE Q messag¢hatit recevedlater In this man-
ner, the REQ messagayeneratedrom eachbasestation
oods the entire network, while every nodeforwardsthat
messagg@ustonce andthepathbetweera child nodeandits
parentnodeformsatreerootedat thatbasestation.If there
are multiple basestations ooding their own REQ mes-
sagesgvery sensomodewill have one pathfor eachbase
station.

However, this simpleschemeannotpreventamalicious
compromisedhodefrom spoo ng a basestationby sending
forged RE Q messagesktvery nodewill think the forged
messagés generatedby this basestation,andwill forward
theforgedREQmessagelhatmessagill ood thewhole
network, and canbe repeatedlysentin a form of DOS at-
tack. In addition,all sensomodeswill build a routingtree
rootedat the maliciousnode.To defendagainstsuchanat-

tack,we adapta schemeproposedn [8] of usingaone-way
hashchainto losselyauthenticatdcREQ messagedderewe
brie y describethis solution.

A oneway hashchainis generatedy a one-way func-
tion F. F hasthe propertythatif we know x, it is easyto
computey = F(x). Butif we only know y, it is computa-
tionally infeasibleto obtainx = F 1(y). A one-way hash

thatK; 1 = F(K;), whereO < i n. Eachbasesta-
tion randomlyselectsa seedK, andcomputesa one-
way hashchainH =< K ;K 1;:::Kqy > with func-
tion F. Eachsensomodeis pre-con guredwith theinitial
numberK ;. When a basestation sendsits rst REQ
messagehatmessageontainsa one-way hashchainnum-
berK; . Whena sensomodereceiesthis messageit ver
i es the one-way hashchainnumberin the RE Q message
by checkingif K, = F(K;). If sucha matchis found,
the sensomodeassumeshatthe messagdasbeengener
atedfrom basestation . Thenodethencachegheone-way
hashchain numberit just receved, and processthe mes-
sageptherwisethemessagés droppedWhenthebasesta-
tion sendsith REQ messageit attacheK; . Whena
nodegetsthis messaget will useits cachedne-way hash
chainnumberto verify the messagdy applyingthe func-
tion F a nite numberof timesuntil the cachedone-way
hashchainis encounteredlhe advantageof sucha scheme
is thatevenif anadwersarycompromises sensomnodeand
obtainsF andthe seed,t cannotgeneratduture numbers
in the one-way hashchain.In this way, the ability of anar
bitrary compromisedensomnodeto spoofa basestationby
generatingalseRE Q messages severelylimited.
However, thereremainsa securityproblemfor this one-
way hashchainapproachAn adwersarycanlauncha rush-
ing attack[15] [14] to “capture”a large numberof down-
streamnodesin sucharushingattack,whenthe adwersary
recevesa RE Q messageit immediatelyrebroadcastthe
messageavith muchhighertransmissiorpower. The nodes
“captured”within the adwersarys jammingranged will be
misledinto thinking thatthe adversaryis their parentnode.
In addition,the captureeffectis magni ed sincethe REQ
messagsentby theadwersaryreacheslownstreanattacled
nodesearlierthan normal REQ messageropagationso
that the attacked nodeswill further capturemore of their
downstreamnodes.All such captureddownstreamnodes
will fail to connecto the correctbasestation.

3.2. Echo-back Scheme to
Nodes

Identify Neighbor

3.2.1. Echo-backProcesgo Verify Neighbor Nodes To
addressherushingattackproblem,we proposehefollow-
ing echo-backscheme An adwersaryis able to launcha
rushingattackwhena sensomodefails to checkwhether



Figure 2. REQ message ooding, rushing at-
tack and echo-bac k countermeasure .

a sendemith anexpandedransmissionmangecanrecipro-
cally receve data.We obsenre thatif asensomodecande-
tectthatit cannotreachthe transmitter thenthatnodecan
identify andblockarushingattack. Thesensonodesactiv-
ity rangev is smallerthanthejammingranged of theadwer-
sary We assumehattheadwersarycanonly heardatawithin
rangev, becausehe datasentby a sensomodeis too weak
to be detectedbeyond rangev. If eachsensornode con-
structsasetof reachabl@eighbomodesandis only willing
to receive RE Q messagefom this setof neighbormodes,
thenspoofedRE Q messagefrom an adwersarytransmit-
ting atmaximumpower will beignored.Thus,the damage
from arushingattackcanberestrictedwithin asmallrange
V.

To identify neighbomodeswe introducea simpleecho-
backapproachln its mostbasicform, which we shall en-
hancewhena sensomodeS1 recevesa broadcasREQ
messagdrom anothemodeS2, it sendsan echomessage
to that node S2 and waits for the repliesto that message.
Until it recevesa f eedbackmessagdrom S2, the earlier
broadcasimessagés not processedy S1. If a nodere-
cevesthef eedbackmessagérom a neighbomode,it will
recordthat nodeasits veri ed neighbor To reducedelay
in broadcastingsensomodescanrun theecho-baclproce-
durewith its neighbomodeseforebasestationsood their
RE Q messagesThus,whenanoderecevesa REQ mes-
sagejt canimmediatelycheckif the messagesendeiis its
neighbornode.Figure2 shavsthe REQ ooding scheme,

therushingattack,andthe echo-bacldefense.

The rushingattackis not completelyprecludedwith the
echo-bacldefenseMultiple adwersariesancooperatiely
form arelaypaththatis shorterthanthenormalRE Q prop-
agationpath. However, sucha cooperatie attackis more
dif cult to mountthantherushingattackaddressetiere.

3.2.2. Cluster Key Set Up It is usefulto encrypteach
RE Q messagateachforwardinghop,insteadof sendinga
plaintext broadcasiessagédf theadwersarydoesnt know
the key to decrypta REQ paclet, thenit cannotlauncha
rushingattack.

To encryptthe RE Q messageyst eachpair of veri ed
neighbornodessetsup a pair-wise key. The key setup is
combinedwith the echo-backschemeConsiderrst asim-
ple pairwisekey setup in which we assumehatall nodes
in the network sharea global key. The following process
shawvs how to run echo-backandsetup pairwise keys be-
tweenneighbomodes.

First, every nodea locally broadcastan echo message
to its neighbomodeswith format:

echo: Eglobal _key (I Dajjnonce)

Wherel D is theID of sensomodea, nonce is a random
number

If nodeb recevesthis messageit generates random
numberK ., asthe pairwisekey betweera andb, anduni-
castshackthe messagevith format

back: Egiobal _key (I Dpjjnonce+ 1jjKp:a)

Whennodea recevesthis messageit recordsnodeb asits
veri ed neighbor andit comparests ID numberwith b's
ID numberlIf ID, < | Dy, nodea andb usethe random
number(K ,.p) generatedy a astheir pair-wise key. Oth-
erwise,if D, > | Dy, thenthey usethe randomnumber
(Kp.a) generatedby b astheir pair-wisekey.

Theglobalkey is only usedto encryptthe pair-wise key
duringdatatransmissionlf anadwersaryobtainsthe global
key afteranodehasrecevedits pair-wise key, thenthe ad-
versarycannotknow the pair-wise key. If anadwersaryob-
tainsthe global key beforethe echo-backprocessnishes,
he can obtain the pairwise keys within his range,but is
unlikely to obtainthe pairwise keys outsideof his range,
becausdghosenodeswould have nished their echo-back
scheme.

Recently several randomkey pre-distritution schemes
have beenproposedo setup pairwisekeys betweemeigh-
bornodesin sensomnetwork [10][7][9][16]. Theseschemes
provide strongersecurityprotectionthanthe globalkey ap-
proachWe canuseary of theseschemeso setup pair-wise
keys andverify neighborhoodelationships.

After a nodes hassetup pairwise keys with all of its
neighborsye proposehatit setsup asingleclusterkey for



REQ_process(Bcletp) f
srcid p:Ds
if (src.id 2 neighbors_set) f
content Dk, . 4 (p:content)
/I p:content == Ex c,(OHCjjI Dg)

bsid content:l Dg
tmp_ohc  content:ohc
for(i  0;i < thr eshold;i + +)f

if (ohc[bs.id] == F (tmp _ohc)) f

ohc[bsid]  content:ohc
p:content  Eg, , (content)
p:IDs  my._d
sendp
return
g
tmp_ohc  F (tmp -ohc)
g
g

g

Figure 3. Algorithm for REQ message pro-
cessing.

its encrypteddatatransmissionsvith its neighbors.Node
s'sclusterkey K Cg is akey sharedby s andall of s's veri-
ed neighborsTo setup K Cs, s generates randomnum-
berK Cs, andunicastsit to all its veri ed neighbornodes,
encryptedvith theirrespectie pairwisekeys.Whenanode
s forwardsa REQ messageit will encryptthe message
with its clusterkey K Cs.

3.3. Multiple Paths SetUp

Giventhe pairwise andclusterkeys, the procesof set-
ting up multiple routing pathsis asfollows:

1. Every noderunsthe echo-backprocesdo identify its
neighbomodesandsetsup pairwisekeyswith its ver-
i ed neighbornodes.Thenit sendsits clusterkey to
eachof its neighbomodesencryptedusingthatneigh-
bor's pair-wisekey.

2. Eachbasestationbroadcastits REQ messagéo its
neighbomodes.

3. Whenasensomnoderecevvesthebroadcasmessagst
processethe RE Q message.

In step2, theformatof the RE Q messagés:
REQ : REQjjI DsjiEk ¢, (OHCjjl Dg)

WhereREQ is the type of the messagel D is the ID of
thecurrentlysendingnodes, | Dg isthelD of thebasesta-
tion who generatedhis REQ messageand OH C is that
basestations one-way hashchainnumber

Whennodex recevesthis RE Q messagerst it checks
the sendeiD. If s is x's veri ed neighbor x decryptsthe
one-way hashchainnumberOH C with s'sclusterkey, then
x usegheone-wayfunctionF andits cacheddH C number
of basestationB to verify thenew incomingOH C number
If the OH C is valid, x will replaceits cachedOH C num-
ber with this new incomingvalue,encryptOH C with its
own clusterkey, andbroadcasthe newly encryptedRE Q
messagerigure3 shavsthealgorithmfor sensomnodex to
procesghe RE Q message.

3.4. Maintaining nodejoins and leaves

If a noderunsout of its batteryor is damagedit will
leave the network. This deadnodeblocksthe communica-
tion path of its child nodes.The redundantpath approach
cantoleratea certainnumberof suchnodedeaving. In ad-
dition, the basestationswill periodically collect network
topologyinformationto nd the deadnodes,asdescribed
later. If anew nodeis addednto the network, it canusethe
echo-baclkapproachto nd its veri ed neighborsandcan
temporarilysetoneof its neighbomodesasits parentnode
for datatransmissiorpurposesWhen basestations ood
nev REQ messageghis nodewill then nd its preferred
parentnode.

4. ANTI-TRAFFIC ANALYSIS COUNTER-
MEASURES

Datatrafc in asensometwork is typically asymmetric.
As sensomodesreporttheir data,the directionof the data
movementis mostly towardsthe basestation. This asym-
metriccommunicatiorpatterncanaid anadwersaryin track-
ing down thelocationof abasestation.Thiscanresultin the
adwersarylaunchingseriousattackson the basestationand
eventuallybringing down the entire sensometwork. There
areseveralwaysto trackthelocationof a basestation:

1. If an adwersary can understandthe contentsof a
paclet being transmitted,the adwersary can corre-
late the paclets that are forwardedtowardsthe base
station.Thiswill allow the adwersaryto follow the di-
rection of thesepaclets towards the vicinity of the
basestation,leadingto localizedjammingand/ordis-
covery anddestructiorof the basestation.

2. If thereis atime-correlatiorbetweerwhena nodere-
ceivesa paclet andwhenit forwardsthat paclet, an
adwersarycanusethis time correlationto nd the di-
rectiontowardsthe basestation.

3. If thereis notraf c control,anodethatis nearthebase
stationwill in generalsenddatamorefrequentlythan
the nodesthat arefartheraway from the basestation,
becauselataaccumulatessit is funneledtowardsthe



Figure 4. Decorrelating packet send times via random delays.

basestation.By monitoringthe datatransmissiomate,
theadwersarycantrackthelocationof the basestation.

Different data transmissionschemesmay have differ-
enttime-correlatiorpatternsaanddifferentdatasendingrate
constraintsIn this paper we proposeanti-trafc analysis
mechanism#o preventanadwersaryfrom usingary of these
methodsto discover the location of the basestationunder
somecommondatatransmissiorschemesNote that it is
dif cult to track the location of the basestationby moni-
toring REQ messaged)ecauseghosemessagesccurin-
frequentlyandgo far away from the basestation.The goal
of our anti-trafc analysisschemess to preventan adwer
saryfrom nding thetraf c directionsby analyzingpaclet
transmissionsvithin its range.In particular our goalsare:

An adwersarycannotdeterminea pacletdestinatiorby
inspectingthe contentsof the paclet.

An adwersarycannotnd thedata o w directionby an-
alyzing the time correlationbetweenthe paclets sent
by child nodesandpacletssentby their parentnodes.

An adwersarycannot nd the datatransmissiordirec-
tion by doing statisticalanalysisof the paclket trans-
missionrateof every nodewithin its range.

For simplicity, in this section,we consideronly those
sensometworks thathave onebasestation.All techniques
proposedcerecanbe extendedto multiple basestationnet-
worksaswell.

4.1. Hidden Packet Destination Addr ess

To hide the contentsof a packet andits destinationad-
dress,every nodeencryptsthe destinationaddresspacket
type, and the contentsof the paclket with its clusterkey.
Thecurrentsenders addressemainsn plaintext sothatthe
recever canchoosethe correctclusterkey to decryptthe
paclet. Theformatof a pacletis

I Dsr CJJ EK Csrec (ty qul DdStJJdata)

Whena noderecevesthis paclet, it checksl D, andde-
cideswhich clusterkey to useto decryptthe paclet. After
decryptingthe restof the packet, a nodechecksif it is the
destinatiorof the paclet.

The net effect is that the paclet's entire appearancés
transformedat every hop alongits path,makingit dif cult
for anearesdroppeto tracethe pathof the paclet. Hop-by-
hopreencryptiorspatiallydecorrelateshe paclet'sappear
ance.Unlessanattacler cancompromisea senders neigh-
bor nodeandobtainthe clusterkey, it won't know the con-
tentsof thepaclet. If anattaclercompromisesinodes and
obtainsall the keys inside the node,it will be ableto de-
cryptthepaclketssentby s's parentnode,andcanthentrack
two hopstowardsthe basestation,but cannottrack beyond
that.

4.2. Decorrelating Packet SendingTimes

Pacletencryptioncanhideapacletdestinationput can-
nothideits senderBy carefullymonitoringthe pacletsend-
ing time of everynode anadwersarymaygetsomeinforma-
tion aboutdatatrafc o ws. For example,if a parentnode
s recevesa packet from its child nodec andforwardsthat
pacletimmediatelyanadwersarycanobsenetheshorttime
interval betweens and ¢ and eventually infer the parent-
child hierarchygivensufciently long obsenations.

To preventthis, we decorrelatghe paclet sendingtimes
betweena parentnodeandits child nodes.Here we only
considetthesituationthateverynodesendgataatthesame
rate.Thissituationoccurswheneverynoderegularly aggre-
gatesdatafrom its childrennodesand sendsa resultto its
parentnode.Supposeall child nodesand parentnodesre-
port their dataduringtime period T. Let's denotethe time
interval betweentwo child nodessendingpacletsas t.
(weassumesensonodesuseaMAC layerprotocolto avoid
pacletcollisions),thetimeinterval from thelastchild node
sendingdatato theparentnodesendingdataas t,, andthe
time betweena parentnodesendingdataandits grandpar
entforwardingdataas t..Wedenote tc, t,, t asthe



Figure 5. Rate contr ol scheme.

averagevalueof tc, t,,and t;.If thedifferencede-
tween tc, tpand t, areobsenable,anadwersarymay
beableto extractwhich nodeis the parentnodeaftermoni-
toring the network for anextendedperiodof time.

If the parentnodeandchild nodessendpacletswith the
samerate, sensornodescan introducerandomdelay be-
tweenpacletsendingimes.This makesthe differencesde-
tween tc, tpand t, unobserable.Todothis, rst the
time periodT is dividedinto m slots,if therearem 1child
nodesandl parentnode.Every nodeis assigned slotand
randomlychooses time within its slot to sendits paclet.
For example,in Figure4, thetime slotassignmerdlgorithm
is centerechtthe pareninode.Thepareninodeinformseach

child nodeof its time slot with a secureunicastmessage.

Nodesn; to n4 arens's child nodes,andng is ns's par
entnode.Figure4(a) shaws every nodesendsts paclet as
soonasit can.Thedifferencedbetween tc, t,and t;
arecorrelatedFigure4(b) shavs thatn; to ns occupy dif-
ferenttime slotsand eachnodesendsits paclet randomly
within its time slot. The differencedetween t;, t, and

t, areindistinguishableExperimentshow thata sensor
nodeonly spendsabout40 to 50 millisecondsto senda 36
bytespaclet. Normally, a sensoreportsdataoncea minute
or tensof secondsln a connectedsensometwork, a sen-
sor nodemay have 10 to 20 neighbornodes.So the time
slotis big enoughfor a sensomnodeto successfullysendits
paclet.

4.3. Controlling Packet SendingRates

In the previous subsectionye assumedhat every node
sendgacletsatthesamerate.However, in somecasesdif-
ferentsensomodesmay sendpacletswith differentrates.
For example,the basestation may require that eachsen-
sor node sendsits neighborhoodnformation (which con-
tainsthe IDs of its identi ed neighbornodes)backto the
basestation.We call this a topolagy report The topology
reporthelpsa basestationto updateits completenetwork
topology picture. The endusercanusethis informationto

learnwhat sensomodesandbasestationsareunreachable.

For thetopologyreportmessages parentnodehasto for-

while (1) f
sendPs to parentnode
listento paclet sendingof neighbomodes
if receve pacletp
if (p:sender == parent_node) f
if (p== Ps)jj(p== dummy))f
Ps  dummy
g
g elseif (p:sender 2 s:children) f
if (p & dummy && Ps == dummy) f
Ps p
g

g
wait for next time slot

Figure 6. Algorithm for packet sending con-
trol.

ward every messagdrom its childrennodes,andaggraya-
tion is avoided.If every nodesendspaclet with the same
rate,thennodescloserto the basestationwill sustainarger
sendingrates.By monitoring paclet sendingrates,an ad-
versarycantrackthe basestation.

Our solutionis to setthe paclet sendingratecontrol be-
tweena parentnode and its children nodes.That creates
a uniform sendingrate acrossthe entire sensornetwork,
sothat every nodebehaeslike every othernodein terms
of trafc volume.Whena parentnodehasa pacletin its
buffer to send,it won't acceptary pacletfrom its children
nodes.Whenthe parenthassentout its paclet, it accepts
one paclet from its children nodesand saves that paclet
into its buffer. All childrennodesaremonitoringthe paclet
sentout by their parentnode,becausehey have the par
ent'sclusterkey. If achild node nds thatits paclketwasjust
transmittedby its parentnode (that meansits parentnode
hasreceved its paclet), or if it nds its parentbegins to
senddummypaclets(thatmeangheparentnodehasempty
buffer), thenthe child beginsto accepta new paclet from
its children nodes.Otherwiseit will continueto sendthe
samepaclet to its parentnode.If a nodedoesnt have ary
pacletto send,it justinjectsa dummypacletto its parent,
until the whole topologyreportingprocessstops.The base
stationcan senda broadcasimessagéo startand stopthe
topologyreportingprocessThis ratecontrolschemes de-
pictedin Figure5, and gure 6 describeshealgorithm.This
algorithmimplementgatecontrol,andit robustin casethe
child nodefails to hearthe parentnodeforwardits paclet.
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Figure 7. Effects of Rushing Attac k During Multipath Routing Setup.

5. PERFORMANCE ANALYSIS
5.1. Overheadof Cryptographic Algorithms

A sensonodeneedgo save aglobalkey, pairwisekeys,
clusterkeys,andone-way hashchainnumbersSupposev-
erykey is 8 bytes.If anodehasn neighbomodesandthere
arek basestations,t uses8 (2n + k + 2) bytesto save
all keys. For example,if thereare4 basestation,andanode
has10 neighbomodesjt uses208bytesfor all keys. If the
keys are not changedvery often, e.g. global key and pair-
wisekeys, they canbesavedin the128KB ash memoryor
the4KB embeddedeEPROM.

To evaluatethe performanceof computingoverheadof
cryptographialgorithmsin REQ ooding anddestination
addresgncryptionweimplementedencryption/decryption
algorithms,andone-way hashchainveri cation on Berke-
ley MICA1 sensormotes[1l]. We chose RC5 (with 12
rounds)asthe block cipherto implementthesealgorithms.
Tablel shaws performancef ourimplementationTheex-
perimentshavs thatthe overheacdf verifying the one-way
hashchainnumberon sensomnodess not prohibitive.

5.2. Performanceof secuie multipath setup

To evaluateeffectivenessof multipathto multiple base
stationrouting,we simulatedourroutingpathsetupscheme
and measuredhe numberof nodesblocked by adwersary
We simulatedthe casethatthereis only onebasestationat
the centerof a network, andthe casethat thereare 4 base
stationsat 4 cornersof a network. We simulatedthe case
that the malicious node can have from 2 to 4 times data
transmissiomadiusthata normalnodehaswhenwe didn't
apply echo-backapproachandthe casethatthe malicious
nodes effective transmissiorrangeis assameasa normal
nodesdatatransmissiomangewhenwe appliedecho-back
approachTo measurghenumberof blockednodesweran-

domlydistributed2000nodesn anetwork areawith density
thatevery nodehasabout16 neighbordn average We ran-
domly selectedhemaliciousnodesrom 1 to 10 amongthe
2000nodesandsimulatechow mary nodeswill beblocked
by maliciousnodesf maliciousnodedaunchrushingattack
with 1, 2, and4 timesof normaldatatransmissiomangere-
spectvely. We repeatedhe testfor 100times. Every time
we radnomlydistributedthe 2000 nodesandrandomlyse-
lectedmaliciousnodesFigure7 shavsthe averagenumber
of nodesblockedby maliciousnodes.

Figure7 (a) shavs theresultsfor the singlebasestation
case.We can seethat the echo-backapproachis very ef-
fectivein preventingtherushingattack.For example,if ad-
versariedaunchrushingattacksat 10 differentplacesand
their paclets can reach4 times away further than a nor-
mal nodedoes,they canblock abouthalf nodesin the net-
work. In comparisonwhen echo-backis usedto defend
againstrushing attacks,adwersariescan only block about
5% of the nodesin the network. Figure7 (b) shavs there-
sultsfor the multiple basestationcase Fromthis gure, we
canseeagainthat the echo-backapproachis still very ef-
fective againstrushingattacks.In addition,comparedvith

gure 7 (a), we canseethat multiple pathrouting to mul-
tiple basestationsprovides considerablymore robust net-
work connectvity thanthe singlebasestationapproaches-
pecialyin combinatiorwith the echo-bacldefense.

Speed| Code Data
(msec)| (Bytes) | (Bytes)
Encryption(30bytes) 1.94 1488 112
Decryption(30bytes) 2.02 1518 112
One-way hashchain 4.18 1768 136
Table 1. Overhead of Cryptographic Algo-

rithms
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5.3. Anti-traf c Analysis MessageOverhead

Wedene C = MM—O to measurethe datatransmission
overheadf ouranti-trafc analysisstrateyy, whereC is the
costmeasurementyl is the numberof messagesvithout
the anti-trafc analysisstratgy, andM © is the numberof
messagewith the anti-trafc analysisstratayy. In our ex-
perimentswe simulatedand measuredhe messagever-
headof the rate control schemesinceit introducesextra
“dummy” paclets.We ran threegroupsof tests.For each
groupof tests,we employed a differentnetwork topology.
Thesenetworksdifferedfrom oneanotheiin the numberof
nodes put hadthe samenodedensity Thenumberof nodes
variedfrom 250to 2000.For eachtest,sensomodeswere
randomlydeployedin the network area.We setup routing,
andmeasured ° andM . For the samenumberof nodes
with thesamenetwork density we repeatedhetest50times
and calculatedthe averagevalue. Figure 8 (a) shavs the
simulationresult of 'V'WO for threedifferentnetwork densi-
ties. We canseethatthe overheadof our rate control strat-
egy increasessthe sizeof the network ingrea5e$0ur ini-
tial analysisandexperimentsshaw that¥— /N, where
N is the size (numberof nodes)of network). Thatmeans
the rate control overheadis not scalablecorrespondingo
thesizeof network.

However, if topology information is not requiredfre-
guently the overheadof the rate control schemeonly oc-
cupiesa small part of thetotal cost. The network trafc is
dominatecdby regularsensedlatareport,whoseanti-trafc
messageverheads 1. Figure8 (b) shavsthetotalmessage
overheadcombiningsensordatapackets andtopology re-
portsoveranintermediatalensitynetwork. We assumehat
everynodereportdts dataonceperminute,andthebasesta-
tion requiresatopologyreportever 1 dayto 30days.Figure
8 (b) shaws thatthe total overhead-educesasthe basesta-
tion requirestopologyreportslessfrequently For example,
if thetopologyreportis performedoncea week,total over

headis lessthan1.01.In this contet, the overheadf send-
ing “dummy” pacletsis muchlessnoticeable.

6. RelatedWork

Sensometwork securityis a critical issuein sensomet-
work research[22], [19], [15]. A. Perrig et. al [19] ad-
dressedecurecommunicationn resource-constrainesgn-
sor networks, introducing two low-level securebuilding
blocks,SNEPand TESLA.A. WoodandJ. Stanlovic [22]
provided a surwey of mary kinds of denial of serviceat-
tacksin sensometworks and discussediefensetechnolo-
gies.C. Karlof andD. Wagner15] analyzedsecurity a ws
of variousrouting protocolson WSNs,andproposedoun-
termeasureto enhancesensometwork routing. To defend
againstthe rushingattack,this paperproposedthat every
nodeonly processbeaconmessageshroughbidirectional
links aswell asveri ed neighbornodes.However, the pa-
per usesa trustedbasestationfor neighborhoodveri ca-
tion, which is not scalablefor a large sensometwork. We
proposeo usea globalkey or randompre-destrilntedkeys
for neighbomodeveri cation.

Anti-traf ¢ analysids ainterestingtopicin network pri-
vagy. The onion routing protocol disguiseswho talks to
whomonthelnternetby layeredencryptiorandby forward-
ing recevedmessagem arandomorder[12]. However, the
onion protocolworks for an arbitrary pair of communica-
tion nodeswhich is commonin Internetbut notin sensor
network. In addition,the onion router storesa large num-
ber of messagebeforeforwardingthemin a differentor-
der A sensomodedoesnt have enoughmemoryto store
lots of paclets.

While the issueof intrusiontolerancehasbeenknown
for quite sometime [11][4], recentincreasedn the needfor
safety-criticalsystemshassigni cantly raisedresearctac-
tivity in this area.Recentprojectsaddressingntrusiontol-
eranceanclude[5][20][21][23]. All theseprojectsareaimed



atproviding intrusiontolerancecapabilitiesn atraditional,
resource-riclcomputingervironment.

INSENS[8] proposedanintrusiontolerantprotocolthat
setup multiple pathsin a WSN. However, in INSENS, ev-
ery sensornode needsto senda “feedback” messagdo
the basestation,which is inef cient and not scalable.In
addition, REQ messageés vulnerableto rushingattacks.
Our mutltipathto multiple basestationsroutingschemead-
dressedhesesecurity aws.

7. Conclusionand Futur e Work

In this paper we have addressedmportantsecurityand
intrusion-tolerancéssuesn building a distributedwireless
sensometwork. Two intrusiontoleranceschemesre pro-
posedto defenda WSN againstattacksfocusedon isolat-
ing basestationsand tracking basestations.First, the se-
curesetup of multiple pathsto multiple basestationsis in-
troducedo tolerateisolationof abasestation.Mechanisms
like one-way hashchainsandthe echo-baclalgorithmare
proposedo preventspoo ng, DOSattacks andrushingat-
tacks. Second,anti-trafc analysisstrateies like hop-by-
hopclusterkey encryption/decryptioandsendingatecon-
trol areofferedto disguisethelocationof basestationsrom
eavesdropperskuturework includesdesigninganti-trafc
schemedor otherdatatransmissiorschemessuchasgen-
eraldataaggreyationreporting,andproviding low overhead
ratecontrolmechanisms.
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