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Abstract

MDS5 is a well-known and widely-used cryptographic hash function. It hasreceived renewed attention
from researders subsequen to the recert announcemert of collisions found by Wang et al. [14]. To date,
however, the method used by researders in this work has beenfairly dicult to grasp.

In this paper we conduct a study of all attacks on MD5 starting from Wang. We explain the techniques
usedby her team, give insights on how to improve these techniques, and usethese insights to produce an
even faster attack on MD5. Additionally , we provide an\MD5 Toolkit" implementing theseimprovemerts
that we hope will serve as an open-sourceplatform for further researd.

Our hope is that a better understanding of these attacks will lead to a better understanding of our
current collection of hash functions, what their strengths and weaknessesre, and where we should direct
future e orts in order to produce even stronger primitiv es.
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1 Intro duction

Backgr ound. MD5 wasthe last in a successiorof cryptographic hash functions designedby Ron Rivest
in the early 1990s. It is a widely-used well-known 128-bit iterated hash function, used in various appli-
cations including SSL/TLS, IPSec, and many other cryptographic protocols. It is also commonly-usedin
implemertations of timestamping mecanisms,commitment schemes,and integrity-cheding applications for
online software, distributed lesystems, and random-number generation. It is even usedby the Nevada State
Gaming Authorit y to ensureslot-machine ROMs have not beentampered with.

Cryptographic hashfunctions like MD5 do not have a sound mathematical security de nition, but instead
rely on the following \in tuitiv e" notions of security: for a hash function h with domain D and range R, we
require the following three properties.

Pre-image Resistance: For a giveny 2 R, it should be \computationally infeasible"to nd an x 2 D
such that h(x) = vy.

Second Pre-image Resistance: For a givenx 2 D, it should be \computationally infeasible" to nd a
distinct x°2 D such that h(x) = h(x9.

Collision Resistance: It should be\computationally infeasible"to nd distinct x; x°2 D sud that h(x) =

h(x9.

In all attacks described in this paper, the focus is on violating the last requiremert above: that is, we
wish to nd collisionsin MD5.

In 1993B. den Boer and A. Bosselaerd4] found two messageshat collided under MD5 with two di erent
IVs. In 1996 H. Dobbertin [5] published an attack, without details, that found a collision in MD5 with a
chosenlV dierent from the MD5's. Finally, at CRYPTO 2004, a team of researters from the Shandong
University in Jinan China, led by Xiaoyun Wang, announced collisions in MD5 as well as collisions in a
host of other hash functions including MD4, RIPEMD, and HAVAL-128. Their ndings were published
at EUROCRYPT in 2005[13,14]. The sameteam preseried two papers at the 2005 CRYPTO conference
detailing applications of their methods to the hashfunctions SHAO and SHA1, with a generatedcollision for
SHADO, and a description on how to obtain collisionsin SHA1. Given the variety of hash functions attacked
by this team, it seemdlikely that their approach may prove e ectiv e against all cryptographic hashesin the
MD family, including all variants of SHA. It therefore seemsworthwhile to seeka complete understanding
of how this approac works, how it can be improved, and how it can be generalized.

In Wang's short talk at the CRYPTO rump sessionfew details were given. Shepreserted a brief general
overview of the attacks, including the exact di erentials for the pairs of colliding messageblocks, along with
seweral examplecollisionsand estimations of the time complexity for eadh attack. In the interim betweenthis
talk and the publication of the team's papers [13,14], much interest was generatedin nding the methods
usedby the Chineseresearters,and seweral paperswere published on the subject [6{8]. Unfortunately, some
key details of the attacks are omitted from the EUROCRYPT papers, and there are seweral discrepancies
betweenthe analysisdonein [6,8] and the results preserted by the Chineseteam.

Our Contributions. This paper attempts to consolidate and summarize all relevant knowledge of the
attacks on MD5 from the works cited above [6{8, 13,14], then additionally o er new insights and further
improvemerts to this body of work. Speci cally:

We fully explain the \m ulti-messagemodi cation” technique invented by Wang.
We o er new insights on how to nd other di erential paths.

We use the above insights to demonstrate how to satisfy seweral more conditions in round 2 of the
MD5 computation, thereby signi cantly speedingup the seard for collisions.

1For a more complete discussion of hash function security de nitions, see[11].



We demonstrate new methods for decreasingthe seard complexity when nding collisions.

We provide an \MD5 Toolkit" that usesthe above optimizations to produce MD5 collisionsfaster than
any other known implemertation; it also servesas a platform for testing further improvemerts and
new ideas

Along the way, we correct many of the mistakes made by previous authors in their published anal-
yses, using what we believe is an improvemert in notation. Also, in cortrast to the other publications
above, we provide full source code implemerting our methods as an \MD5 Toolkit." Our hope is that
this toolkit will sere as a useful device for researders wishing to explore further techniquesin this line
of work. For example, making further code optimizations or seard optimizations, adding further con-
ditions, or searding for dierential paths in an automated way. The MD5 Toolkit can be found at
http://www.cs.co lor ado. edw~ jrb la ck/ mdt ool ki t.t ar.g z.

Our ultimate goal asa researti community is to understand as best we can the way theseiterated hash
functions work, and the best known attacks against them. Our hope is that the obsenations o ered here,
along with the speci c improvemens we make for MD5 collision- nding, will lead to progressalong these
lines.

Over view of the Paper. We beginby covering the notation usedthroughout the paper. Section3 reviews
the speci cation of MD5. We then give a high-level overview of the attacks and touch on the motivation
and theory behind the attacks in section4. Then we move on to the details of the attack in section 5.

The remainder of the paper is dewoted to detailing our insights and improvemerts. Specic to MD5,
we o er improvemerts that reduce the best-knowvn time complexity [8] by roughly a factor of three. The
methods used by the Chineseteam require an expected 237 MD5 computations to nd the rst block pair
of the colliding messagesand an expected 23 MD5 computations to nd the secondblock pair. Klima [8]
improved the attack so that an expected 232 and 22 MD5 computations are neededto nd the rst and
second,respectively, messageblock pairs, although Klima did not implement his improved attack for nding
the secondblock pair. Our method improvesthe attack so that an expected 2°° MD5 computations are
requiredto nd the rst block pair, and we implement Klima's code for nding the secondblock pair.

The Wang team reported that the example collision they found for the rst block took about an hour
on an IBM supercomputer, and the secondblock pair was found in 15 secondsto 5 minutes on the same
computer. Our code producesboth blocks in an averageof 11 minutes on a commadity PC.

2 Notation

All indices start at 0. This is in contrast to the notation usedin the Wang et al. papers, aswell as [6,8].
Thus, for a 4-byte unsignedinteger x, the bits are labeledfrom 0to 31, with O referring to the leastsigni cant
bit. Let f0;1g" denotethe setof all binary strings of length n. For an alphabet , let denote the set of
all strings with elemens from . Let * = f g where denotesthe empty string. For strings s;t, let
skt denotethe concatenationof s and t. For a binary string s let jsj denote the length of s. For a string s
wherejsj is a multiple of n, let jsj, denotejsj=n. Givenbinary strings s, t such that jsj = jtj, let s t denote
the bitwise XOR of s and t. For a string M such that jMj is a multiple of n, jMj, = k, then we will use

is usedwhenn = jm;j = 32. The former notation will be usedwhenn = jM;j = 512. We may think of M as
a k-tuple if it is conveniert (hencethe vector notation). Generally, the symbol M will be usedfor members
of (f0;1g°*?)* . For asetS of the form fA; :a i bg, we will sometimesdenote S asA,:p.

XOR Differential vs. Subtra ction Differential. These methods use a combination of the XOR
di erential and the subtraction dierential, but with an emphasison the subtraction dierential. That
is, for two integers x; x° 2 [0;23! 1], consider the function x (x;x% = x x% This de nes the XOR
di erential for x; x% Alternativ ely, de ne s(x;x% asx® x mod 22, This is the subtraction di eren tial.



The Chineseauthors supply two columns of di erentials in their tables of di erentials for ead step. One
column contains the subtraction di erential. Another contains what is essetially the XOR di erential, but
there is extra information included to indicate bit di erences. For example, let s(x;x% = 22. There are
many possibilities for  x (x; x% sucd asthesethree examples.

x (x; x% = 0x00000004 (there is only one bit di erent betweenx and x° in index 2)
x (x; x9 = 0x0000000c (bit 3 is setin x°but is not setin x, bit 2 is not setin x°but is setin x)

x (x; x9 = 0x0000fffc (bit 15is setin x°but is not setin x, bits 2 through 14 are not setin x° but
are setin x

The dierential usedin [13,14] captures this type of information by the following notation. Let x be in
[0;280  1]. Then x°= X[as;az;:::;an; bi; bp;i::; bp] denotesx®= x + 221 + 222 + 4+ 2an b
202 2% mod 232, From this information one can compute both  x (x; x% and s(x; x9 if and only if

in the appendix usethis specializeddi erential, but with the above property sothat both x and s may
be computed.

3 The MDS5 Algorithm

The following is a brief description of MD5 using the notation that is usedto describe the attacks later
in this paper. We omit messagepadding in this description sinceit has no e ect on our attacks. The full
speci cation for MD5 can be found in [10].

MDS5 is a hash function in the Merkle-Damgard paradigm [3, 9], where the security of the hash function
reducesto the security of its compressionfunction. The MD5 compressionfunction, which we denote as
MD5., acceptsasinput a 128-bit chaining value CV which we break into four 32-bit valuescvp; cvi; cvy; cvy
and a 512-bit messageblock M and outputs a 128-bit chaining value CV° Formally, MD5. : f0; 1g*28
f0;1g°%2 1 f0;19'%8. Let Ho 2 f0;1g*® andlet M = (Mo;M1;:::;My) for somek 0 andjM;j 2 f0; 1g>12
forO i k. Then MD5(M ) is computed asfollows. Let Hi,; = MD5¢(Hi;M;) for0 i k. MD5(M) is
de ned asHy+1 .

3.1 The compression function MD5,

We now detail the compressionfunction usedin MD5. There are 64 intermediate valuesproduced, which we
will call step valuesand denoteby Q; for 0 i < 64. The step valuesare computed in the following fashion:

Ti i(Qi Qi 20Qi 3)+ Qi 4+ Wi+
Q Qi 1+ (Tin s)
Where s;, y; are step-dependert constarts and w; is the i-th block of the initial messageexpansion. For
0 i<64,w =m; for some0 | < 16. The exact messageexpansioncan be found in [10]. By x + y'
we mean the addition of x and y modulo 232, and by x n y' we mean the circular left shift of x by y bit

positions (similarly, 'x o y' denotesthe circular right shift of x by y bit positions).
The function is de ned in the following manner:

iXy;z)= F(xy;z) = (xMy)_ ( x™ z2), 0 i 15
ixXy;z)= G(xy;2) = (x"z)_(yr:2z), 16 i 31
i(xy;z2)=H(Xy,z2)=x y z 32 i 47
ixy;z)=1(xy;z2)=y (x_:2), 48 i 63

Qa4 v, Qa3 ovs; Q2 cv,; Q1 ovy



The chaining valuesare initially setto, in big endian byte order,
cvp 0x01234567 cvi  0x89abcdef
cv, Oxfedcba98; cv;  0x76543210

After all 64 stepsare computed, MD5. computes
o) cw+ Qeo; CV)  CVi+ Qez; V) OV + Qgz; V) CV3+ Qe

and outputs CV® v kevf ke k o\,
Becauseof their importance later, we repeat someof our notation and terminology: for each message
black, MD5 has four rounds ead of which computes 16 step values (for a total of 64).

4 High-Lev el Overview

Dene o as
(0;0; 0; 0; 2°%; 0; 0; 0; 0; 0; 0; 2'5; 0; 0; 2°%; 0)
and i as
(0;0;0;0;2°%;0;0;0;0,0;0; 2%%;0;0;2%;0):
Let M = (Mg;M1) be a 1024-bit string sud that jMoj = jM1j = 512. For any such M let M= Mg+ o,
M2=M;+ ;5 and M%= (M§;M?) where addition is done componert-wise modulo 232

The Wang attacks describe away of e cien tly nding 1024-bitstrings M sud that MD5(M ) = MD5(M 9.
They do this by tracking the di erences in the step valuesduring the computation of MD5(M ) and MD5(M 9.
Formally, let Q; denote the output of the i-th round of the MD5 compressionfunction upon input M and
let Q° denote the output of the i-th round of MD5 upon input M % Then [14] supplies 128 values (64 for
the rst block and 64 for the secondblock) aj, 0 i < 128such that if their methods nd an M suc that
MD5(M) = MD5(M 9, then QY Q; = & for all Q; computed during the computation of MD5.(M;) and
MD5.:(M{) and Q° Qi = aj+4 for all Q; computed during the computation of MD5¢(M ;) and MD5.(M ).
We will call the valuesQ? Q; di er entials. The a are the correct or prescribed di erentials. Additionally ,
four extra valuesare given in [14] that specify the di erentials for the intermediate chaining values, or the
outputs of MD5.(Mg) and MD5¢(M ).

It is not described in [14] or elsewherehow they chosethe valuesfor a;, but in the next subsectionwe
conjecture someideason their derivation. RegardlessWang et al. detail methods for e cien tly nding such
M by determining conditions on the Q; such that if those conditions are satis ed then the di eren tials hold
with high probability ([14] mistakenly labels the conditions as “su cien t'). Very little information is given
in [14] asto how the conditions on the Q; are obtained from the given di erentials, but an excellert analysis
is given by Hawkes, Paddon, and Rosein [6].

Wang's method for nding an M of the correct form can be described in pseudaode as the following:

Algorithm  Find _Collision

while collision_found is falsedo:
1. Userandom seedsand deterministic methodsto nd M which satis es most conditions on Q;
2. Compute all Q; and QP to ched to seeif di erentials are correct

3. if (rest_of_di erentials_hold) then collision_found true
else collision_found false

end do
return M

We also note here that the above pseudaode is actually done oncefor eac block of M. First a 512-bit
block My is found that satis es all rst-blo ck di erentials, then block M ¢ is found.
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Figure 1: Output dierencesfor F = {,0 i< 16andG= ,16 i< 32
4.1 Finding the dieren tials and conditions
Genera ting Message Differentials. The derivation of the messageand step value di eren tials usedby

Wang remains unexplained. We attempt hereto conjecture how thesewere derived, although we stressthat
this is pure speculation and guessverk.
We begin by noting the following three things:

The  function for round three is just the bitwise XOR of the inputs and is therefore linear - any
changein one of the inputs necessarilychangesthe output in the samebits (formally, for any six 32-bit
unsignedintegersu;v;w;x;y;z, H(x u;y v;z w)= H(u;v;w) H(X;y;z)). On a related note,
ascan be seenin gure 1, ; for 0 i < 32hassome absorbing' properties. That is, it is common
that bit changesin the input do not changethe output.

The di erential is O for the last few step valuesin round 2 and the rst few step valuesfor round 3.
The di erential is 23! for almost all step valuesin rounds 3 and 4.

Before cortin uing, we digressslightly to answer the following question: How is this di erence in bit 31
propagated through round 3? The last few steps of round two have di erential of zero and the rst bit
di erence introduced (by way of the di erential in M) in round 3 is in step 34:

Q%  Qasz+ ((H(Qs3;Qs2:Qa1) + Qao + Yaa + My + 2°) n 16)

which implies that ?
Q%= Qua+ (2°n 16)= Qas+ 2* = Qu[31}

In step 35, another bit di erence is introduced becausem?, = my4 + 23%;

Q% Q3+ ((H(Q34:Qs3:Q32) + Qa1 + yas + myg + 2°Y) n 23)
Substituting Qa4 + 23! for QY, we obtain the following.

Q% 2%+ Qas+ ((H(Qas + 2°%;,Qs3;Qs2) + Qar + Yas + Mya + 251) n 23)
231+ Qg+ ((H(Qs4;Q33; Q32) + 231 + Qa1 + yas + myg + 221) 0 23)

2%+ Qaq + ((H(Qs4;Q33;Q32) + Qa1 + yas + M1g) N 23) = Qas + 231 = Qas[31]

2This computation does not always hold becauseshifting and carry expansion do not commute. In [14], this is codied in
the condition 34:32 = 0. We will assume here that the computation holds (or that Wang's condition is satis ed).




In step 36, no di erence is introduced by the messageword used. The step value is computed as follows.
Q% Q%+ (H(Q%:Q%:Qs3) + Qaz+ yzs+ M) n 4)

281+ Qa5 + ((H(Qss + 23%;,Qas + 2°1,Qa3) + Qa2+ yzs + M1) N 4)

= 2%t + Qas + ((H(Qs5:Q34;Qa3) + (238 2%1)+ Qa2+ yze + M1) N 4)

231 + Qa5 + ((H(Qss;Q34;Q33) + Qa2 + yas + M1) N 4) = Qae + 231 = Qs4[31]

Another bit di erence is introduced by the messageword in step 37.

Q% Q%+ (H(Q%:Q%: Q%) + Qaz + yar + my+ 251) n 11)
= 2%+ Qs+ ((H(Qas + 2%%;Qa5 + 2°5,Qaa + 2°1) + Qaz + yzr + mg+ 22') n 11)
= 231+ Qas + ((H(Qa6; Qas; Qaa) + 22+ 231+ Qaz + ya7 + ma+ 22) n 11)
= 281+ Qs+ ((H(Qs6;Q35;Qasa) + Qaz + yar + my) n 11)= Qa7 + 231 = Qg7([31]

One can then easily verify that if no further bit di erences are introduced via the messagewords, for step
values Q; in round 3with i  38,Q°= Q; + 2°1. Thus, the bit 31 cascadesdown the step valueswithout
further conditions.® Using the linearity of H and addition of 23! modulo 22 is a clever way to minimize
the di erences in the step valuesin round 3, wherethe function doesnot have the di erence absorbing
properties of the  functions of rounds 1 and 2.

The above analysisleadsus to believe the following courseof action was usedin determining the message
and step value di erentials:

Assumethat whatever messageli erences areintroducedin the rst and secondrounds canbe absorbed
by the ; functions sothat there are no di erences in the step valuesusedin the rst step of round 3.

Pick messagadi erences sothat the di erence in bit 31 cascadeghrough the step values. This involves:

{ Picking blocks in the initial messageexpansion m,, my, m¢, suc that my = wi, my = Wi,
M¢e = Witz , 32 i < 45,

{ Let the dierential bemd= mp+ 231, m@ = mc+ 231 and mg = m, + 231 S wheres; is the shift
value for round i.

Find a dierential path through the rst and secondrounds, using the messagedi erentials chosen
above, sothat the di erence for the last four step valuesin round 2 is zero.

Find su cien t conditions on the step valuesto guarantee the di erential path (the work donein [6] is
an excellert resourceon this step).

For the above step try to minimize 2nd round conditions to avoid complicated multi-messagemodi -
cation techniques.

This third to last step is still surrounded in mystery, but one can seethat by the properties of the |
functions for rounds 1 and 2 that the task is possible. Although the step update function for MD4 and
RIPEMD is di erent than that of MD5, the Wang et al. attacks [13] on those functions support the above
analysis. That is, there is no di erence in the step valuesfor the last few stepsof round 2 and the message
di erentials appear to have beenchosento minimize di erences in round three by exploiting the linearity of
bit 31. Again, we stressthat this analysisis guessvork and we eagerlyawait a full exposition by the authors
of [13,14].

3This may have been inspired by [5], as is mentioned obliquely in the intro duction in [14]. However, Dobbertin's message
di eren tial has hamming weight of only one, so other bit di erences are intro duced in round 3.
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Fulfilling the Conditions. Conditions on Q; are conditions on the individual bits of Q;. For example,
for the rst block near-collisionof MD5 to guaranteethe di eren tial they require that the 8-th leastsigni cant
bit of Q4 is zero. There are a total of 290 conditions on the round valuesfor the rst block attack, and there
atotal of 310 conditions for step valuesin the secondblock.

However, most of theseconditions occur in the rst and secondrounds. This is important becauseduring
the rst round, onecan easily changeM sothat all the conditions are satis ed becauseat that point onehas
complete cortrol over M and any changesdo not a ect prior computation. The Chineseteam denoted these
typesof changesas\single-messagemodi cations" or \single-step modi cations." We will adopt and usethe
former terminology. Someround two conditions may also be corrected by other methods, which we will refer
to as\m ulti-messagemodi cations,” but these methods are considerably more complicated becauseone has
to be sure, becauseof the initial messageexpansion,that changesto M do not a ect the computation of
earlier rounds.

We presert e cien t methods [8,14] which satisfy all but 30 conditions for the rst block, and all but 24
conditions for the secondblock. The remaining conditions are satis ed in a probabilistic manner. On the
assumption that ead condition is satis ed with probability 1=2, an expected 230 (224, resp) messagesieed
to be generatedbeforea messageM is found which satis es all the rst (second,resp) block conditions. This
estimate is actually a tad low, becauseit doesnot accourt for the fact that the conditions on the Q; are
necessarybut not su cien t, for the step di erentials to hold, evenin the later rounds wherethe di eren tials
cannot be satis ed deterministically.

5 The Dirt y Details
5.1 Outline of metho d

Once we are corvinced that the attack works in theory, we proceedto implementation. The code we wrote
as part of this project usesthe following rough outline [8,14]:

Algorithm  Find_Collision®
while collision_found is falsedo

1. SelectvaluesQq.15 arbitrarily .

2. Modify Qq.15 to satisfy all rst round conditions and di eren tials (deterministic).
3. Compute Mg.15 from thesevaluesof Qq.15 (deterministic).
4

. Satisfy all possiblesecondround conditions and di eren tials using multi-messagemodi cation methods
(probabilistic, but computationally insigni cant to next step).



5. Ched to seeif all other conditions and di eren tials are satis ed (probabilistic).
6. if (all dierentials satis ed) then collision_found true
7. else collision_found false

end do
return M

There are seweral speed-upsto the above pseudacode. The main one is this: instead of selecting new
random values Qq.15 every time a condition isn't satis ed, just changeM slightly sothat all rst round and
most secondround conditions are still satis ed.

5.2 \Sucien t" conditions

The conditions preserted in [14] as sucient for all rst-round dierentials to hold, are not. Thus, it

is necessaryto satisfy some of the rst round di erentials probabilisitically; this step is computationally

insigni cant comparedto ful lling the second-,third-, and fourth-round conditions and doesnot a ect the

overall runtime. In practice, this meansthat our code randomly choosesM , performsthe rst round single-
messagemodi cations, then cheds to seeif the dierentials are satis ed. If so, great - the code proceeds
to the secondround multi-messagemodi cations. If not, a new random M is chosenand the processis
repeated.

5.3 Single-message modi cation

Single-messagenodi cation is the processby which a messageM is modi ed sud that all of the rst round
conditions hold. The term originates with the Wang papers on MD4 and MD5 [13,14] in which the same
method is also referred to as \single-step modi cation." It is probably named so becauseto correct the
conditions on any oneQ;, 0 i < 16, only one messageblock m; needsto be modi ed.

The method of single-messagenodi cation we presern here is slightly dierent from that givenin the
Wang et al. papers, for two reasons. One is that there are some details omitted in the Wang papers
(perhaps for simplicity's sake) on the method of single-messagemodi cation; if one usesthose papers as
a guide, inevitably the code will produce incorrect and/or otherwise uselessoutput becausesome of their
instructions are basedon the incorrect assumptionthat shifting and carry expansioncommute. We also feel
that the methods we present are easierto initially understand.

The idea behind single-messagenodi cation is simple. Selectthe step value sothat all conditions hold
and recompute the messagewnord from the chosenstep value. We presert somepseudaode to perform step
(2) from the program outline in subsection5.1. For i going from 0 to 15 do the following:

1. ChangeQ; to satisfy conditions by simple bit- ipping.
2. Calculate m;j.
m  (Q Qi 1o s) T Q a4 i(Q 1Q 2Qi 3) 1)
Note that this is just simple algebraic manipulation of the step update function.

At the end of this method all step valuesare correctly computed from the changed messagewords and all
rst round conditions are satis ed. If we are using the original set of conditions, the rst round di eren tials
may not be satis ed. As noted in the previous subsection,we satisfy thesedi eren tials probabilistically and
therefore may needto run the single-messagenodi cations over many choicesof M beforeall rst conditions
and di erentials hold. Although not deterministic, this method hastime complexity vastly lessthan that of
the overall collision- nding program.
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5.4 Multi-message modication

One of the key ideasin the Chinesepapers is that of multi-messagemodi cation. This is where after the
satisfaction of all rst-round conditions hasoccurred, onemay alter seweral messageblocks together to satisfy
secondround conditions while leaving all rst-round conditions satis ed. Despite the importance of these
methods for decreasingthe time complexity of the attack, the description in [13,14] is either completely
omitted or brief and truncated. We seekhere to fully explain the mystery of multi-messagemodi cation
techniquesby covering the generalideasbehind the method and then walking through a few (new) examples
in detail.

General Idea. In [14]the method of multi-messagemodi cation is given, almost ertirely, in a table similar
to the following:

M0d|fy mi anew , bnew ' Cnew , dnew
1|{mg |12 mp; my+ 2%° di®"; as; bo; Co
2 my [17my ((c2 d®)o 17) oo 2(d7*V5 a1, o) 2 c; di®; ap; by
3|m3 |22 mg (b c)o 22) by  3(c;di*™;a1) ys by; ci; di®"; as
4| my | 7 ms (a2 b)o 7) ar  a(by;c;di®™) ya ap; by; cq; dpew
5/ms 12| ms ((d2 a)o 12) df*" s(ag;bi;c)  ys do; az; b; c1

The table is a guide to correcting the condition on Q1s:31, Or as:32 in the notation from [14]. The condition
is that this bit must be 0. The rst column denotesthe step number. The secondcolumn and third columns
denote the messageword and the shift value, respectively, usedin the computation of the step value. The
column under the heading\Mo dify m;" details the update neededto correct the step value or messagevord
in that step. The last column lists updatesto step variables, if any, after the modi cation for that step.

How doesthis all work? Let's walk through the table. Although not shown in the table, the shift value for
round 16 is 5. Therefore, the addition of 226 to m; hasthe net e ect of adding 23! to Q1¢:31, Which corrects
for the condition in question. However, this changeto m; also changesthe value of a step value computed
earlier: Q1(= di1). Therefore we must recompute d; with the new value of m; to obtain di*V (this is not
explicitly shown in the above table, but we will cometo this in a bit). The other rows of the table detail
how to assimilate the changesin d; sothat none of the other step valuesare changed (but the messagebits
are). Note that we can still change other messagebits becausein step 16 only one messageblock has been
usedto compute more than one step value. Namely, m;. At the end of the process,my; mz; m3; my; Ms; Qq;
and Q16 have beenchanged,but all other step valuesand messagebits remain the same. The changein Qg
was to remedy the incorrect condition, and the other changeswere necessaryto absorb the changesto m;
and Q1.

Furthermore, in the paper by Wang et al. discussingtheir attack on MD4, the table denotesthat to
update d; to di®" all one needsto do is add 2%° shifted by the appropriate amourt (in this casel2, sothat
di®" = dy + 25). This doesnot always producethe correct value becauseshifting and carry expansiondo not
commute. The safestway to compute di*" is to just re-do the step value computation. A complete table
with the updated computation is given below.

Modify m; qhew - Iew . cNew . qnew
1|{mg |12 miW  my + 2% T . b Go
di®  ap+ ((1(ar;hoico) ¥ do+ yi+t mi®)n 12)
2| my | 17 | myW ((cr di*™)o 17) ¢ 2(d7® a3 ) 2 Ao ag; by
3|mg[22] mE" ((bn c)o 22) by s(cy;dPian) s bu;cy; ™
almg | 7] m (8 b)o 7) a  a(buciidi™) ya a2 bu; o1; A
5|ms [ 12] mg™  ((d2 @)oo 12) di*"  s(az;buici) s do;an; br;cp

So this is the gist of multi-message modi cation, but this simple trick does not handle all cases,and
unfortunately the details to someof the trickier modi cations are not to be found in the Chinese papers.
In the next section we go through an example of a slightly more complex multi-message modi cation, in
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addition to attempting to explain the motivation for eac step in the method. We hope that by doing sothe
reader gains a deeper understanding of the (as yet more-or-lessunexplained) method.

5.5 1st block multi-message modication

Here we presert our methods for nding the rst block pair, basedon the methods found in [8,14]. Before
detailing our new methods for satisfying three extra conditions, we review and correct the collision- nding
pseudaode in Klima's paper [8].

1st Block Caollision-Finding Pr ogram Outline. Klima is able to satisfy four extra conditions from
[14] through someclever probabilistic multi-messagemodi cations. The following outline is nearly identical
to that which is preserted in Klima's full paper [8]. There are a couple of mistakesin Klima's multi-message
modi cation methods as presented in his paper, howewver. A few of the steps are out of order and some
crucial stepsare omitted. Here is how the code should look (using our notation with shifted indices):

1. We chooseQ2:15 ful lling conditions.
2. We compute mg.15: For i going from 6 to 15 do
m (Q Qi 1o s) F(Q 1,Qi 2;Qi 3) Qi 4 Vi
3. We changeQ; until conditions Qi6.18 are ful lled. Sometimesthis is not possible(becausethe values

of Q12; Q13; Q14; Q15 do not allow the conditions on Q17 and Qig to hold), and it becomesnecessary
to ChaHQEQ2;15.

Q17 Qus+ ((G(Q16;Q15;Q14) + Q13+ Mg+ y17) N S17)
Qs Q17+ ((G(Q17;Q16; Q15) + Qua+ M1y + y18) N Sig)

4. All conditions Q».1g are ful lled now. Moreover, we have free value my.

5. We chooseQ9 arbitrarily , but ful lling the one condition for it. Then we compute mg:
Mo ((Que Qi8) 0 s19) G(Q18;Q17;Q16) Qis V1o
6. Compute Qg from new value of mg:
Qo Q1+ ((F(Q ,Q 2,Q 3)+ Q 4+ Mo+ yo)n So)
7. Compute my:
m;  ((Que Qis5) 0 s15) G(Q15,Q14;Q13) Q2 Yie
8. Compute Q; from new valuesof mj, Qo:
Q1 Qo+ ((F(Qo;Q 1;Q 2)+ Q s+ mi+yi)n si)
9. Compute my5: For i going from 2 to 5 do

mi  (Q Qi 1o s) F(Qi 1;Q 2;Qi 3) Qi 4 Vi
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For step 3, we choseto satisfy the conditions on Q1615 probabilistically, by simply randomly selecting Q16
and cheding to seewhether the other conditions were satis ed. There are only 9 conditions for thesethree
chaining variables, so this can be done quickly. Sometimesno selection of Q16 will satisfy the conditions,
soin this caseour code simply beginsanew by randomly selecting another Q,.15 suc that the rst round
conditions are satis ed.*

After step 9, we cortinue the computation, cheding to seeif the remaining conditions are satis ed
(eadch condition is expectedto be satis ed with probability near 1/2, sowe expect to iterate over the above
pseudaode 2% times beforewe nd a suitable rst block pair). If a condition isn't satis ed, then we have
to choosea new message. We do this e cien tly by iterating over all possible 23! values of Qqg in step 5
(simply incremerting Q19 after ead failed attempt is the fastest way). If we exhaustall possiblevaluesfor
Q19 Without nding a suitable messagewe return to step 3 and selectanother value for Q1. In this manner
we avoid signi cant unnecessarycomputation.

6 New Multi-Message Mo dication Metho ds

We now cover the details of our methods which reducethe overall complexity of the attack to an expected
230 MD5 computations. In subsection5.4 we coveredthe basicidea behind multi-messagemodi cations and
wert over a simple example. However, not all second-roundconditions can be handled as easily. In previous
papers [13,14], these more complicated methods are not described at all. Therefore our approach will be
to walk through our techniquesin detail, attempting to explain our methodology at ead step so that the
reader gains not only an understanding of our techniques, but hopefully insight into the generaltechnique
of multi-messagemodi cations aswell.

6.1 New multi-message modications for correcting Qzp17 and Qzo.31.

These modi cations take into accourt all the modi cations that Klima has doneto correct the conditions
on Qo:19. Thesemethods satisfy the two conditions on Q2 or as (Wang's notation).

Outline of Method. We setup a few conditions on Q1619 SOthat ipping a couple of bits of Qi3 and
Q19 doesnot a ect earlier computations but with high probability satis es the two conditions on Q. For
example, bit 31 of Q,9 must be setto 0. Let's say it is 1. Note how Qyg is computed:

Q20 Q9+ ((G(Q19;Q18;Q17) + Qi+ M5+ yo) N 5)

We set conditions on Q17.19 sothat by default the value of the 26th bit of G(Q19; Q1g; Q17) is 0, but that
if we ip the 26th bits of both Q19 and Q1g then the value of the 26th bit G(Q19; Q15; Q17) changesto 1.
To derive such conditions, one hasto look at how the function G is computed, but it can easily be veri ed
that if the 26th bits of Q15 and Q19 are 0, then the 26th bit of G(Q19; Q1s; Q17) Will be zero, and if the 26th
bits of Q19 and Q15 are ipp edto 1, then the 26th bit of G(Q19; Q1s; Q17) Will alsobe ipp ed. Flipping the
26th bit of G(Q19; Q1s; Q17) in this manner hasthe net e ect of adding 23! + 226 to the value of Q, because
we have added 2% to Qi9, Which occurs twice in the computation of Qo (oncein the computation of G()
and onceby addition to Tig n  5). Adding 23! ips the most signi cant bit of Qyg, like we wanted, and the
addition of 226, which we cannot really avoid, will only re-ip the most signi cant bit of Qo if the next 5
most signi cant bits of Q,¢ were originally set, which occurs with probability 1=32.

At this point the obsenant reader may ask \Wh 'y did we have to ip the 26th bits of both Q19 and
Q18?". \Why not just ip the 26th bit of Q19?" Here'swhy: Remenber back in Klima's code how mgy was
computed:

Mo ((Qu Qi) 0 s19) G(Q18;Q17;Q16) Q15 VYio

4We implement this by setting a reasonable upper limit on the number of random selections of Q1 which are chosen and
tested before we select new values for Q215 .
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If we just changed Qig, We would have to re-compute mg, which would a ect the computation of ms a
couple of stepslater, and Q2o would likewisebe a ected. In fact, changing mg by one bit in this way can
change ms by a bunch of bits, sowe must be very careful so we don't have to modify it for our methods
to work. By changing both Q19 and Qi35 in the sameway, the changescancelead other out and mg is not
changed,solong as G(Q1s; Q17; Q1) is not a ected by thesechanges.It can easily be veri ed that requiring
the condition Q126 = O satis es this goal (1 more condition). It is important to note that these added
conditions do not signi cantly a ect the performanceof the overall code becausethey are satis ed in step 3
of Klima's code. Instead of 9 conditions to probabilistically satisfy in step 3, we now have 11, which is still
tiny in comparisonto the overall runtime.
Okay. Sowe've sneakily changedQ;9 and Qg sothat mg is una ected and a condition on Qyg is ful lled

with high probability. Now we have to x everything else. We recompute the value of my; from the new
value of Q15 by the following:

mi1  ((Q Qi7) 0 s18) G(Q17;Q16;Q15) Qua VYis

And we now have to recompute Q13 from my;.

Qi1 Quo+ (F(Q10:Q9;Qs) Q7 yi)n S11)

Luckily the changeswe madeto mj; don't a ect any of the 15 conditions on Q;3, solong asbit 2 of Q11
is originally setto O (sothat we don't have to worry about carries). So we add this condition to the list -
again, it is ful lled \for free" by the single-messagenodi cation methods preseried in the Wang papers (or
by the fact that Qi is initially arbitrarily chosenin the Klima paper).

The only thing left to do is to recompute mi,.15 to absorbthe changesin Qq;. This can be donewithout
changing any of the other Q variables by simply recomputing mi».15 aswe did earlier:

Mz ((Qiz Qu) 0 s12) F(Q11;Q10;Q9) Qs Yi2
Mz ((Quiz Q12) 0 s13) F(Q12;Q11;Q10) Qo VY13
My ((Qu Qi3) 0 s14) F(Q13;Q12;Qu1) Q1o Y14
mis  ((Qis Qi4) 0 s15) F(Qu4;Q13;Q12) Qu  Vis

That's it. At the end of everything we have changedQ9 and Q13 sothat one condition on Q29 hasbeen
changedwith probability 31/32, mi; and Qi; have been changed, but without a ecting the conditions on
Qi1, and m12 15 have beenchangedto absorbthe changesin Q;; sothat no other Q valuesare a ected.

The exact samemethod can be usedto correct the condition on the 17th bit of Qo (just shift all bit
valuesabove by 14). There are a total of 8 new conditions that this method requires, but they are all more
or less\free."

It is possiblethat the above methods fail to correct the speci ed conditions, but the probability that this
happensis bounded above by 1=32+ 1=32= 1=16.

After ead iteration, our code goesback to starting valuesfor mii.15, Q11, and Qig, becausewe needthe
correct bits of Q11 and Q1g to be setsothat ipping them to satisfy Q2o can occur safely

New Modifica tions for Correcting the Condition on Q2;. When usedwith Klima's methods, the
above modi cations reducethe number of probabilistically-satis ed conditions to 31. We now detail another
multi messagemodi cation to reducethat number to 30.

The method we use here is based on the multi messagemodi cations explained above to correct for
the conditions on Q6. Esserially, we will make a change to one of the messagewords to correct the
condition and then change the other necessarymessagewords and step values in order to “absorb' the
changes. Unfortunately, this method is not quite as straightforward asthe method to correct conditions on
Q6 as detailed in subsection5.4.

The rst reasonfor the added complexity is this: at step 21, we have used a number of messagewords
in the secondround. Namely, m1; mg; m11; mMp; M5, and myo. Any modi cation methods must not change
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thesemessagevords, otherwise earlier second-roundcomputations will be a ected. Our methods get around
this by setting up conditions on rst-round step values so that we use the properties of the  function to
avoid changing these messagewords.

The other reasonwe can't usethe samemethod as for correcting conditions on Q5 is that in this case
the methods a ect conditions on earlier step values. Speci cally, hereis the problem we encourter if we try
to usethe samemethod: we are trying to correct the condition Q21.31 = 0. The shift value for round 21 is
9, soto correct the condition we can changemyo sothat mf§¥  myo + 222, However, myq is usedin the
computation of Qig, a round for which the shift value is 17. Thus, when we update the value of Q19, we
essetially update the value Qf§" Q1o+ 2’. This is a problem becausethere is a condition on Q1.7 which
we change. Furthermore, in order to absorb the changesto Q1o we would almost certainly have to modify
my1, which would a ect earlier round-two computations. Soit appearswe have to do somethingdi erent.

The trick in this caseis to instead x the condition by manipulating the values of bit 22 of Q7; Qsg; Qo;
and Q1o sothat we can modify mio without modifying any other bit valuesof Q1o and without modifying
Mmis.

Here is the method:

Add the following rst-round conditions: Q7.22 = 0;Qs.22 = 1;Qg.22 = 0 and Qip:22 = O.
If the condition on Q2;.31 is not satis ed, do the following:

{ Flip bit 22 of Qg to 1 (denote changeas QJ®" Qg + 222).
{ Recomputemg to re ect this change

mg™  ((Qg™ Qs) 0 s9) F(QsQ7:Qs) Qs Yo
{ Recomputemig

mi"  ((Qu Qg™)o 17) F(Qs™:QsQ7) Qs VYio
{ Recomputem3i, and mq3

mis"  ((Qiz Qu1) 0 s12) F(Q11;Q10;Q5™) Qs Y12
m'I%W ((ng Q12)0 813) F(QlZ;Qllino) Qgew Vi3

{ Recompute Q2
Q5" Qa0+ ((G(Q20; Q19; Q18) + Qu7 + Y21+ Mig”) N sz1)

This processlooks similar to the technique presert earlier in subsection5.4, but the following question
naturally arises: Why doesn't m;; needto be modi ed? The trick is looking at the values of F in these
rounds before and after the changeto Qg.22. We're not really concernedwith how changing Qq.2; a ects
Mg; M12; Or My3, but we would like mf¢"¥ to look somethinglike myg + 222 and we would like my; to not be
aected at all. In the computation of m'g",

mi5"  ((Quo o¥)o 17) F(Qg®;QsQ7) Qs Yo

the changeto Qg.2> can aect mig"¥ twice. Note that for the valueson bits 22 of Qg; Qs; Q7, bit 22 of
F (Qg; Qs; Q7) is 0. However, bit 22 of F (Qg®"; Qs; Q7) is 1.
So, substituting Qg + 222 for Q™ we obtain that

migY  ((Qu Q¢ 22)0 17) F(Qe:Qs;Q7) 22 Qs Yo
(Quw Q)0 s10) 2° F(Qe;QsQu) 22 Qs VYo

= Mio 222 25
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This changeto mo will almost certainly have the desirede ect on Q1 becauseQ)"W = Q,; 231 214
The factor of 24 will only aect bit 31 of Qy; if bits 14 through 30 of Q,; are zero, which occurs with
probability 1=21".

Now we just haveto make surethat this changeto Qq.2> doesn't a ect mi;. Let's look at how my; might
be a ected.

mi;  ((Quu Qi) 0 su) F(Q10;Q5";Qs) Q7 yu

It is clear that my; will only changeif F(Q1o;Qo;Qs) 6 F(Q1o; Q3" ;Qs). We only have to ched if bit
22 changes. Becausebit 22 of Qqq is 0, bit 22 of F(Q10; Qg; Qs) and F (Qio; Q3%" ; Qg) are both equal to
Qs.22 = 1. Thus my; is not changed.

Perf ormance. We ran code basedon the work done by [12], modi ed with our extra methods, to nd the
rst block 80times run on a desktop 3.0 GHz processor.The total time to nd all 80 blocks wasjust under
ten hours seven minutes, giving an averagetime per block of 455seconds.We alsofound a secondblock, one
for each rst block found with corresponding I Vs, in a total time of just under four hours 23 minutes, giving
an averagetime of 197 secondsper block found. Overall, full two-block collisions were found, on average,in
under 11 minutes. This is a dramatic improvemern over the timings given by Klima, even after correcting
for discrepanciesin hardware.

6.2 2nd block multi-message modi cation

The following is a method that is very similar to one described in the Klima paper with complexity 224. The
complexity turns out to be closerto 226 due to the insu ciency of the conditions on the step values.

This method satis es conditions and di erentials through Qq.20. The rest of the conditions and di eren-
tials are satis ed probabilistically. There are 24 remaining conditions on Q21.63, along with conditions on
T22,17, Taa;15, and Tey;15.

1. Randomly selectvaluesfor Q2.15, which satisfy conditions.
2. Compute mg:15.

3. SelectQg and Q; at random until conditions and di erentials for Q1600 are satis ed. This involves
computing mo.s from thesechosenvalues,then computing Qi6:20. Sometimesit is hecessaryto return
to step one.

Randomly selectvaluesfor Qz.19, which satisfy conditions (single-messagenodi cations).
Calculate Q11. (m11 is not modi ed.)

If all conditions and di erentials through step 20 are not satis ed return to step 4.

N oo g &

Cycle though all of the possiblebit changesfor Qg and Qg using gray code’® note the following:
11 = (Q10”" Qo) _ (: Qo " Qs)

If Qo = 1andi 2 | we can modify Qg; while preserving x[11].
| =12;3;4,5;10;11; 13, 14; 18; 19; 20; 21,; 22, 29; 30g

If Q05 = 0andj 2 J we can modify Qqg; while preservingx[11].
J =12;3;4,5;10; 11, 20, 21, 22; 27, 28; 29; 30g

8. Return to step 4 until a collision has beenfound.

5This is just a method by which only one bit changeswith ead iteration over the possible values, done for e ciency's sake.
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This method modi es Q7.11, while leaving my; unmodi ed. Sincemsi, mg, M11, Mg, Ms are unchanged,
we know the conditions for Q120 remain satis ed.

Perf ormance for Second Block Mul ti-Messa ge Modifica tion. At rst the secondblock multi-

messagemodi cation performed quickly, but was rather inconsistert. Often the program had dicult y
completing steps 4-6 quickly. We were able to remedy this by returning to step one after a prescribed
number of iterations. Other times the program would simply be unable to nd a collision in a reasonable
amournt of time. After a number of trial runs we realizedthat a majorit y of collisionswere found when step 7
had beenreadhed lessthan 4096times and of those that were found when step seven had beenreached more
than 4096times, many were found after step seven had beenreached many more than 4096times. Thus if

we detect that step seven has beenreadched more than 4096times we selecta new random message.

Once our program performed consisterily, we performed tests on the secondblock multi-messagemodi-
cation using a Dell Latitude D610 running at 1.6 GHz. We were ableto nd 85 secondblock messagesn
4 hours 29 minutes. The mean running time was 3 minutes 9 seconds,with a range from 5 secondsto 10
minutes. This method for secondblock multi-messagemodi cation hascloseto the samerunning time asthe
method usedby the Chineseteam using a IBM P690. The method we usedfor secondblock multi-message
modi cation turns out to be 25-50times faster than the method used by the Chinese Team, basedon the
performancedi erence of the IBM P690and a 1.6 GHz Pertium M [8].

7 A New Metho d

At the end of the previous sectionwe discussechow someanalysisof trends in the running time of the program
to nd the secondblocks could leadto decreasedime complexity. This suggestsa generaltechniqueto reduce
the seart spacewhich may be incorporated into the methods already preserted.

In the examplecoveredin the previous section, we noted that, for whatever reason,certain setsof values
for the step valuesweremore likely to nd an acceptablesecondblock than others, and that there is a simple
way to test to seeif a set of valuesis not in this desired group. The generaltechnique can be described
simply asthis, veri ed experimentally but not analytically:

Relying on the fact that the step update function is not very random, we can attempt to identify
patterns in the step valueswhich tend to yield solutions. Using this knowledge, we narrow our
seard spaceto useonly step valueswhich fall within these patterns.

Another Example. The methods preseried in section 6 provide an analytic method to satisfy conditions
on Qo with probability near 15=16 (approximately 94% of the time). Although the analytic solution works,
it nearly doublesthe computation over the main iterativ e loop, thus weakening its positive impact on the
running time of our collision- nding program. However, we were also able to obtain an equally or perhaps
more e ectiv e (satis ed conditions around 97% of the time on tests) method for satisfying conditions on Q2.

The pattern is simple. While iterating through valuesof Q1g9, asin step 5 of the pseudaode in section5.5,
there are distinct patterns in which valuesof Q19 automatically satisfy conditions on Q. That is, ignoring
our new multi-messagemaodi cations for Qzg, we tried to identify which valuesof Q19 led to conditions on
Q20 beingsatis ed. We found that valuesof Q19 which satis ed conditions on Q5 often occurred sequettially
in blocks of 128 followed by 128 consecutive values of Q39 which didn't satisfy conditions on Q2. There
were exceptionsto this pattern, but the correlation was strong enoughto reducethe time complexity. This
suggestsa new method for satisfying conditions on Qo that requires much lesscomputation:

While iterating over valuesof Qig, ched to seeif the conditions on Qo are satis ed. If not, add 127
to Q19 and cortinue.

Restricting the valuesof Q19 in this manner yields an algorithm for which around 97% of all usedvalues
of Q9 satisfy conditions on Q,g, with the additional bene t that very little overheadis neededcomparedto
the other multi-messagemodi cation method.
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The Method. We have not attempted to systematically identify and de ne this approac within our own
work. It wasmerely that through a casualanalysis of data patterns obsened during coding, we noticed this
phenomenon. Nonetheless,it seemsthat we usedthe following rough methodology:

Record valuesfor intermediate step valuesas well asresult (Were all di erentials satis ed with these
values?If not - how many were satis ed?). Do this for many random choicesof M .

Attempt to nd simple patterns in these step valueswhich will yield a good heuristic.

This procedure can have broad or narrow scope. With the above example, we looked at consecutive values
of Q19 and chedked only two conditions on Q»g. Broadening the scope may vield results, or it may decrease
the chancesthat simple patterns will be easyto nd.

The above techniqgue seemspossible to automate so that no human interaction is necessaryand we
believe this is a possibleavenue for future researd. We suspect that arti cial intelligence techniques could
be especially useful with this sort of analysis. The main drawback to this method is that one might not be
able to easily understand why these patterns of data exist. In general, it seemspreferable to do as much
analysis as possible, but it seemslikely that an automated tool to detect these kinds of patterns may be
usedwith great successafter analysis becomestoo cumbersomeor fruitless.
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A Tables

We have re-createdthe tables from [13,14], but using our notation. They canbe found in gures 3, 4, 5, and
6. We have left out the \missing" conditions reported in other papers becauseas of the writing of this paper
the extra conditions still do not make the ertire set su cien t with regard to guaranteeing the di eren tials,
and the overall runtime is una ected either way.
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1 s 33 e e e e
20 0.... ...0. .. .0. .. .. 34 O,
3 1. 022212222 222122220... ... 35 . O,
4: 1...1.0.010000000 0000000001.. 1.1 36 e, T,
5: 0222021201111111011110001022021 37 i, v e e e
6: 0000001111111110111100000100000 38 i, O,
7: 000000011..100010.0.01 0101000000 39) O,
8: 11111011...100000 .1 2111100111101 40: .., O,
9: 01.....0..111111 .01.. .001... .00 41 e, R,
10: O00.......... 00011 200.. .011... .10 427 i, e e e e e
11: 00....22....10000 001.. .10.. .. ... 43: e, O,
12: 01...01....11111 11... .00.. .1... A4: .. T,
13: 0.0...00....10111 11... 11. .1.. 45; T,
14: 0.1...01........ 1 .0.. 46 oo, e e e e
150 0 deceiieiiies e e A7: B e e
16: O............. 0.2 ..o 2 N
17: 0.2........... 1 49: 5. e e
18: O.vvererens 0.. e BO: S e
19: Ouvvvvvveiiiee e e Bl S e
20: O.ceereenns 2. e e B2, B e e e
210 Ouvveeeveeeieiee e e e e B3 B e e e
0 O T B4: S e
230 Ao e e BBl S e
24 s e e BB: S e
25 e e e e e BT B e e e
260 i e e e e e B8 B e e e
A 59: 5.0
280 i e 60: 3..01.......... . .. ...
290 e e e 61l S e e
300 i e e e e B2 2 e e
G 1 I B3 i e e e e
QAL e e e dd: ...... Ouvvveeeee it e
cc: 2.01.......... e bb: 2....00.......... 0. ..

Figure 3: Summay of First Block Conditions. Key - 0: bit equals0, 1: bit equalsl, 2: bit equalsbit of sameindex from
previousstep, 3: bit equalsbit of sameindex from two stepsago, 4: bit not equalto bit of sameindex from previousstep,
5: bit not equalto bit of sameindex from two stepsago
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0: 1..010..1...... .00 .0 320 e e e e
1: 1222110...0222220 .. 21... 220.. 00. 33 e e e e
2: 1011111...011111. .. 01..10112211. 34 6. e e e e e
3: 1011101...000100. .. 0022000010002 350 e e e e e
4: 010010....101111. .. 0111001010000 36 e e e e e
5: 0..0010...10..10. .. 0110001010110 37 e e e e
6: 1..101122.00..012 .. 1111000... ..1 38 e e e e
7: 1..001000.11..101 .. ... 1111... .20 39 v e e e e e
8: 1..111000....010 .. 2.. 0111... .01 40: i, e e e e e
9 1..1111...01112 .. O.. 1111... .00 41: e e e e e
10: 1........... 21011 220.. 1111... .11 420 s e e e e
11: 12222222....10000 001.. .. 1.. .. ... 43: v e e e e
12: 00111111...11111 11... .. O.. .1.. 44: v e e e e
13: 01000000....10111 11... .. 1...1.. 45: e e e e e
14: 01111101........ 0 ..o 0.. 46: i, e e e e e
150 0.1los A7 3, e e e e
16: O............. 0.2 .. 2 48: B e
17: 0.2........... .. 49: S e
18: 0. 0.. 50 3 e e
190 Ouvvcccvvieees e 51 3 e e
20: O..ceeenns 2. L 52 3 e
2 O 53 3 e
220 Ouevvvieicieees i e 547 3 e
230 b e 55! 3 e
247 s e e 56: 3 e
25 e e e 57 3 e
260 s e e 58 3 e
270 s e e 59 S
281 s e e 60: 3.1
29! e e 61 3.1l
30! e e e 62 3.1l
3L s e 63: ... Lo L

Figure 4: Summay of SecondBlock Conditions. Key - 0: bit equals0, 1: bit equals1, 2: bit equalsbit of sameindex
from previousstep, 3: bit equalsbit of sameindex from two stepsago, 4: bit not equalto bit of sameindex from previous
step, 5: bit not equalto bit of sameindex from two stepsago
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Step The output Wi Si Wi The output in the i-th step for M §
in i-th step
for Mo
3 Q3 (b1) mg3 22
4 Q4 (az) my 7 2%t Qu[7;:::;22; 23]
5 Qs (dz) ms 12 Q5 6; 23;31]
6 Qs (C2) me | 17 Qo[6; 7, 8,9;10, 11; 23, 24, 25,
26; 27; 28; 29; 30; 31; 0; 1; 2; 3;4; 5]
7 Q7 (b) mz 22 Q7[0;15; 16;17;18;19; 20; 23]
8 Qs (as) mg 7 Qs[ 0,1;6;7, 8 31]
9 Qo (ds) my | 12 Qo[ 12;13;3]]
10 Q1o (C3) myp | 17 Q10[30; 31]
11 Qu (b3) my | 22 | 2® | Qu[7; 813;:::;18; 19;31]
12 le (a4) miz 7 Q12 24;25;31]
13 Qi3 (d4) miz [ 12 Q13[31]
14 Qu (Ca) my | 17 | 2% Qua[3; 15;31]
15 Qs (bg) mis 22 Qis[ 29;31]
16 Q16 (as) my 5 Q16 [31]
17 Q17 (ds) me 9 Q17[31]
18 Qi (Cs) mu 14 2™ Q1g[17; 31]
19 Q9 (bs) mo 20 Q1931
20 Q20 (as) ms 5 Q20 [31
21 Q21 (ds) mio 9 Q2131
22 Q22 (Cs) mis | 14 Q2
23 Q23 (bs) my 20 23t Q23
24 Q24 (a7) mo 5 Q24
25 Q25 (d7) mig 9 2% Q25
26 Q26 (c7) ms | 14 [OF
33 Qs3 (dg) mg | 11 Qa3
34 Qa4 (Co) may | 16 2k Qs 31
35 Q35 (bo) my | 23 | 2% Qss[ 31
36 Q36 (aw) my 4 Qss[ 31
37 Q37 (d1o) my 11 2% Qs7[ 31]
38 Q3s (C10) my 16 Qss[ 31]
44 Qs (a12) mg 4 Qua[ 31]
45 Qus (d12) mp [ 11 Qus[31
46 Qus (C12) mis | 16 Qus[31
47 Q47 (b12) mp 23 Qq7[31
48 Qs (a13) mo 6 Qs [31
49 Quo (di13) my 10 Qg 31]
50 Qso (C13) my | 15 | 2% Qs0[31]
51 Qs1 (bis) ms | 21 Qs [ 31]
57 Qs7 (dis) mis | 10 Qs7[ 31]
58 Qss (C15) Mg 15 Qss[31
59 Qs (bis) miz | 21 Qs9[31
60 Qoo (ais) my 6 2% Qo0 [31
61 Qe1 (dis) mu 10 2 Qe [25; 31]
62 Qs2 (C16) m; 15 Qe2[ 25,26, 31]
63 Qe3 (bis) my 21 Qe3[25; 31]
Qe4 = Qo0 + Q 4 Qo4 [31]
Qes = Q61 + Q 3 Qo5 [25; 31]
Qe = Qa2 + Q 2 Qes [ 25;26; 31]
Qe7 = Q3 + Q 1 Qe7[25; 31]
Figure 5: The Di erential Characteristics for the First Block

22




Step The output Wi Si Wi The output in the i-th step for M7
in i-th step
for M,
Y aao[31], ddol25; 31,
cco[ 25;26;31], bhp[25; 31]
0 Qo (a1) mo 7 Qo[25; 31]
1 Qi (d1) mi 12 Q1 31]
2 Q2 (c1) my | 17 Q[ 5 6,7, 11;12;
16;::: 20;21; 25;:::; 29;30; 31]
3 Q3 (b1) ms | 22 o 7,5, 25,26, 31]
4 Q4 (az) ma 7 231 Q4 8, 9; 10; 11;12;31]
5 Qs (dz) ms 12 Q5 ; 20; 21;31]
6 Qs (c2) Mme 17 Qs[6; ;9;27; 28; 31]
7 Q7 (B2) my | 22 Q:[ 15,16, 17,23,24,25, 26, 31]
8 Qs (as) mg 7 Qs[ 0;1; 6, 7, 89, 3]
9 Qg (ds) Mg 12 Qo[12; 31]
10 Q1o (C3) m g 17 Qo[ 31]
11 Qu (bs) my | 22 2 1 Qu[ 7,13;14;15;16;17;18; 19; 31]
12 Q12 (a4) mi 7 Q2 24;:::; 29,30;31]
13 Qi3 (d4) mig 12 Q13 [31]
14 Qs (Ca) my, | 17 2% Q14[3;15; 31]
15 le (b4) mis 22 Q15 29;31]
16 Q6 (as) mi 5 Q16 [31]
17 Q17 (ds) me 9 Q17[31]
18 Qs (Cs) mn | 14 2™ 1 Que[17;31]
19 Q19 (bs) mo [ 20 Q19[31
20 Q20 () ms 5 Q20[31
21 Q21 (ds) m 1o 9 Q21[31
22 Q22 (Cs) mis 14 Q22[31
23 Q23 (bs) my 20 2% Q23[31
24 Q2 (a7) mg 5 Q24
25 Q25 (d7) mig 9 2% Qs
26 Qa6 (c7) ms 14 Q26
33 Q33 (dg) mg 11 Q33
34 Q34 (Co) my | 16 2 | Q[ 31]
35 Qss (bo) mig 23 231 Qas[ 31
36 Qs6 (a10) mi 4 Qas[ 31
37 Q37 (dio) my 11 2% Qs7[ 31
38 Qass (C10) m7 16 Qas[ 31
48 Qas (a13) Mo 6 Qus [31]
49 Qa9 (di3) mz 10 Quo[ 31]
50 Qso (Ci13) mis | 15 2% Qs0[31]
51 Qs1 (bi3) ms | 21 Qs [ 31]
58 Qsg (Ci15) me 15 Qsg [31]
59 Qs9 (b1s) miz | 21 Qsg [31]
60 Qoo (a16) My 6 2%t Qeo[31
61 Qe1 (dis) my | 10 2" 1 Qe [31
62 Qo2 (Ci16) m» 15 Qe2[31
63 Q3 (bis) mg 21 Qe3[31
Qes = Q0 + Q 4 Qe
Qes = Qa1 + Q 3 Qss
Qe = Qe2 + Q 2 Qs
Qe7 = Q3 + Q 1 Qe7

Figure 6: The Dierential Characteristics for the SecondBlock
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