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Abstract

Fix a small, non-empty set of blockcipher keysK. We say a blockcipher-basedhash function is highly-
e�cient if it makesexactly one blockcipher call for each messageblock hashed, and all blockcipher calls
use a key from K. Although a few highly-e�cien t constructions have been proposed, no one has been
able to prove their security. In this paper we prove, in the ideal-cipher model, that it is impossible to
construct a highly-e�cien t iterated blockcipher-based hash function that is provably secure. Our result
implies, in particular, that the Tweakable Chain Hash (TCH) construction suggestedby Liskov, Rivest,
and Wagner [7] is not correct under an instantiation suggestedfor this construction, nor can TCH be
correctly instantiated by any other e�cien t means.
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Figure 1: The Matyas-Meyer-Oseas(MMO) compressionfunction [8]. E : f 0; 1gn � f 0; 1gn ! f 0; 1gn is a block cipher;
the hatch mark denotes the location of the key. Iterating this compressionfunction results in a provably-securehash
function [2], howevernotice that the above compressionfunction will be rekeyed eachround.

1 In tro duction
Back gr ound. Essentially all modern hashfunctions arebuilt by iterating a compressionfunction according
to the Merkle-Damg�ard paradigm [4,10]. Moreover, thesecompressionfunctions arealmost always built from
a blockcipher. Constructions likethe Matyas-Meyer-Oseas(MMO) compressionfunction [8] areexplicit about
their useof a blockcipher, but even so-called\dedicated" hashingprimitiv eslike MD5 and SHA-1 are in fact
blockcipher-based. The SHA-1 compressionfunction, for example, usesa 160-bit blockcipher that takes a
512-bit key; this blockcipher has beennamed SHACAL-1 [6].

This idea of building hash functions from blockciphers goesback more than 25 years. The earliest con-
struction by Rabin [12] proposed to hash a messageM = m1m2 � � � m` by �xing an initial value h0 and
computing H (M ) = DESm ` (DESm ` � 1 (� � � (DESm 1 (h0)))); e�ectiv ely, this is a Merkle-Damg�ard construction
with blockcipher-basedcompressionfunction f (hi � 1; mi ) = Em i (hi � 1). Other constructions like Davies-
Meyers [9] and MMO followed, but it was Preneel, Govaerts, and Vandewalle [11] who conducted the �rst
systematic study of blockcipher-basedhash functions. They consideredthe security of 64 iterated construc-
tions with compressionfunctions of the form f (hi � 1; mi ) = Ea(b) � c wherea;b;c 2 f hi � 1; mi ; hi � 1 � mi ; vg
for some�xed constant v. The analysis of PGV was attack-based,and schemesnot broken by their attacks
were deemedsecure. Subsequently , Black, Rogaway and Shrimpton [2] consideredthese same64 construc-
tions using a proof-basedapproach. They showed that, in the ideal-cipher model, 20 of the 64 schemesare
collision-resistant up to the birthday bound; Figure 1 givesone example.

Although provably secure,these20 schemescould be viewed as ine�cien t in the following sense:in each,
the blockcipher key is changedevery round. For all conventional blockciphers, changing the key each round
is undesirablesincescheduling a new key entails a signi�cant computational cost. It is natural to ask then
if it is possibleto achieve provable security without incurring this cost, and this question is the focus of our
work.

Main Resul t. Fix a small, non-empty set of blockcipher keys K. We term a blockcipher-basedhash
function highly-e�cient if its compressionfunction usesexactly one call to a blockcipher (ie, it is rate-1),
and if the blockcipher usesonly keysfrom K. Sincewe can prescheduleeach key in K, we enjoy a signi�cant
performancegain: key scheduling reducesto looking up a precomputedpermutation. It is possiblethat those
researchers who have worked on blockcipher-basedhash functions over the past 25 years have considered
highly-e�cien t constructions, but found attacks that broke these constructions, or were unable to prove
their security. Indeed, the present authors also spent sometime trying to �nd highly-e�cien t constructions
without success.We now explain why.

One would like to construct a highly-e�cien t hash function that is provably collision resistant. If such
a construction did exist, its underlying compressionfunction could be constructed as follows (seeFigure 2):
let f 1 : f 0; 1gn � f 0; 1gn ! f 0; 1gn and f 2 : f 0; 1gn � f 0; 1gn � f 0; 1gn ! f 0; 1gn be arbitrary functions. We
de�ne f : f 0; 1gn � f 0; 1gn ! f 0; 1gn as

f (hi � 1; mi ) = f 2(hi � 1; mi ; EK (f 1(hi � 1; mi ))) ;

where EK is an n-bit blockcipher with key K 2 K that is the output of a deterministic key-selection
function g.
It isn't hard seethat this construction captures all possiblerate-1 compressionfunctions built from a block-
cipher used in the forward direction and keyed from K: both f 1 and f 2 may processevery bit of the input

1



f 1n
hi � 1 f (hi � 1; mi )nnn

n

mi

f 2EK

Figure 2: The generalcompressionfunction built from a blockcipher keyed from K. Functions f 1 : f 0; 1gn � f 0; 1gn !
f 0; 1gn and f 2 : f 0; 1gn � f 0; 1gn � f 0; 1gn ! f 0; 1gn are arbitrary; EK is somen-bit blockcipherwith key K 2 K selected
by a deterministic key-selectionfunction g.

to f in any arbitrary way. Notice that it isn't necessaryto feed forward the output of f 1 to f 2, sincef 2 can
compute f 1(hi � 1; mi ) itself. The key-selectionfunction g must be deterministic and well-de�ned, but beyond
this may depend on other messageblocks, chaining values,the round number, or other parameters,provided
it always returns a value from K. These notions are made precise in Section 2. (Note that this approach
doesnot capture all blockcipher-basedhash functions with a �xed key-set, only those that are iterated via
Merkle-Damg�ard and that usethe blockcipher in the forward direction.)

In this paper we prove that any compressionfunction constructed as just described cannot produce a
provably collision-resistant hash function when iterated. Speci�cally , we show|in the ideal-cipher model|
that for any functions f 1; f 2, there exists an information-theoretic adversary that �nds a collision in the
iterated function H f in at most jK j(n + dlg(n)e) blockcipher invocations. In fact, for many natural func-
tions f 1; f 2 (lik e XOR) we �nd collisions in just 2jK j blockcipher invocations. This is in stark contrast to the
�(2 n= 2) expected invocations neededto produce a collision in the 20 rekeying constructions proven secure
in [2]. Our impossibility proof usesa greedy algorithm that builds large numbers of messagesalong with
their associated hash outputs. We prove that this algorithm builds a tree with height at most n + dlg(n)e
containing at least 2n (n + dlg(n)e) + 1 hash values,thereby yielding a collision on somelevel of the tree. We
stressthat our results should not be interpreted as giving practical attacks on all highly-e�cien t hash func-
tions: our attacks have exponential running time. Instead we are exhibiting a proof that no highly-e�cien t
iterated blockcipher-basedhash functions can exist, in the model we have described.

Security of Tweak Chain Hash. Tweakable blockciphers were intro duced by Liskov, Rivest, and Wag-
ner [7]. They de�ne a tweakable blockcipher as a map eE : f 0; 1gk � f 0; 1gt � f 0; 1gn ! f 0; 1gn where the
inputs are called the key, the tweak and the message. We sometimeswrite eEK (T; M ) instead of eE(K ; T; M ).
For any �xed K 2 f 0; 1gk and T 2 f 0; 1gt , we require that eE(K ; T; �) is a permutation on n bits. The idea is
for the tweakable blockcipher to act like a normal blockcipher but with an extra (public) input, the tweak,
which adds variabilit y. The key may be expensive to schedule and to change, but changesto the tweak
should be inexpensive. Security is de�ned as indistinguishabilit y of a family of random permutations from
eEK (�; �) with random key K , where the adversary controls the tweak and the message.SeeSection 2 for a
formal de�nition.

Along with several other constructions, Liskov, Rivest, and Wagnersuggesta new iterated hash-function
construction built on tweakableblockcipherscalledthe \Tw eakChain Hash" (TCH). This is a straightforward
adaptation of the MMO construction into the tweakable setting: let eE be a tweakable blockcipher with
t = n, and �x a key K 2 f 0; 1gk . For any M 2 (f 0; 1gn )+ write M = m1 � � � m` where each jm i j = n, de�ne

TCH
eE K (M ) as

function TCH
eE K (m1 � � � m` )

for i  1 to ` do hi  eEK (hi � 1; mi ) � mi

return h`

where h0 is a �xed constant, say 0n . SeeFigure 3. A main motivation for TCH is e�ciency: in each round
the (expensive to change) key K remains �xed while the (cheap to change) tweak and messagevary. One
might therefore expect TCH to be substantially faster than MMO.
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Figure 3: Two rounds of the Tweak Chain Hash compressionfunction. eEK is the tweakable blockcipher, K is a �xed
public key; the arc denotesthe location of the tweak.

However the security of TCH is left asan open question. In the samepaper, the authors proposetwo ways
to create tweakable blockciphers from conventional blockciphers: one construction basedon the CBC-MA C
and one using universal hash families. So it is natural to wonder whether TCH is securewhen built using
either of theseconstructions. But inserting the secondconstruction into TCH yields a �xed-k ey rate-1 hash
function constructed from a conventional blockcipher and given our results above, we would expect that any
such construction should be insecure. In fact we show something even stronger.

We demonstrate that using either tweakable-blockcipher construction from Liskov et al., the resulting
TCH construction admits a simple attack. Theseattacks producean in�nite number of same-lengthcolliding
messagepairs under TCH, regardlessof the parameterschosenfor the underlying tweakable blockcipher and
regardlessof the security model. Appealing to our main result, we further show in the ideal-ciphermodel that
any tweakable blockcipher|built using one call to a conventional blockcipher|will yield an insecureTCH
construction. Our result doesnot, however, rule out TCH being securewhen constructed from a tweakable
blockcipher primitive , such as the Hasty Pudding cipher [13]. This is discussedfurther in Section 4.

Security Model. The standard-model assumption for blockciphers is that they are good pseudo-random
permutations (PRPs) [9]. However this assumption is insu�cien t for proving the security of hash functions
basedon blockciphers; indeed,Simon hasshown [15] that the PRP assumptionaloneis insu�cien t for secure
blockcipher-basedhashing. For this reason,all proofs of security for blockcipher-basedhash functions have
beendone in the ideal-cipher model [2,9,10,15,16]. This model, which dates back to Shannon[14], treats a
blockcipher asa random and independent permutation for each key. Somebelieve that modeling blockciphers
in this way is not realistic: often we �nd correlations and biasesin real blockciphers that one would not
expect to seeif the object were drawn uniformly from the family of all blockciphers with the sameblock
and key size. Nonetheless,proofs of security in this model do have meaning: security is guaranteed against
adversariesthat ignore the structure of the underlying blockcipher.

Except for the two simple attacks given for TCH, all attacks in this paper are in the ideal-cipher model.
We do not make any probabilistic assumptionsnor do we depend on the permutivit y of the blockciphers.

The normal measureof security for blockcipher-basedhash functions is that they are secureagainst
information-theoretic adversariesin the ideal-cipher model [2]. Our adversariesare therefore information-
theoretic. While this may seemto be giving too much power to an adversary when thinking of real-world
attacks, we onceagain stressthat our goal is to demonstrate the nonexistenceof provably collision-resistant
schemes,not to give practically instantiable attacks. Indeed, it is clearly impossible to exhibit a practical
attack given the generality of our setting: f 1 could itself be a collision-resistant hashfunction and a practical
attack on the resulting hash function would imply a practical attack on f 1.

Message Lengths. Our de�nition for collision resistancewill count as valid any pair of messagesthat
produce the samehashvalue. Finding collisions in practice is often much harder than this due to techniques
such as Merkle-Damg�ard strengthening [9]. In view of this, all attacks in this paper produce colliding
messagesof the samelength, and therefore still apply even in the presenceof such techniques.
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2 Securit y De�nitions

Basic Notions. Let k and n be positive integers. A blockcipher is a function E : f 0; 1gk � f 0; 1gn ! f 0; 1gn

where for each K 2 f 0; 1gk we require that EK (�) = E(K ; �) is a permutation on f 0; 1gn . Let Perm(n)
be the set of all permutations on f 0; 1gn , and let Bloc(k; n) be the set of all blockciphers E : f 0; 1gk �
f 0; 1gn ! f 0; 1gn . A function f : Perm(n) � D ! f 0; 1gc is a (permutation-based) compression function if
D = f 0; 1ga � f 0; 1gn for somea � 1 where a + n � c. If the program for computing f usesa single query
� (x) to compute f � (h; m) = f (� ; h; m) then f is rate-1.

For non-empty setsK � f 0; 1gk and S � f 0; 1g� , �x a deterministic key-selection function g : S� f 0; 1gn �
f 0; 1gn ! S � K. Fix a constant h0 and let � 0 = ". We de�ne a (highly-e�cien t, blockcipher-based)hash
function by the following program:

function H [g; K]E (m1 � � � m` )
for i  1 to ` do

(� i ; K )  g(� i � 1; hi � 1; mi )
�  EK

hi  f � (hi � 1; mi )
return h`

where f : Perm(n) � f 0; 1gn � f 0; 1gn ! f 0; 1gn is a rate-1 compressionfunction. This program computesa
map H [g; K]E : Bloc(k; n) � (f 0; 1gn )+ ! f 0; 1gn , and wesay that H [g; K]E is rate-1 becausef is. Sometimes
we will call H [g; K]E the iterated hash of f , for obvious reasons.

When it is understood from context, we will omit the superscript � to f , and E to H . We will also often
omit explicit referenceto g and K, simply writing H for H E [g; K].

We write x $ S for the experiment of choosing a random element from the �nite set S and calling it x.
An adversary is an algorithm with accessto one or more oracles,which we write as superscripts.

Collision resist ance. To quantify the collision resistanceof a highly-e�cien t, blockcipher-basedhash
function, we model the blockcipher as a randomly chosenE 2 Bloc(k; n). An adversary A is given oracles
for E(�; �) and its inverseE � 1(�; �), and wants to �nd a collision for H |that is, M ; M 0 2 D where M 6= M 0

but H (M ) = H (M 0). We look at the number of queries that the adversary makes and compare this with
the probabilit y of �nding a collision.

De�nition 1 [Collision resistance of a hash function] Fix k; n > 0, and let E : f 0; 1gk � f 0; 1gn !
f 0; 1gn be a blockcipher. Let K � f 0; 1gk and S � f 0; 1g� be non-empty sets, and let g : S � f 0; 1gn �
f 0; 1gn ! S � K be a key-selection function. Let H [g; K] be a highly-e�cien t, blockcipher-based hash
function, H [g; K] : Bloc(k; n) � D ! f 0; 1gn , and let A be an adversary. Then the advantage of A in �nding
collisions in H is the real number

Adv coll
H (A) = Pr

h
E $ Bloc(k; n); (M ; M 0) $ AE ( �;�) ;E � 1 ( � ;�) : M 6= M 0 ^ H E (M ) = H E (M 0)

i

For q � 1 we write Adv coll
H (q) = maxA f Adv coll

H (A)g where the maximum is taken over all adversariesthat
ask at most q oracle queries.

Tweakable Block ciphers. Fix k; t; n > 0. A tweakableblockcipher is a function eE : f 0; 1gk � f 0; 1gt �
f 0; 1gn ! f 0; 1gn such that for any K 2 f 0; 1gk and any T 2 f 0; 1gt we are guaranteed that eE(K ; T; �) =
eEK (T; �) is a permutation on f 0; 1gn . If we write e� $ f 0; 1gt � Perm(n) we are choosing 2t random permu-
tations on f 0; 1gn , one for each T 2 f 0; 1gt . The permutation associated to T is e� (T; �).

De�nition 2 [Securit y of Con ventional and Tw eakable Blo ckciphers] Let eE : f 0; 1gk � f 0; 1gt �
f 0; 1gn ! f 0; 1gn be a tweakable blockcipher, and let A be an adversary. Then

Adv prp
E (A) = Pr[K $ K : AE K ( �) = 1] � Pr[� $ Perm(n) : A � ( �) = 1]

Adv tprp
eE

(A) = Pr[K $ f 0; 1gk : A
eE K ( � ;�) = 1] � Pr[e� $ f 0; 1gt � Perm(n) : Ae� ( � ;�) = 1]
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Write Adv prp
E (q) = maxA f Adv prp

E (A)g and Adv tprp
eE

(q) = maxA f Adv tprp
eE

(A)g for q � 1 and where the
maxima are taken over all adversariesthat ask at most q oracle queries.

3 Hash Function Constructions and A ttac ks

We begin this sectionwith a more detailed discussionof the generalizedrate-1 blockcipher-basedcompression
function shown in Figure 2, and of certain assumptionswe might make in practice (though our later proofs
will make no such assumptions). Next we considerattacks on the iterated hashof this compressionfunction.
The �rst attack is particularly e�cien t (it requires only 2jK j blockcipher invocations) and we argue that
it probably applies to many \reasonable" constructions for the compressionfunction. The secondis more
general: it shows there cannot exist an iterated hash function basedon this type of compressionfunction
that is provably collision resistant in our model.

Generalized Rate-1 Block cipher-based Compression Function. We consider any compression
function f that is built in the following way. Let f 1 : f 0; 1gn � f 0; 1gn ! f 0; 1gn and f 2 : f 0; 1gn � f 0; 1gn �
f 0; 1gn ! f 0; 1gn be arbitrary functions. We de�ne f : Perm(n) � (f 0; 1gn � f 0; 1gn ) ! f 0; 1gn asf � (h; m) =
f 2(h; m; � (f 1(h; m))). SeeFigure 2 with � = EK . We will not formally argue that this construction covers
all possible2n to n bit functions that call � at most once; this would take us quite far a�eld. Instead we
give the following informal justi�cation.

The function f takes two n-bit inputs, h and m. We make both of these inputs available to the \pre-
processing" function f 1 and to the \p ostprocessing" function f 2. Additionally , f 2 has accessto the output
of � . We do not feedthe output of f 1 to f 2 sincef 2 is capableof recomputing f 1 itself. Similarly, we do not
feedthe output of f 2 back to f 1 sinceany computation performed by f 2 only on inputs h and m could have
beencomputed by f 1; if the output of f 2 dependsalso on � then it cannot be fed back into f 1 (and thus � )
becausewe are requiring f be rate-1.

Although f 1 and f 2 are fully arbitrary , we imagine that in practice they will besimpleand fast-to-compute
functions. In PGV [11], for example, these functions are never more complex than XOR. It would make
little senseto have f 1 be, say, SHA-1 since our overall construction is itself aiming to be a cryptographic
hash function. Nonetheless,our results continue to hold even for such far-fetched constructions: since our
adversary is information-theoretic, it is able to �nd all 2n-bit inputs that yield someparticular n-bit output
for f 1 in constant time.

The Tw o-Fiber Att ack. We begin by describing a simple collision-�nding attack called the \t wo-�b er
attack" which works on many natural highly-e�cien t constructions, including all of the �xed-k ey construc-
tions from [11]. In this attack the function f 1 hasa certain property, which we call the \t wo-�b er property."
We now explain.

Let f � 1
1 (i ) represent the set f (h; m) : f 1(h; m) = ig. This is commonly called the �b er of f 1 under i , or

the i -�b er. We now de�ne the notion of a well-balanced�b er or function.

De�nition 3 [W ell-Balanced Fib ers] Fix integer n > 0, and let f : f 0; 1gn � f 0; 1gn ! f 0; 1gn be a
function. Then the �b er f � 1(i ) is well-balanced if each h 2 f 0; 1gn appearsexactly onceasa �rst coordinate
of someordered pair of f � 1(i ). If every �b er of f is well-balanced,then we say that f is well-balanced.

An exampleof a well-balancedfunction is f 1(h; m) = h � m. In fact, it's not hard to seethat if f 1(h; �) is a
permutation on f 0; 1gn for each h 2 f 0; 1gn then f 1 will be well-balanced.

For the purposesof the present attack, we require only that there exist distinct i 1; i 2 2 f 0; 1gn such that
f � 1

1 (i 1) and f � 1
1 (i 2) are well-balanced. If f 1 has two such �b ers, we say that f 1 has the two-�ber property

and the resulting attack is called the two-�ber attack. Notice that this property can be determined by the
adversary without requiring any E-queries.

The attack is given in the theorem below. The idea behind the attack is that by doing just 2jK j queries
to E on points i 1 and i 2, an adversary can produce arbitrarily many same-lengthmessagesalong with their
hash values.

Theorem 4 [Tw o-Fib er A ttac k] Fix k; n > 0 and let E : f 0; 1gk � f 0; 1gn ! f 0; 1gn be a blockcipher.
Fix K � f 0; 1gk , S � f 0; 1g� , and let g : S � f 0; 1gn � f 0; 1gn ! S � K be a key-selectionfunction. Let
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the compressionfunction f : Perm(n) � (f 0; 1gn � f 0; 1gn ) ! f 0; 1gn be de�ned as usual by f � (h; m) =
f 2(h; m; � (f 1(h; m))), where f 1 has the two-�b er property. Finally, let hash function H [g; K] : Bloc(k; n) �
D ! f 0; 1gn be the iterated hash of f . Then Adv coll

H (2jK j) = 1.

Pro of: Let i 1; i 2 2 f 0; 1gn , i 1 6= i 2, bechosensuch that f � 1
1 (i 1) and f � 1

1 (i 2) arewell-balanced�b ers. Wenow
de�ne AE ;E � 1

, a collision-�nding adversary for H . First A makes2jK j queriesto its left oracleat (K ; i 1) and
(K ; i 2) for each K 2 K. With the resulting values,A grows a rooted tree T. Tree T will be annotated with
node-labels and edge-labels; the edge-labels will represent messageblocks and the node-labels will contain
the intermediate hash values obtained by traversing T from the root to that node. Edges are added by
specifying an ordered pair (u; v) of node labels where u is already in T and v is a new node with label v.
Thus each edge-addition always createsa leaf. Each time we add an edgeto T we will also specify the label
for that edge.

Let the root of T be labeled h0. Sinceh0 2 f 0; 1gn and f � 1
1 (i 1) and f � 1

1 (i 2) are well-balanced �b ers, then
there exist distinct m1; m2 such that i 1 = f 1(h0; m1) and i 2 = f 1(h0; m2). Therefore A can now compute
x1 = f (h0; m1) and x2 = f (h0; m2) without any oracle queries since EK (i 1) and EK (i 2) have been pre-
computed for any K that was output by g. If x1 = x2, then A halts returning the collsion m1; m2. If not,
A adds an edge(h0; x1) labeled m1 and an edge(h0; x2) labeled m2. Then A continuesat the leavesof T,
doubling their number using the sametechnique as above; no additional oracle queriesare required. This
processis continued by A until a collision occurs. Since there are only 2n possibleoutput values for f and
becausethe number of leavesdoublesat each step, we are guaranteed that A will �nd a collision among the
leaveswithin n + 1 iterations of this process.

Note that the proof holds even if EK is not a permutation; we require only that EK be a map from n bits
to n bits. Also notice that the colliding messagesproduced by A are the samelength; this means that a
length-encoding schemelike MD-strengthening doesnot help avert the attack.

There are several obvious extensions to the two-�b er attack: for example, had we not insisted that
messagesbe of the samelength, a singlewell-balanced�b er would have su�ced. Also, if f 1 did not have the
two-�b er property, perhapsit had ` �b ers in which every h 2 f 0; 1gn occurred at least twice among the �rst
coordinates in those ` �b ers. This would admit an analogousattack using `jK j oracle queries. Rather than
pursue these ideas further, we instead proceedto the generalizedattack that shows that jK j(n + dlg(n)e))
oraclequeriesare su�cien t to �nd distinct same-lengthmessagesthat collide for any generalizedcompression
function.

Main Resul t. The central result of this paper is to show that no rate-1 compressionfunction using
blockcipher keys from a small �xed set K can give rise to a provably collision-resistant hash function when
iterated. We show this by using at most jK j(n + dlg(n)e) oraclequeriesto producean overwhelming number
of hashoutputs that correspond to distinct messages.More speci�cally , our attack implements an algorithm
to grow a tree of messageswhere the number of nodes in the tree at least doubleswith each level added to
it. We then show that the tree will have height at most n + dlg(n)e but with more than 2n (n + dlg(n)e)
nodeswhich meansthere must exist a collision at somelevel of the tree.

Although the theorems below hold for all n > 0, we restrict our statements to n � 8 sincesmall values
are of no interest and addressingthem would intro duce special casesinto the proofs.

Theorem 5 [General A ttac k] Fix k > 0, n � 8 and let E : f 0; 1gk � f 0; 1gn ! f 0; 1gn be a blockcipher.
Fix K � f 0; 1gk , S � f 0; 1g� , and let g : S � f 0; 1gn � f 0; 1gn ! S � K be a key-selectionfunction. De�ne
function f : Perm(n) � (f 0; 1gn � f 0; 1gn ) ! f 0; 1gn as usual by f � (h; m) = f 2(h; m; � (f 1(h; m))), with f 1

and f 2 arbitrary . Let H [g; K] : Bloc(k; n) � D ! f 0; 1gn be the iterated hash of f . Then Adv coll
H (jK j(n +

dlg(n)e)) = 1.

Pro of: Like the two-�b er attack above, we will focusour attention on f 1. We will conduct the proof initially
for the casejK j = 1, and then generalizeat the end. This meanswe may assumethat g is trivial and K
is �xed for all oracle queries. We construct an adversary A with oraclesE ; E � 1. We begin the proof by
intro ducing an abstraction that will allow us to focus on the most important features of the problem. Let
N = 2n and for all i 2 [0::N � 1] de�ne R i = f (h; m; f (h; m)) : h; m 2 f 0; 1gn ^ f 1(h; m) = i )g. De�ne
R = fR 0; � � � ; R N � 1g and notice several things about R:
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� Over all of the R i there are exactly N ordered triples of the form (h; �; �) for each h 2 f 0; 1gn since
there are exactly N possiblevaluesfor m.

� Since f 1 is a public function, A can sort each triple (h; m; �) into the appropriate set R i , since mem-
bership dependsonly on f 1(h; m).

� Since evaluating f (h; m) requires an oracle query, A will not initially know the value of the last
coordinate of any ordered triple.

In light of the last bullet above, wewill think of each triple in each R i as(h; m; ?) where\?" is a distinguished
symbol indicating we do not yet know the value. Once we have A perform an oracle query (K ; i ) for some
i 2 [0::N � 1], we may �ll in the last-coordinates for each triple in R i . Of coursewe are going to be stingy
with our oracle queries,sincewe can spend at most jK j(n + dlg ne) of them. Now A grows a rooted tree T,
the same as we did for the two-�b er attack: tree T will be annotated with node-labels and edge-labels;
the edge-labels will represent messageblocks and the node-labels will contain the intermediate hash values
obtained by traversingT from the root to that node. Edgesare addedby specifying an orderedpair (u; v) of
node labelswhereu is already in T and v is a new node with label v. Thus each edge-additionalways creates
a leaf. Each time we add an edgeto T we will also specify the label for that edge. Edges(h; f (h; m)) added
to T will indicate that messageblock m gets us from chaining-value h to chaining-value f (h; m). Therefore,
we would label edge(h; f (h; m)) with m. We start with T having just one node labeled h0. BecauseA has
not yet queried E, the tree can be extendedno further at this point.

Before doing any E-queries, we make the following three simpli�cations to the abstraction all of which
removepower from the adversary, and therefore an attack in this simpli�ed setting still yields an attack in
the original setting.

Recall that each time A queries E at point (K ; i ), we may �ll in all last-coordinates in set R i . Our �rst
simpli�cation is to �ll in only those triples that are of immediate use. In other words, for each ordered
triple (h; m; ?) in R i , we replace \?" with f (h; m) only if a node labelled h appears in T. We think of the
remaining triples in R i as being distributed arbitrarily among the setsR j where j hasnot yet beenqueried.
This adjustment clearly doesnot increasethe power of A.

The secondsimpi�cation is to imposea restriction on T: it may grow at most one level for each query A
makes. This meansthat if A makesa query that adds an edgee to T that increasesits height, A may not
then extend T with a new edgeattached to e. This limitation also doesnot increaseA's power.

Finally, our third simpli�cation is to notice that two triples (h; m; j ) and (h; m0; j ) in the ordered triples
contained in the sets of R only helps A. This is becauserepeating h and j allows an immediate collision
at the samelevel of T as soon as h appears in T. So we will assumethat for every pair of triples (h; m; j )
and (h0; m0; j 0) in the setsof R, that h = h0 implies j 6= j 0. Once again, this assumption only makesA's job
harder.

Before proceeding to the attack, we establish somenotation. At any time during the attack, we de�ne t
as the number of nodes in T and we let E be the set of triples used in T thus far. (Note that the number
of edgesin T may be larger than the number of triples used: if several nodes labeled h appear in T, then
triple (h; m; j ) may be used to create an edgefrom each of them.) Let R � be all ordered triples in R; that
is R � = [ N � 1

i =0 R i . Let E denote the set of ordered triples not in E. That is, E = R � � E. The attack now
proceedsas follows: de�ne v : [0::N � 1] ! N asv(i ) = the number of nodesin T with label i . Now A scores
each unqueried set R i according to the function s(R i ) =

P
(h;m;j )2R i

v(h).

The scoreof R i measuresthe number of nodeswe can add to T as a direct result of querying E(K ; i ). The
tree-building algorithm for A is the natural greedy algorithm: ask the query (K ; i ) that maximizes s(R i )
where ties are broken arbitrarily . Once A has �lled in the triples of R i , it extendsT by each relevant triple
available; that is, if (h; m; f (h; m)) 2 R i and h is a node in T, add edge(h; f (h; m)) to T with edge-label m.
But A may be able to add further edgesfor already-discovered triples as well. So for each triple (h; m; j ) in
E, adversary A alsoaddsan edgeto any h in T where(h; j ) doesnot already appear asan edge. SeeFigure 4
for the complete algorithm.
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Algorithm BuildT ree
J  f 0; 1gn ; E  ? ; T  ? ; AddNode(T; h0)
for `  1 to n + dlg(n)e do

i  maxj 2 J f s(R j )g
p  E(K ; i ); J  J � f ig
for (h; m; ?) 2 R i do

(h; m; ?)  (h; m; f 2(h; m; p))
for (h; m; j ) 2 R i do

for v 2 T do
if h = v then AddEdge(T; (v; j ); m); E  E [ f (v; m; j )g

for (h; m; j ) 2 E do
for v 2 T do

if h = v and (v; j ) 62T then AddEdge(T; (v; j ); m)
if collision on any level of T then halt

Figure 4: The tree-building algorithm usedby adversary A. Set J tracks the unqueriedpoints; set E tracks the triples
usedin tree T . The algorithm choosesthe maximum-scoring set R i that has not beenpreviouslyqueried,and queriesE
at (K ; i ). It then expandsthe tree usingtriples from the newly-discoveredR i and from E. Function AddEdge(T; (u; v); m)
inserts into tree T an edgefrom the node labeled u to a new leaf labeled v using edge-label m. With each iteration of
the main loop, the height of T grows by exactly one while the number of nodes in T at least doubles. We stop any time
a collision occurs at somelevel of T ; we omit specifying the data structures for T and how collisionsare detected.

Our goal here is to argue that T increasesexponentially in the number of nodes as it increaseslinearly in
height. First, notice that an invariant of T is that s(E) + s(E) = tN . This is becauses(E) + s(E) = s(E[ E) =
s(R � ) = tN . We now state and prove the key lemma.

Lemma 6 [T ree-Doubling Lemma] At any point during the attack, if t > 1
there exists someunqueried value i 2 f 0; 1gn such that querying E(K ; i ) allows at
least t + 1 nodesto be added to T. Furthermore, if t = 1 there exists a query that
allows at least 1 node to be added to T.

Pro of: For t = 1 no E-querieshave beenasked. Therefore there must exist some
R i 2 R with at least one triple of the form (h0; m; ?) for any m 2 f 0; 1gn , which
meansthere exists someR i with s(R i ) � 1.

Now assumet > 1, which meansat least one E-query has beenasked by A. Thus
there are at most N � 1 unqueried values remaining. We will now bound s(E).
Let d be the number of \free extensions" we can make to T by applying triples
already in E. Now, notice that s(E) = t � 1 + d. This is becauses(E) gets a score
of t � 1 from each of the t � 1 added nodes thus far, but also gets an added score
of d from the d triples in E we can add for free. Therefore s(E) = tN � t + 1 � d
and sincethis scoremust be distributed among at most N � 1 setswe can usethe
pigeonholeprinciple to show that the minimum node-expansionpossiblewhen using
the maximally-scoring set R i is
�

tN � t + 1 � d
N � 1

�
+ d =

�
t(N � 1)

N � 1
�

d � 1
N � 1

�
+ d =

�
t�

d � 1
N � 1

�
+ d �

�
t � d+1

�
+ d = t+1 :

8



0

20

01 R 3 = f (0; 3; ?); (1; 1; ?); (2; 3; ?); (3; 1; ?)g

R 0 = f (0; 1; ?); (1; 2; ?); (1; 3; ?); (2; 2; ?)g

R 1 = f (1; 0; ?); (2; 0; ?); (3; 2; ?); (3; 3; ?)g

R 2 = f (0; 0; 1); (0; 2; 0); (2; 1; 3); (3; 0; 0)g

Figure 5: An exampletree built during the attack for N = 4. We assumeh0 = 0n and label the root accordingly. Thus
far A has queried E at (K ; 2), so the last coordinates of R 2 are �lled in. Only the �rst two ordered triples of R 2 were
useful, so E = f (0; 0; 1); (0; 2; 0)g and the edges(0; 1) and (0; 0) were addedto T with edgelabels 0 and 2, respectively.
Also, t = 3, d = 2, and s(E) = 4, so s(E) = 8.

SeeFigure 5 for a small example. With this result in hand we can now conclude the proof of the theorem.
Sincet increasesby at least 1 from the �rst query, and by at least t + 1 from subsequent queries,we can see
by induction that after ` querieswe will have at least 2` + 2` � 1 � 1 nodes in T.

Let m = dlg(n)e. Then after n + m querieswe are guaranteed at least nN + 2m � 1N � 1 nodesin n + m + 1
levels of T. Ignoring the root node, this is nN + 2m � 1N � 2 nodes in n + m levels. Since n � 8 then
2m � 1 � m + 1 and

nN + 2m � 1N � 2 � (n + m)N + N � 2 > (n + m)N :

Thus there are more than (n + dlg(n)e)N nodes on n + dlg(n)e levels of T yielding a collision on some
level. The same-lengthmessagesM and M 0 that collide under hash function H are extracted from T by
traversing T from the root to each colliding node and reading o� the edge labels that form the message
blocks of M and M 0.

Finally, we extend this attack to the casewhere jK j > 1. We proceedexactly as above, except that each
time that attack calls for a single E(K ; i ) query we now ask jK j queriesE(K ; i ), one for each K 2 K. Since
g at each step will chooseoneK 2 K basedon the path taken in the tree, we are guaranteed to have covered
the query and therefore the scoring function will still accurately count the tree expansionthat would result
from our queries. We therefore will make a total of jK j(n + dlg(n)e) queriesto E .

Interpreting the Resul t. We have used the ideal-cipher model for the blockcipher and endowed the
adversary with limitless computational abilities. In this setting we were able to �nd an attack far more
e�cien t than we can for known-secureconstructions like MMO. However, we must realize that this model
is not realistic in two ways: (1) When we plug a real blockcipher in for E , say 256-bit Rijndael, and �x
a key-selectionalgorithm g and key-set K, we do not then have a random object. We have a �xed public
object that can be attacked via directed cryptanalysis. (2) If we attempt to mount the attacks described
here, we will be using real computers with real computational limitations. Building a tree with 
(2 n ) nodes
is not feasiblefor typical valuesof n. Of coursecollisions will appear long before the tree reaches this size,
under reasonableprobabilistic assumptions,but even a tree containing 
(2 n= 2) nodesis impractical to store
when n is (say) 160 or 256.

So one might reasonablyask if the attacks just shown are really of any concern at all. Perhaps we can
use 256-bit Rijndael, �x a single key 0256, and �nd somefast and simple functions f 1 and f 2 that do not
admit any \obvious" attacks on the resulting iterated hash function. This may very well producea collision-
resistant hash function in the samesensethat SHA-1 or RIPEMD-160 is thought to be collision resistant:
no one has yet found collisions. However, we are taking a step backwards in this way of thinking because
we are onceagain relying on the lack of e�ectiv e attacks to give evidenceof security. In a sense,we would
be designingyet another primitiv e when we already have several primitiv eswithout any known attacks (at
the time of this writing) and a longer establishedpresence.But one thing we can guarantee about such an
object is this: it will never admit a proof of security in the establishedmodel.
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TCH-CBC � (m1m2)

m2

�

� �

�

m1

h0

Figure 6: Two roundsof the TCH-CBC � hashfunction. Function � : f 0; 1gn ! f 0; 1gn is a �xed permutation. We can
easilygeneratean in�nite number of same-lengthmessagepairs that collide using this construction.

4 The Tw eak Chain Hash

Tweakable blockciphers [7] are a map eE : f 0; 1gk � f 0; 1gt � f 0; 1gn ! f 0; 1gn wherethe inputs are called the
\k ey," the \t weak," and the \message," respectively. We sometimeswrite eEK (T; M ) instead of eE(K ; T; M ).
For any �xed K 2 f 0; 1gk and T 2 f 0; 1gt , we require that eE(K ; T; �) is a permutation on n bits. The idea is
for the tweakable blockcipher to act like a normal blockcipher but with an extra (public) input, the tweak,
which adds variabilit y. The key may be expensive to schedule and to change, but changesto the tweak
should be cheap. Security for a tweakable blockcipher was de�ned in Section 2.

In their paper, Liskov et al. give (among other things) two proposalsfor constructing tweakable blockci-
phersfrom conventional blockciphers,alongwith several other constructions for using tweakableblockciphers.
Their paper suggestsa new hash-function construction built on tweakable blockciphers called the \Tw eak
Chain Hash" (TCH), de�ned as follows: for any m 2 (f 0; 1gn )+ write M = m1 � � � m` where each jm i j = n,

de�ne TCH
eE K (M ) as

function TCH
eE K (m1 � � � m` )

for i  1 to ` do hi  eEK (hi � 1; mi ) � mi

return h`

where h0 is a �xed constant, say 0n , and eE is a tweakable blockcipher with n = t and key K a constant;
seeFigure 3. Their is idea is that this construction should be faster than blockcipher-basedconstructions
that rekey: the key K is �xed and only the tweakand messagechangefor each messageblock digested. Since
changing thesetwo inputs should be cheap(ie, nothing equivalent to rescheduling a key should be required),
each round of TCH should be faster than a round of, say, MMO. The authors leave the security of TCH as
an open question. This is a question we aim to addressin this section.

The First Att ack: TCH-CBC. Liskov et al. give two provably-secureconstructions of tweakable blockci-
phersfrom conventional blockciphers. The �rst construction is the CBC MAC of the two-block messageM kT.
In other words, for a given blockcipher E they de�ne eEK (T; M ) = EK (T � EK (M )). They show that this
construction is birthday-closeto the underlying blockcipher E . That is, Adv tprp

eE
(q) < Adv prp

E (q) + q2=2n .
We call this the \CBC construction."

Taking the CBC construction and inserting it into the TCH construction seemslike a natural try at
building a collision-resistant hash function from a blockcipher. However, we immediately notice that the
resulting TCH-CBC scheme is rate-1=2; that is, two blockcipher calls are required for each messageblock
digested. (This means that our analysis from Section 3 does not apply becausethe compressionfunction
here is not rate-1.) This may in fact be more expensive than a rate-1 schemethat rekeys (lik e MMO). But
TCH-CBC would be an interesting schemenonethelessbecauseit �xes the blockcipher key; no securescheme
has ever beenexhibited that doesthis.

Unfortunately TCH-CBC is not collision resistant, as we now show. Fix a key K : this induces a �xed
permutation that, for notational convenience, we name � = EK . For any M 2 (f 0; 1gn )+ write M =
m1 � � � m` where each jm i j = n, de�ne TCH-CBC � (M ) as
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TCH-AXU � (m1m2)� �u

m1

h0 u

m2

Figure 7: Two rounds of the TCH-AXU � hash function. Function � : f 0; 1gn ! f 0; 1gn is a �xed permutation and
u : f 0; 1gn ! f 0; 1gn is a �xed arbitrary function. We can easilygeneratean in�nite number of same-lengthmessagepairs
that collide using this construction.

function TCH-CBC � (m1 � � � m` )
for i  1 to ` do hi  � (hi � 1 � � (mi )) � m i

return h`

where as usual, h0 is some�xed constant. SeeFigure 6. Now for a two-block messageM = m1m2 we have

TCH-CBC � (M ) = � (� (h0 � � (m1)) � m1 � � (m2)) � m2:

Let M �
c = � � 1(c � h0) k c and notice that h(M �

c ) = h0 for any c 2 f 0; 1gn , yielding a large number of
2-block collisions. This idea can easily be generalizedto generatecollisions for messagesof any even number
of blocks > 2 as well.

The Second Att ack: TCH-AXU. The secondtweakable blockcipher construction proposedby Liskov
et al. is basedon the use of a universal hash family [3]. The 
a vor they used are known as � -AXU 2 hash
families. This is the preferred 
a vor becauseit leadsto an e�cien t tweakable-blockcipher construction with
good security. However, as we will see,plugging their construction into TCH allows a simple attack, and
this attack doesnot depend on the � -AXU 2 property.

De�nition 7 [� -AXU 2 Hash Families] Fix n > 0. We say a set of functions U = f u : f 0; 1gn � f 0; 1gn g
is � -AXU 2 if for all x; y; z 2 f 0; 1gn with x 6= y,

Pr
u2U

[u(x) � u(y) = z] � �:

Now let E be a blockcipher, let U be an � -AXU 2 hash family whose functions map n bits to n bits
and de�ne eEK ;u (T; M ) = EK (M � u(T)) � u(T) where K 2 f 0; 1gk and u 2 U. Liskov et al. show that
Adv tprp

eE
(q) < Adv prp

E (q) + 3�q2. We call this the \AXU construction."
Let's try inserting the AXU construction into TCH and seeif the resulting TCH-AXU construction is

secure.Note that the AXU construction has a longer key sinceboth the key for the underlying blockcipher
and the function u must be speci�ed. However, sinceTCH is a keylessobject, we onceagain must �x both
of these keys. Of course, �xing u meansselecting somesingle function from U, and since U is an � -AXU 2

hash family, most of the functions in this set will be \good" in the sensethat they will be injective or nearly
injective. However, as we will see,the properties of the particular function u are irrelevant in our attack: it
is e�ectiv e no matter what n-bit to n-bit function is supplied.

Once we have selecteda �xed key K and function u, we have a rate-1 �xed-k ey blockcipher-basedhash
function, and our results from Section 3 immediately tell us the construction is insecure. However, it is even
worse than this: there is a very simple attack that yields an in�nite number of same-lengthmessagepairs
that collide, as we now demonstrate.

Fix a key K and a function u from the family U. For notational conveniencewe name � = EK . For any
M 2 (f 0; 1gn )+ write M = m1 � � � m` where each jm i j = n, de�ne TCH-AXU � (M ) as

function TCH-AXU � (m1 � � � m` )
for i  1 to ` do hi  � (mi � u(hi � 1)) � m i � u(hi � 1)
return h`
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where as usual, h0 is some�xed constant. SeeFigure 7. Now for a two-block messageM = m1m2 we have

TCH-AXU � (M ) = � (m2 � u(� (m1 � u(h0)) � m1 � u(h0)))

� m2 � u(� (m1 � u(h0)) � m1 � u(h0)) :

Let M �
c = u(h0) � ck u(� (c) � c) and notice that h(M �

c ) = � (0) for any c 2 f 0; 1gn , yielding a large number
of 2-block collisions. This idea can easily be generalizedto generate collisions for messagesof any even
number of blocks > 2 as well.

The Security of TCH. The precedingtwo attacks do not imply that any tweakableblockcipher constructed
asa mode on a conventional blockcipher will yield an easily-breakable TCH construction. It just sohappened
that the two modesgiven by the authors did fall to simple attacks. However, we can imagineother tweakable-
blockcipher constructionswhereattacks on the resulting TCH arenot soobvious. But the resultsof this paper
tell us that if the tweakable blockcipher were constructed from a single call to a conventional blockcipher,
the resulting TCH would not have a proof of security and would therefore have to be treated as a primitiv e.

A New Model. It is natural to ask whether TCH works under any model for tweakable blockciphers. And
it's fairly clear that extending the ideal-cipher model to the tweakable setting doesthe tric k: let k; t; n � 1 be
numbers. De�ne TBlo c(k; t; n) bethe setof all tweakableblockciphers eE : f 0; 1gk � f 0; 1gt � f 0; 1gn ! f 0; 1gn .
Choosing a random element of TBlo c(k; t; n) meansthat for each (K ; T) 2 f 0; 1gk � f 0; 1gt one choosesa
random permutation EK (T; �).

For TCH, we require t = n and we �x the key K to someconstant. But this immediately reducesto
MMO in the ideal-cipher model for conventional blockciphers, which was proven securepreviously [2]. We
have essentially lost the distinction between the key and the tweak since in our new ideal-tweakable-cipher
model they are equivalent. The notion that the tweak is public and the key is secret has been lost. The
notion that the tweak should be cheap to changewhile the key is normally expensive to changehassimilarly
beenlost.

What doesprovable security in the ideal-tweakable-ciphermodel mean? Notice that in each of the above
attacks on TCH we exploited details of the construction of the underlying tweakable blockcipher. Had we
treated these underlying objects as black boxes, we would have had no e�ectiv e courseof attack; we can
therefore conclude that any attack on TCH must exploit the internal features of the tweakable blockcipher
upon which it is constructed, meaningthat perhapsa a tweakable blockcipher primitive might yield a secure
TCH. The Hasty Pudding cipher is the only tweakable blockcipher primitiv e we know of [13]. Whether using
Hasty Pudding in TCH yields an e�cien t collision resistant hash function is left asan open question, but we
can be certain that any attacks on TCH-HP would require the cryptanalyst delve into the inner workings of
the Hasty Pudding cipher.

5 Conclusion and Op en Problems

Our results give strong evidencethat we cannot build rate-1 collision-resistant hash functions from a block-
cipher that usesonly a small set of keys. Doesthis mean we are forced to accept constructions that change
the key arbitrarily with each round if we want provable security? Not necessarily. Our results say nothing
about schemesin this framework that rekey, say, every other round. It would be interesting to show su�cien t
conditions on how often the blockcipher must be rekeyed in order to maintain a good collision resistance
bound. Alternativ ely, perhaps the key can be �xed in a non-Merkle-Damg�ard construction; the results of
Gennaro et al. [5], although for a di�eren t security property than we consideredhere, may provide some
insight. Or perhapsthere is somerelaxation of the model and weakening of the adversary that admit security
proofs for highly-e�cien t blockcipher-basedschemes.We leave theseas open questions.

Ac knowledgemen ts

Thanks to Phillip Rogaway for suggestingto spell \blo ckcipher" as a single word (it saved typing a hyphen
more than 20 times) and for various suggestionsand comments on an early draft of this manuscript. Thanks

12



aswell to several Eurocrypt 2005reviewers for their insightful suggestions.John Black's work wassupported
by NSF CAREER-0240000and a gift from the Boettcher Foundation. Part of this work wasconductedwhile
Tom Shrimpton was at UC Davis and was supported by NSF 0208842,NSF 0085961,and a gift from Cisco
Systems.

References

[1] Bla ck, J., Cochran, M., and Shrimpton, T. On the impossibility of highly-e�cien t blockcipher-
basedhash functions, 2005. To appear in Advances in Cryptology | Eurocrypt 2005.

[2] Bla ck, J., Rogaway, P., and Shrimpton, T. Black-box analysis of the block-cipher-basedhash-
function constructions from PGV. In Advances in Cryptology { CRYPTO '02 (2002), vol. 2442 of
Lecture Notes in Computer Science, Springer-Verlag.

[3] Car ter, L., and Wegman, M. Universal hash functions. J. of Computer and SystemSciences, 18
(1979), 143{154.

[4] Damg�ard, I. A designprinciple for hash functions. In Advances in Cryptology { CRYPTO '89 (1990),
G. Brassard, Ed., vol. 435 of Lecture Notes in Computer Science, Springer-Verlag.

[5] Gennar o, R., Ger tner, Y., Ka tz, J., and Trevisan, L. Bounds on the e�ciency of generic
cryptographic constructions, 2005. To appear in the SIAM Journal on Computing.

[6] Handschuh, H., Knudsen, L., and Robshaw, M. Analysis of SHA-1 in encryption mode. In
Advances in Cryptology { CT-RSA '01 (2001), D. Naccache, Ed., Lecture Notes in Computer Science,
Springer-Verlag, pp. 70{83.

[7] Lisk ov, M., Rivest, R., and Wagner, D. Tweakable block ciphers. In Advances in Cryptology {
CRYPTO '02 (2002), M. Yung, Ed., Lecture Notes in Computer Science,Springer-Verlag, pp. 31{46.

[8] Ma ty as, S., Meyer, C., and Oseas, J. Generating strong one-way functions with cryptographic
algorithms. IBM Technical Disclosure Bul letin 27, 10a (1985), 5658{5659.

[9] Menezes, A., van Oorschot, P., and Vanstone, S. Handbook of Applied Cryptography. CRC
Press,1996.

[10] Merkle, R. One way hash functions and DES. In Advances in Cryptology { CRYPTO '89 (1990),
G. Brassard, Ed., vol. 435 of Lecture Notes in Computer Science, Springer-Verlag.

[11] Preneel, B., Govaer ts, R., and Vandew alle, J. Hash functions based on block ciphers: A
synthetic approach. In Advances in Cryptology { CRYPTO '93 (1994), Lecture Notes in Computer
Science,Springer-Verlag, pp. 368{378.

[12] Rabin, M. Digitalized signatures. In Foundations of Secure Computation (1978), R. DeMillo,
D. Dobkin, A. Jones,and R. Lipton, Eds., Academic Press,pp. 155{168.

[13] Schr oeppel, R., and Orman, H. The hasty pudding cipher. AES candidate submitted to NIST,
1998.

[14] Shannon, C. Communication theory of secrecysystems.Bell SystemsTechnical Journal 28, 4 (1949),
656{715.

[15] Simon, D. Finding collsions on a one-way street: Can securehash functions be based on general
assumptions? In Advances in Cryptology { EUROCRYPT '98 (1998), Lecture Notes in Computer
Science,Springer-Verlag, pp. 334{345.

[16] Winternitz, R. A secureone-way hash function built from DES. In Proceedings of the IEEE Sympo-
sium on Information Security and Privacy (1984), IEEE Press,pp. 88{90.

13


