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NullPointerExceptions
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onResume

onClick

onDestroy

onPause

mHostDb.s();

safe?

Idea: Safety of a particular 
dereference should not 

require reasoning about all 
callback interleavings

A “smart” goal-directed analysis could 
consider relevant callback orderings without 

considering all of them



Goal-directed program analysis

mHostDb.s();

safe?



Goal-directed program analysis

mHostDb.s();

safe?

Given a program 
configuration goal, 

derive a contradiction 
w.r.t. its reachability



Goal-directed program analysis

mHostDb == nullmHostDb.s();

safe?

Given a program 
configuration goal, 

derive a contradiction 
w.r.t. its reachability



Goal-directed program analysis

false false false false
false

mHostDb == nullmHostDb.s();

safe?

Given a program 
configuration goal, 

derive a contradiction 
w.r.t. its reachability



Goal-directed program analysis

false false false false
false

(this 7! bt bt · mHostDb 7! ba true) ^ ba = null

Given a program 
configuration goal, 

derive a contradiction 
w.r.t. its reachability



Goal-directed program analysis

false false false false
false

(this 7! bt bt · mHostDb 7! ba true) ^ ba = null

Given a program 
configuration goal, 

derive a contradiction 
w.r.t. its reachability

A precise backwards abstract 
interpretation (with separation logic 

constraints) to refute error conditions [PLDI’13]
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void onCreate() {
  bindService(…, new ServiceConn {
    void onConnected(@Nonnull Service s) {
      mService = s;
    }
  });
  mHostDb = new Db();
}

void onClick(…) {
  mHostDb.s(mService.g());
}

void onDestroy(…) {
  mHostDb = null;
  mService = null;
}

1 2
safe?

lifecycle 
constraints 
relevant

✔ BugNeed to consider some but not all 
callback ordering constraints
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“Lifecycle automata” 
accepts the concrete 

trace of callbacks 
projected onto its 
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Further scalability challenge: 
Lifecycle spec per class but 
analysis applies per object
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Within an event-callback (intra-event), 
follow predecessor transitions 

no jumping, path/context-sensitive

Between event-callbacks (inter-event), jump 
using lifecycle graphs for control-feasibility 
filtering

A jumping policy for Android analysis
2



Hypothesis: Jumping is an 
effective approach to 

path-sensitive, inter-event 
analysis
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Thresher: no jumping 
Hopper: jumping
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Compare with state-of-the art NPE 
checking work that reports 84-91% 
proven on normal Java programs!
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Selective control-flow abstraction 
via a sound relevance relation

Effective inter-event ordering-
sensitive reasoning via data-
relevance and control-feasibility
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staged abstraction refinement 
(e.g., CEGAR)

on-the-fly abstraction 
coarsening

Run analysis multiple times, 
abstraction changes only 

between runs.

Staged

Run analysis once, 
abstraction changes  

during analysis.

On-the-fly

Start with imprecise 
abstraction, 

become more precise.

Refinement

Start with precise 
abstraction, 

become less precise.

Coarsening


